
CSIS0234BComputer and Communication Networks (ClassB)
Assignment4

Tutor:tqwang@csis.hku.hk, DeadlineJun1,2003,5:00pm.

In tutorial 3, we wrote a datagramserverand client, which sendsand receivesa file using
datagrams.But at theendof thetutorial,wenotedthatit isnotveryreliable:whensendinglarge
files,it is possiblethatsomepacketsaredropped(or evenmisordered),andasa resultthetwo
programshangstherewaitingfor acknowledgement.

In thisassignment,youarerequiredtomodify theprogramssothatit allowstheprogramtowork
in variouskindsof networks,whilestill usingjustUDP. Whatweneedis to reimplementpartof
TCPto providereliability to theunreliabledatagramabstractionprovidedby UDP.

Thisis agroupassignmentallowing1–2studentsin eachgroup.

Requirements:

• Thefunctionalrequirementis thesameasthetutorial:theclient andtheservershouldbe
ableto transferfile, theserveralwaysreadthefile from orig.txt , theclient alwayssave
it asreceived.txt . Thereis anexception:theport numbershouldbespecifiedon the
commandline (alongsidewith thehostnamefor theclient),whichwould makeit easierto
work whentheport is usedby anotherstudent.

• Thelargefile shouldbesentin small-sizeddatagrams.Your programshouldhavea con-
stantfor specifyingthesize,whichcanbemodifiedatcompile-timetobebetween1byteand
60000bytes.All packetsexceptthelastshouldbeof thissize(plusapplicationlevelheader)
in size,andapacketwith asmallersizeindicatethedesireto terminateaconnection.

• A windowingprotocolshouldbeusedtoguardagainstpacketlost,duplicationandre-order.
Sincethereis only onedirectionof transfer,thereis no needfor piggybacking.On the
other hand,negativeacknowledgementshouldbe usedto speedup the recoveryfrom
lostdatagrams.

• Thesendershouldcontinuouslymeasurethedelayincurredby packetsuntil theacknowl-
edgementisreceived.A weightedaverageof thisdelayshouldbeusedtosetthetimeoutpe-
riod (thevariancecanbeassumedsmall,sothatit issafetoassumenormallypacketsround-
trip timeshouldnotvarybymorethan40%). Resentframesshouldnotbeconsideredwhen
computingtheweightedaverage(sinceyouwon’t knowwhetherit isduetowhichdatagram
yousent). Instead,resentframesshouldsimply increasetheestimateby 10%. You should
expectthenetworkto neverdelaya packetfor morethan15seconds(i.e.,RTT of 30 sec-
onds),soyoushouldresendat leastevery30secondsif youcannotreceiveanything.

• Both thesenderandthereceivershouldstopandsignalanerrorif theywait for morethan
1minute.

• The programshould use TCP style AIMD to dynamicallyadjust the size of sending
(congestion)window,sothatwhenthenetworkbandwidthchanges,anappropriatenumber
of packetsaresent(ratherthanhavingmostof themlost). The initial thresholdshould
be100packets.In contrast,thereshouldbeno limit on receivingwindow size,sincethe
programrunsin user-modeanddonothaveconcernsaboutlimited buffersize.

You maynot haveaccessto a networkthatyoucancontroltheloadfor effectivelytestingyour
program.Therefore,weprovidea programin thewebpageof thecourse.Theprogramopens
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two UDP sockets,and copy datagramsarriving from one UDP port to the other. It can be
configuredat runtimeto controltheamountof delaybeforesending,themaximumnumberof
packetsthatcansendthroughthenetworkpersecond,andtheprobabilitythata packetis lost
(andthereforenotcopied).E.g.,thefollowing setsuptheprogramsothatdatagramssenttoport
12345is resentto port12346of localhost:

> relay 12345 localhost 12346
Relay [d=0.0000, o=0.0000, r=50000.0]: d 0.01
Available commands:
  omit x: omit a fraction x of datagrams
  delay x: delay x seconds
  rate x: limit each side to x datagrams per second
(x can be floating point numbers)
Relay [d=0.0000, o=0.0000, r=50000.0000]: d 0.01
Relay [d=0.0100, o=0.0000, r=50000.0000]: r 50
Relay [d=0.0100, o=0.0000, r=50.0000]:

Hints

• Tomeasurethetimebetweensendingaframeandanacknowledgementisreceived,youcan
usegettimeofday() to getthetimeandperformsubtraction.

• You needto wait for a framein suchawaythatif aftersometimetheframeisnotreceived,
thenyou wantthesystemcall to stop. We suggestthatyou usethesetitimer() systemcall
to setupa signalto occuraftera certainamountof time. You shouldsetupa very simple
signalhandlerfor SIGALRM usingsigaction(), so that a variableis set if timer expires.
Thenyoucanmaketherecvcall asusual,andif thetimerexpires,therecvcall will return
-1,with errnosetto EINTR(interruptedsystemcall),andyoushouldusethevariablesetin
thesignalhandlerto checkwhethera timeoutoccurred.Your codemight lookslike this:

bool timeout_occurred= false;

void timeout_handler(int ) {
timeout_occurred= true;

}

void setup_handler() {
struct sigactionaction;
action.sa_handler= timeout_handler;
sigemptyset(&action.sa_mask);
action.sa_flags= 0;
sigaction(SIGALRM, &action, 0);

}

void setalarm(float value) {
struct itimervalval;
val.it_interval.tv_sec= val.it_interval.tv_usec= 0;
val.it_value.tv_sec= int (value);
val.it_value.tv_usec= int ((value− int (value)) * 1000000);
setitimer(ITIMER_REAL, &val, 0);
timeout_occurred= false;



- 3 -

}

• You needat least3 typesof packets:ACK, NAK andDATA. A requestcanbe doneby
an ACK with sequencenumber-1, which fits very nicely with the remainingcodeof
theprogram.

• You don’t needto dealwith connectionestablishment.Thereshouldbe a disconnection
timeout,whichcanbeimplementedbyrecordingthelasttimewhenanymessageisreceived
by theotherside.

• The following showsthe structureof a simple windowing algorithm. You may base
your implementationon this algorithm,andaddcodeto dealwith delayestimationand
congestioncontrol.

sender() {
curr = winstart= winend= 0 // windowedgesandcurrentpacket
winsize= 1 // maximumwindowsize
timer = 10.0 // howlongto wait beforeresend
for (;;) {

while (curr < winstart+ winsize&& curr is still within file) {
send_data(curr) // sendframenumbercurr
if (curr is a partial packet)

break
curr += 1
winend= curr

}
setalarm() // to timersecaftersendtime(winstart)
recv(msg)
if (timeout) {

curr = winstart
continue

}
seq= msg.seq
if (msg.type== ack) {

while (seq>= winstart)
++winstart
// shouldalsocleanupfor winstart

} elseif (msg.type== nak) {
send_data(seq)

}
}

}



- 4 -

receiver() {
last = −1
timer = 10.0
nak_sent= false
for (;;) {

send_ack(last)
setalarm() // to timersecfrom now
recv(msg)
if (timeout)

continue
if (msg.seq> last + 1) {

if (! nak_sent) { // don’t sendmultiplenakfor apacket
send_nak(last+1)
nak_sent= true

}
// savethepacketin somedatastructure(e.g.,map)

} else{
nak_sent= false
write thepacketto thefile
// write savedpacketsthatarein sequence
last = last packetoutputto file
if (last frameis partial) { // i.e.,EOF

send_ack(last)
break

}
}

}
}


