CSI1S0234BComputer and Communication Networks (ClassB)
Assignment4
Tutor:tgqwang@csis.hku.hk, DeadlineJunl,2003,5:00pm.

In tutorial 3, we wrote a datagramserverand client, which sendsand receivesa file using
datagramsBut attheendof thetutorial,we notedthatit is notveryreliablewhensendindarge
files, it is possiblethat somepacketsaredropped(or evenmisordered)andasa resultthe two
programshangsherewaiting for acknowledgement.

In thisassignmentouarerequiredo modify theprogramsothatit allowstheprogramto work
in variouskindsof networkswhile still usingjustUDP. Whatwe needs to reimplemenpartof
TCPto providereliability to theunreliabledatagranmabstractiorprovidedby UDP.

Thisis agroupassignmenallowing 1-2studentsn eachgroup.
Requirements:

*  Thefunctionalrequirements the sameasthetutorial: the client andthe servershouldbe
ableto transferfile, the serveralwaysreadthefile from orig.txt ~ , theclientalwayssave
it asreceived.txt . Thereis an exceptionthe port numbershouldbe specifiedon the
commandine (alongsidewith the hostnamdor the client),which would makeit easierto
work whentheportis usedby anotherstudent.

»  Thelargefile shouldbe sentin smallsizeddatagrams.Your programshouldhavea con
stantfor specifyingthesize whichcanbemodifiedatcompiletimetobebetweerilbyteand
60000bytes. All packetexcepthelastshouldbeof thissize(plusapplicationevelheader)
in size,anda packetwith a smallersizeindicatethe desireto terminatea connection.

* A windowingprotocolshouldbeusedo guardagainspacketost,duplicationandre-order.
Sincethereis only onedirectionof transferthereis no needfor piggybacking.On the
other hand, negativeacknowledgemenshould be usedto speedup the recoveryfrom
lostdatagrams.

*  Thesendershouldcontinuouslymeasurehe delayincurredby packetauntil the acknowt
edgemenisreceived.A weightedaveragef thisdelayshouldbeusedo setthetimeoutpe
riod (thevariancecanbeassumedmall,sothatit is safeto assumaormallypacketsound-
trip time shouldnotvaryby morethan40%). Resenframesshouldnotbeconsidereavhen
computingheweightedaveragdésinceyouwon’'t knowwhetheiit isduetowhichdatagram
you sent). Insteadresentframesshouldsimplyincreaseheestimateby 10%. You should
expectthe networkto neverdelaya packetfor morethan15secondgi.e.,RTT of 30sec
onds),soyoushouldresendatleastevery30seconds$f youcannotreceiveanything.

» Boththesendemlandthereceivershouldstopandsignalanerrorif theywait for morethan
1minute.

*  The programshould use TCP style AIMD to dynamically adjustthe size of sending
(congestionyvindow,sothatwhenthenetworkbandwidthchangesanappropriatewumber
of packetsaresent(ratherthanhavingmostof themlost). The initial thresholdshould
be 100 packets.In contrastthereshouldbe no limit on receivingwindow size,sincethe
programrunsin user-modenddo nothaveconcernsaboutlimited buffer size.

You maynot haveaccess$o a networkthatyou cancontroltheloadfor effectivelytestingyour
program. Thereforewe providea programin thewebpageof the course.The programopens
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two UDP socketsand copy datagramsarriving from one UDP port to the other. It canbe
configuredat runtimeto controlthe amountof delaybeforesendingthe maximumnumberof
packetghat cansendthroughthe network per secondandthe probabilitythata packetis lost
(andthereforenotcopied). E.g.,thefollowing setsuptheprogramsothatdatagramsentto port
12345is resento port 123460f localhost:

> relay 12345 localhost 12346
Relay [d=0.0000, 0=0.0000, r=50000.0]: d 0.01
Available commands:

omit x: omit a fraction x of datagrams

delay x: delay x seconds

rate x: limit each side to x datagrams per second
(x can be floating point numbers)
Relay [d=0.0000, 0=0.0000, r=50000.0000]: d 0.01
Relay [d=0.0100, 0=0.0000, r=50000.0000]: r 50
Relay [d=0.0100, 0=0.0000, r=50.0000]:

Hints

* Tomeasurg¢hetimebetweersendingaframeandanacknowledgemerns receivedyoucan
usegettimeofdaf) to getthetime andperformsubtraction.

* Youneedo waitfor aframein suchawaythatif aftersometimetheframeisnotreceived,
thenyou wantthe systemcall to stop. We suggesthatyou usethe setitimer) systemcall
to setupa signalto occuraftera certainamountof time. You shouldsetupa very simple
signalhandlerfor SIGALRM usingsigactior{), sothat a variableis setif timer expires.
Thenyou canmaketherecvcall asusual,andif thetimer expirestherecvcall will return
-1, with errnosetto EINTR(interruptedsystencall),andyou shouldusethevariablesetin
thesignalhandlerto checkwhetheratimeoutoccurred.Your codemightlookslike this:

bool timeout_occurred- false

void timeout_handldint) {
timeout_occurred true;

}

void setup_handld) {
struct sigactionaction
actionsa_handler=timeout_handler
sigemptysé& actionsa_mask
actionsa_flags= 0;
sigactiorfSIGALRM &action 0);

}

void setalarngfloat valué {
struct itimervalval;
valit_intervaltv_sec=valit_intervaltv_usec 0;
valit_valuetv_sec=int(value;
valit_valuetv_usec int((value- int(valug) « 1000000);
setitime(ITIMER_REAL.&val, 0);
timeout_occurred false



}

*  You needat least3 typesof packetsACK, NAK andDATA. A requesttanbe doneby
an ACK with sequencenumber-1, which fits very nicely with the remainingcode of
theprogram.

*  You don't needto dealwith connectionestablishmentThereshouldbe a disconnection
timeoutwhichcanbeimplementedy recordinghelasttimewhenanymessagesreceived
by theotherside.

» The following showsthe structureof a simple windowing algorithm. You may base
your implementatioron this algorithm,and add codeto dealwith delay estimationand
congestiorcontrol.

sende() {
curr = winstart=winend=0 /[l window edgesandcurrentpacket
winsize=1 /l maximumwindowsize
timer=10.0 /I howlongto wait beforeresend
for () {
while (curr < winstart+ winsize&& curr is still within file) {
send_daté&urr)  // sendframenumbercurr
if (curr isa partial packej
break
curr +=1
winend= curr
}
setalarng) /I to timer secaftersendtime(winstart)
rec\(msg
if (timeou) {
curr = winstart
continue
}
seg= msgseq
if (msgtype==ack) {
while (seg>= winstar{)
++winstart
/I shouldalsocleanugfor winstart
} elseif (msgtype==nak) {
send_datéseq
}
}



receiver) {
last=-1
timer=10.0
nak_sent false
for () {
send_acHast)
setalarng) /[ to timer secfrom now
rec\(msg
if (timeou)
continue
if (msgseqg>last+ 1){
if (! nak_sent {/l don’t sendmultiple nakfor a packet
send_naHast+1)
nak_senttrue

}

/I savethe packetin somedatastructurge.g.,map)
} else{

nak_sent false

write thepacketto thefile

I/l write savedpacketghatarein sequence

last = last packetoutputto file

if (lastframeis partial) { /li.e.,EOF
send_acHast)
break



