
CSIS0234B Computer and Data Communication (Class B)
Tutorial 1

POP3 client

In this tutorial, you will write a simple POP3client to communicatewith an E-mail server,
obtainingthetotalnumberandsizeof messagesin yourmail box,usingthesocket interface.

1. POP3 Protocol

ThePOP3protocolallowsoneto login to amail-server,checkwhetherthereareE-mailsin your
mailbox,andretrieveanddeleteE-mailsthere.POP3runsonthewell-known TCPportnumber
110.A dialogisstartedbytheserver,givingamessagethatit isanintendedserver. Fromthenon,
theclientwill makecommandsinto theserver,whichexecutestheactionandprovideresponses.
All commandsarespecifiedin a line terminatedby CR-LF (i.e.,ASCII 13followedby ASCII
10).To makeit possibleto finish thetutorial in time,wewill only usea few selectedcommands
in thePOP3.In particular, wewill usethefollowing 4 commands:

USER login
Specifya login id, which mailbox is manipulatedin the connection.Expecta boolean
response(seebelow). Thisshouldbethefirst commandusedonaPOP3connection.

PASS password
Specifythepassword. Expecta booleanresponse.This shouldbe thesecondcommand
used.OnceUSERandPASScommandsucceeds,theconnectionis in a“transaction”state,
whereothercommandscanbeused.

STAT

Ask for thestatusof themailbox. Theresponselookslike+OK 2 1000, whichtellsthat2
messagesof 1000bytesin totalarein themailbox.

QUIT

Terminatetheconnection.Expectabooleanresponse.

A booleanresponseis either+OK (positive)or -ERR (negative),bothmaybefollowedby some
descriptivemessageto tell whatis happening.A POP3dialoglookslikethis:

+OK POP3 study v2001.78 server ready
USER tmchan
+OK User name accepted, password please
PASS abcd1234
+OK Mailbox open, 6 messages
STAT
+OK 6 9848
QUIT
+OK Sayonara

You can test all these by hand, using telnet study.csis.hku.hk 110. (Here
study.csis.hku.hk is our POP3server. If you do that,you areadvicedto first login virtue
andchangethepasswordonvirtuetemporarily, sinceit will beechoedonthescreen.Thetel-
net programdon’t know partof thedialogisapassword,soit won’t hideit.) Wewill try towrite
aprogramthatdoesexactlythat.
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2. Your task

Write aC or C++programthatperformstheinteraction.It shouldaskfor a login andpassword.
Thenit shouldconnecttothePOP3serverandusetheUSER,PASS,STAT andQUIT commands,
in thatsequence.If any of themfails,print amessage,terminatetheconnection,andexit. After
theSTAT commandreturns,print thenumberof messagesin themailboxandthetotalsizethat
is respondedby theserver. Theprogramthusrunslikethis:

>./pop3client 
Login: tmchan
Password: (hidden)
Mailbox: 6 9848

Herearesomehints:

• Use getpass() in <unistd.h> to get the password without echoing it. See the
manpage.

• Youwill needto readmessagefrom theserver, which is terminatedby a CR-LFsequence.
Onewayto doit is to readthesocketcharacterby character, andstopwhena LF character
is found:

void read_response(int fd, char buf [1024]){
char ch;
int len = 0;
for (;;) {

if (read(fd, &ch, 1) == −1) /* readcharsoneby one*/
die("Read");

if (ch == ’\n’)
break;

if (len < 1023) /* don’t overflow thebuffer */
buf [len++] = ch;

}
if (buf [len−1] == ’\r’)

−−len;
buf [len] = 0;

}

• To know whethera responseis positive or negative, you only needto check the first
characterof it.

• Whenanerroroccur, youcanprint anerrormessagefrom the5thcharacterof theresponse
(likeprintf("%s\n", response+5)). Similarly, to print thetwo numbersneeded,you
canprint from the4thcharacterof theresponse.


