CSI1S0234B Computer and Data Communication (ClassB)
Tutorial 1
POP3 client

In this tutorial, you will write a simple POP3client to communicatewith an E-mail sener,
obtainingthetotalnumberandsizeof messagem your mail box, usingthesocletinterface.

1. POP3 Protocol

ThePOP3protocolallowsoneto login to amail-sener, checkwhetherthereareE-mailsin your
mailbox,andretrieve anddeleteE-mailsthere. POP3unsonthewell-known TCP porthnumber
110.A dialogis startedby thesener, givingamessagéhatit isanintendedsener. Fromthenon,
theclientwill make commandnto thesener, whichexecutegheactionandprovideresponses.
All commandsarespecifiedin a line terminatedoy CR-LF (i.e.,ASCII 13followed by ASCII
10).To makeit possibleto finishthetutorialin time,we will only usea few selecteccommands
in thePOP3In particularwe will usethefollowing 4 commands:

USER login
Specifya login id, which mailbox is manipulatedn the connection. Expecta boolean
responséseebelow). Thisshouldbethefirst commandisedona POP3connection.

PASS password
Specifythe password. Expecta booleanresponse.This shouldbe the secondcommand
used.OnceUSERandPASScommandsucceedgheconnectionsin a“transaction’state,
whereothercommandganbeused.

STAT
Ask for thestatusof themailbox. Theresponséookslike+0OK 2 1000, whichtellsthat2
messagesf 1000bytesin totalarein the mailbox.

QT
Terminatethe connection.Expecta boolearresponse.

A boolearresponsés either+OK (positive) or - ERR (negative), bothmaybe followed by some
descriptve messagéo tell whatis happening A POP3dialoglookslik e this:

+OK POP3 study v2001. 78 server ready
USER t nthan

+OK User nanme accepted, password pl ease
PASS abcd1234

+OK Mai | box open, 6 nessages

STAT

+OK 6 9848

QIT

+OK Sayonar a

You can test all these by hand, using tel net study.csis.hku.hk 110. (Here
st udy. csi s. hku. hk isour POP3sener. If youdothat,youareadvicedto first login virtue
andchangehepassverd onvirtuetemporarilysinceit will beechoednthescreen.Thet el -

net programdon’t know partof thedialogis apassverd,soit won't hideit.) Wewill try towrite
aprogramthatdoesexactlythat.



2. Your task

Write a C or C++programthatperformsheinteraction. It shouldaskfor alogin andpassverd.
Thenit shouldconnectothePOP3enerandusetheUSER PASS,STAT andQUIT commands,
in thatsequencelf any of themfails, printamessagdgerminateheconnectionandexit. After
the STAT commandeturns print the numberof messagem the mailboxandthetotal sizethat
isrespondedby thesener. Theprogramthusrunslikethis:

>. [/ pop3client

Logi n: tnthan
Passwor d: (hidden)
Mai | box: 6 9848

Herearesomehints:

* Usegetpass() in <unistd. h> to get the passvord without echoingit. Seethe
manpage.

*  Youwill needto readmessagérom thesener, whichis terminatedoy a CR-LF sequence.
Onewayto doit isto readthesoclet characteby characterandstopwhena LF character
is found:

void read_response(int fd, char buf[1024]){
char ch;
int len=0;
for (;:){
if (read(fd, &ch,1)==-1) /* readcharsoneby one*/
dig("Read");
if (ch=="\n")
break;
if (len<1023) /* don't overflow the buffer */
buf [len++] = ch;
}
if (buf[len-1]=="\r")
—len;
buf [len] = 0;
}

 To know whethera responses positive or negative, you only needto checkthe first
charactenf it.

*  Whenanerroroccut you canprint anerrormessagé&om the5th characteof theresponse
(likeprintf("9%\n", response+5)).Similarly,to printthetwo numbersieededyou
canprint from the 4th characteof theresponse.



