CSIS0234B Computer and Communication Networ ks (Class B)
Reading for Tutorial 3
Datagram communications

So far we have usedthe network by having clientsmaking connectiondo seners,usingthe
reliable bytestreamsemantic. When such a semanticis used,every messagas replied, or
“acknawledged” by theunderlyingOS.TheOSwill retransmitnessagei$ anacknavledgement
isnotseen.Thisis usedto guarante¢hatmessagealwaysarrive attheremotehost,in theright
order

Reliablesemantienakesprogrammingeasybut involvesoverheadhatsometimess unjustified.
For example whenaudioinformationis transferredhroughthe network, it is usuallybetterto

misssomesoundsampleghanto delayeverythingto wait for missedsamplego getretransmi

ted. Also, sometimeshe conceptof a “connection”is completelymeaninglessaswe will see
laterin the coursewhenwe talk aboutbroadcastingndmulticasting.

In suchcaseswe wantthe“raw power” of theunderlyingnetwork, with theOSaddingonly min-
imal overheads.They arecalled“best-efort” (or “unreliable”)datagram services.The TCP/IP
protocolsuiteprovidesonesuchdatagranservice calledUDP (UserDatagranProtocol) Sim-
ilar to TCPR, anumberof systemcallsareprovidedfor sendingandreceving datagramsMany
of themarethe sameasthoseusedfor TCPE sopleaseeadthisin conjunctionwith thetutorial
readingdor tutorial 1.

1. Setting up a UDP socket

UDP socletsare createdusingthe socket () systemcall, just like TCP soclets. The only
differencds thatSOCK_DGRAMis usedjnsteadbf SOCK_STREAM asthet ype agument.Asfor
TCPR youcansetpr ot ocol to0to selecthedefault UDP protocol. If youwantto beexplicit,
setit to| PPROTO_UDP instead.

Justlike TCPseners,UDP senersmusthave a “well-known port” for othercomputerdo send
messagew. Thiswell-known portis establishedisingbi nd() , asbefore. In generalgclients
donotneedio bindto aparticularaddresstheOSwill chooseanarbitraryunusedaddressvhen
anunbindedsocletis first usedfor communication.

2. Sending and Receiving without connection

UDP allows messaget® be sentandrecevedwithout makinga connection.Withoutaconnee
tion, oneneeddo specifythe recepientaddressvheneer a messageés sent. Thiscanbedone
by the sendt o() systemcall, essentiallycombiningthe functionalitiesof connect () and
write(). Similarly, the sendelis knowvn only whena messagés receved. This canbe done
by ther ecvfron() systemcall,combiningthefunctionalitiesof accept () andread().The
prototypedook asfollows:

int sendt@dint sokfd, const void xbuf, size_tnbytesint flags
const struct sokaddr+to, soklen_ttolen);

int recvflom(int sokfd, void «buf, size_tnbytesint flags
struct sokaddrxfrom sodklen_t«fromler);

Theagumentsockf d,buf andnbyt es haveexactlythesamenmeaningasinr ead andw i t e.
Similarly, thet o andt ol en argumentshave exactly the samemeaningasthe ser v_addr
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and serv_addr | en agumentsin connect () ; while the from and f ron en amguments
have exactly the samemeaningastheaddr andaddr| en argumentsn accept () . Insteadof
repeatinghetediousdetails we justreferyouto tutorial 1 readingsandmanpages.

Thef | ag argumentallows additionaloptionsto be setfor one systemcall (like disallonving
blocking,receving datawithout remaving the data,etc).We will seldomneedary flag,andin
suchcasesve shoulduseO asf | ag.

3. UDP server

Theskeletonof a UDP interative sener usuallylookslik e this:

int sockfd = socket(PF_INET, SOCK_DGRAM, 0);
struct sockaddr_in servaddr;
/* fill in thelocal socletaddresstructurefor binding*/
if (bind(sockfd, (struct sockaddr *)& servaddr, sizeof (servaddr)) == -1)
[* handleerror*/
char mesg{MAX_MESG_SZE];/* MAX_MESG_SIZEshouldbedefinedbefore*/
char replyfMAX_REPLY_SIZE];/* MAX_REPLY_SIZE shouldbedefinedbefore*/
struct sockaddr_in client_addr;
sockaddr _t len;
for (;;)){
len = sizeof (client_addr); [* sizeof clientaddresg/
int num_recv_bytes = recvfrom(sockfd, mesg, MSG_SIZE, O,
(struct sockaddr *)&client_addr, &len);
if (num_recv_bytes==-1)
[* handleerror*/
[* Processhedata*/
if (sendto(sockfd, reply, REPLY_SIZE, O,
(struct sockaddr *)&client_addr, len) ==-1)
[* handleerror*/

}

Thereis animportantdifferencebetweerthis sener from a typical TCP sener. It never calls
accept (), which is naturalasthe functionality is alreadyin recv_fron() . It never calls
l'i sten(),sincethereis no“connections’to keep. Ontheotherhand,mary clientsmaysend
messagew thesameUDP soclet at the sametime,andthe OSneeddo keepthesemessagat
someplacewhentheseneris doingsomethingelse. EachUDP soclet hasareceve buffer and
eachdatagranthatarrivesfor thissocletis placedn thatsocletrecevebuffer. Whentheprocess
callsr ecvfrom() , thenext datagranfrom thebuffer is returnedo theprocessn a FIFO (first-
in, first-out) order Thisbuffer hasasizelimit (in Linux, by defaultit is 65535bytes).If ames
sagdstoolongtofit in thereceve buffer, excessdyteswill bediscarded.Thesizeof thereceve
buffer canbeincreasedy settingthe soclet optionSO_RCVBUF with set sockopt () *:

int new_size= 12+ 1024;/* thenew sizeof receve buffer */
setsockopt(sockfd, SOL_SOCKET, SO_RCVBUF, &new_size, sizeof (new_size));

In linux, thevaluesetis actuallytwice thevaluespecified. Thiscanbeverifiedby callingget sockopt () immediately
aftercallingset sockopt () . Thereasoris thatLinux usethereceie buffer to hold internalcontrolinformationabout
thebuffer, whichis notthecasefor otherUnix variants. Most programslo not expectthis, sothe OSatrtificially double
thevaluesetfor SO_RCVBUF, accountindgor the needfor storingextrainformation.



4. UDP clients

UDP clientsis evensimpler: it justneedto senda messagéo thesenerandwait messagéom
it. E.g.,

int sockfd = socket(PF_INET, SOCK_DGRAM, 0);
struct sockaddr_in servaddr;
[* fills in the soclket addresstructuret/
if (sendto(sockfd, mesg, strlen(mesg), O, (struct sockaddr *)& servaddr,
sizeof (servaddr)) ==-1)
/* handleerror
int num_recv_bytes recvfrom(sockfdreply, REPLY_ _SIZE,0,NULL, NULL);
[* Processhereply*/

Justlikeaccept ,onecansettheaddressargumentf r ecvf r omto NULL if theprogramis not
interestedn knowing the addres®f theremoteside, aswe seehere. However, thismeanghat
if anothemprogramsomehav sendsa datagramnto thisport,it will beincorrectlyregardedasthe
replyfrom thesener. To avoid that,onecanactuallygettheaddressiponr ecvf r om andcom-
pareit againsttheaddressn ser vaddr . Or onecanuseconnectedocletsasdescribedelow.

5. Connectionswith UDP

All thesearefineif UDPisusedfor asingleinteraction.Butif aclientneedgo interactwith the
samesener mary times,it canbetroublesomeo have to specifyt o_addr andf r om addr on
everyinteraction. Furthermorethe correspondingenersarequite troublesomeo write, since
messagefrom differentclientsall appearfrom the samesoclket. Oneway to avoid this is to
make a new socket thatonly send and receive message with one peer. Thisis achieved with
theconnect () systemcall, with exactly the sameusageasthe connect () call whenused
for TCP connections.Theresultingsoclet is saidto be connected. Typically, senersf or k()
beforeusingconnect () , sothatthe parentcancontinuelistening. For connectedoclets,one
canuser ead() andwr i t e() for communicationOntheotherhanduseof recvfronm() and
sendt o() arerestrictedo caseswheretheaddressaiguments setto NULL (“defult”).

Unlikeconnect () in TCPsoclets,hereno“connection”is madewith theotherparty. In fact
even the existenceof peeris not checled. The name“connect”probablymakesit confusing.
A namelike“set peer nanme() ” mightbe moreappropriatereflectingwhatis doneby the OS:
make surethesocletis usedonly to sendandreceve pacletwith onepeer

A clientusingconnect () lookslikethis:

if (connect(sockfd, (struct sockaddr *)& servaddr, sizeof (servaddr)) == -1)
/* handleerror*/

write(sockfd, mesg, strlen(mesg));

int num_recv_bytes = read(sockfd, reply, REPLY_SZE);

[* Processhereply*/

6. Sizelimitation of the UDP packets

The lengthof an UDP pacletsis boundedby a fix edsize,dependingon the underlyingnet
work. For IP networksthis maximumlengthis about64K bytes. If thislimit is exceededthe
sendt o() call failsimmediatelywith er r no setto EMSGSI ZE. Most UDP packetsaremuch
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smaller, so that they can travel on Ethernet without having to be fragmented (thus improving
efficiency).For thisthe packet size should be lessthan 1400 bytes.

7. Error handling in connectionless services

Apart from errorsthat can be determined immediately, like the onewejust seein thelast section,
in general errorsare not detected during a sending operation. Thus the sender can immediately
perform other operations, without waiting for the underlying network system to confirm that
the operation is performed. But this a'so means that errors cannot be detected for a sending
operation. E.g.,if aUDP messageissent to aport which no programislistening, theremoteside
OSmay generateareply (technically, ICMP reply) informing the sender that nobody islistening.
This cannot be detected during a send operation. We say such errorsare “asynchronous’.

Instead, such errors may be detected during the next receive operation. When an asynchronous
error occurs, the corresponding socket isfound, and an error is queued in the socket. The user
program using the socket is notified during the next operation (usually, receive) that it performs.

There is one subtlety, though. An unconnected UDP socket can be communicating with many
peers, and thereisno way to tell which peer hasa problem. Consequently, asynchronous errors
are simply discarded (rather than reported) for unconnected UDP sockets. Applications using
unconnected sockets must thus deal with errors using other means. Thisis probably not a big
deal, since many firewallsdiscard such error notification anyway.



