
CSIS0234B Computer and Communication Networks (Class B)
Reading for Tutorial 3

Datagram communications

So far we have usedthe network by having clientsmakingconnectionsto servers,usingthe
reliable byte-streamsemantic.When sucha semanticis used,every messageis replied,or
“acknowledged”,bytheunderlyingOS.TheOSwill retransmitmessagesif anacknowledgement
is notseen.Thisis usedto guaranteethatmessagesalwaysarriveat theremotehost,in theright
order.

Reliablesemanticmakesprogrammingeasy,but involvesoverheadthatsometimesisunjustified.
For example,whenaudioinformationis transferredthroughthenetwork, it is usuallybetterto
misssomesoundsamplesthanto delayeverythingto wait for missedsamplesto getretransmit-
ted. Also, sometimestheconceptof a “connection”is completelymeaningless,aswe will see
laterin thecoursewhenwetalk aboutbroadcastingandmulticasting.

In suchcases,wewantthe“raw power” of theunderlyingnetwork,with theOSaddingonlymin-
imaloverheads.They arecalled“best-effort” (or “unreliable”)datagram services.TheTCP/IP
protocolsuiteprovidesonesuchdatagramservice,calledUDP(UserDatagramProtocol).Sim-
ilar to TCP, a numberof systemcallsareprovidedfor sendingandreceiving datagrams.Many
of themarethesameasthoseusedfor TCP, sopleasereadthis in conjunctionwith thetutorial
readingsfor tutorial1.

1. Setting up a UDP socket

UDP socketsarecreatedusing the socket() systemcall, just like TCP sockets. The only
differenceis thatSOCK_DGRAM isused,insteadof SOCK_STREAM, asthetype argument.Asfor
TCP, youcansetprotocol to 0 to selectthedefaultUDPprotocol. If youwantto beexplicit,
setit toIPPROTO_UDP instead.

JustlikeTCPservers,UDPserversmusthavea “well-known port” for othercomputersto send
messagesto. This well-known port is establishedusingbind(), asbefore. In general,clients
donotneedtobindtoaparticularaddress:theOSwill chooseanarbitraryunusedaddresswhen
anunbindedsocket is first usedfor communication.

2. Sending and Receiving without connection

UDPallowsmessagesto besentandreceivedwithoutmakingaconnection.Withoutaconnec-
tion, oneneedsto specifytherecepientaddresswhenever a messageis sent. This canbedone
by the sendto() systemcall, essentiallycombiningthe functionalitiesof connect() and
write(). Similarly, thesenderis known only whena messageis received. This canbedone
by therecvfrom() systemcall,combiningthefunctionalitiesof accept() andread(). The
prototypeslook asfollows:

int sendto(int sockfd, const void *buf , size_tnbytes, int flags,
const struct sockaddr*to, socklen_ttolen);

int recvfrom(int sockfd, void *buf , size_tnbytes, int flags,
struct sockaddr*from, socklen_t*fromlen);

Theargumentssockfd,buf andnbytes haveexactlythesamemeaningasin read andwrite.
Similarly, the to andtolen argumentshave exactly the samemeaningas the serv_addr
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and serv_addrlen argumentsin connect(); while the from and fromlen arguments
haveexactly thesamemeaningastheaddr andaddrlen argumentsin accept(). Insteadof
repeatingthetediousdetails,we just referyouto tutorial1readingsandmanpages.

Theflag argumentallows additionaloptionsto be set for onesystemcall (like disallowing
blocking,receiving datawithout removing thedata,etc).We will seldomneedany flag,andin
suchcasesweshoulduse0 asflag.

3. UDP server

Theskeletonof aUDPinterativeserverusuallylookslikethis:

int sockfd = socket(PF_INET, SOCK_DGRAM, 0);
struct sockaddr_in servaddr;
/* fill in thelocalsocketaddressstructurefor binding*/
if (bind(sockfd, (struct sockaddr *)&servaddr, sizeof(servaddr)) == −1)

/* handleerror*/
char mesg[MAX_MESG_SIZE];/* MAX_MESG_SIZEshouldbedefinedbefore*/
char reply[MAX_REPLY_SIZE];/* MAX_REPLY_SIZEshouldbedefinedbefore*/
struct sockaddr_in client_addr;
sockaddr_t len;
for (;;) {

len = sizeof(client_addr); /* sizeof clientaddress*/
int num_recv_bytes = recvfrom(sockfd, mesg, MSG_SIZE, 0,

(struct sockaddr *)&client_addr, &len);
if (num_recv_bytes == −1)

/* handleerror*/
/* Processthedata*/
if (sendto(sockfd, reply, REPLY_SIZE, 0,

(struct sockaddr *)&client_addr, len) == −1)
/* handleerror*/

}

Thereis an importantdifferencebetweenthis server from a typical TCPserver. It never calls
accept(), which is naturalas the functionality is alreadyin recv_from(). It never calls
listen(), sincethereis no “connections”to keep. On theotherhand,many clientsmaysend
messagesto thesameUDP socket at thesametime,andtheOSneedsto keepthesemessageat
someplacewhentheserver is doingsomethingelse.EachUDPsockethasa receivebuffer and
eachdatagramthatarrivesfor thissocketisplacedin thatsocketreceivebuffer. Whentheprocess
callsrecvfrom(), thenext datagramfrom thebuffer is returnedto theprocessin aFIFO(first-
in, first-out)order. Thisbuffer hasa sizelimit (in Linux, by default it is 65535bytes).If a mes-
sageis toolongtofit in thereceivebuffer,excessbyteswill bediscarded.Thesizeof thereceive
buffer canbeincreasedby settingthesocketoptionSO_RCVBUF with setsockopt()1 :

int new_size = 12* 1024;/* thenew sizeof receivebuffer */
setsockopt(sockfd, SOL_SOCKET, SO_RCVBUF, &new_size, sizeof(new_size));

1In linux, thevaluesetisactuallytwicethevaluespecified.Thiscanbeverifiedby callinggetsockopt() immediately
aftercallingsetsockopt(). Thereasonis thatLinux usethereceivebuffer to hold internalcontrolinformationabout
thebuffer, which is not thecasefor otherUnix variants.Mostprogramsdonotexpectthis,sotheOSartificially double
thevaluesetfor SO_RCVBUF, accountingfor theneedfor storingextra information.



- 3 -

4. UDP clients

UDPclientsis evensimpler: it justneedto sendamessageto theserverandwait messagefrom
it. E.g.,

int sockfd = socket(PF_INET, SOCK_DGRAM, 0);
struct sockaddr_in servaddr;
/* fills in thesocketaddressstructure*/
if (sendto(sockfd, mesg, strlen(mesg), 0, (struct sockaddr *)&servaddr,

sizeof(servaddr)) == −1)
/* handleerror

int num_recv_bytes= recvfrom(sockfd,reply, REPLY_SIZE,0,NULL, NULL);
/* Processthereply*/

Justlikeaccept, onecansettheaddressargumentsof recvfrom toNULL if theprogramisnot
interestedin knowing theaddressof theremoteside,aswe seehere. However, thismeansthat
if anotherprogramsomehow sendsadatagramto thisport,it will beincorrectlyregardedasthe
replyfrom theserver. To avoid that,onecanactuallygettheaddressuponrecvfrom, andcom-
pareit againsttheaddressin servaddr. Or onecanuseconnectedsocketsasdescribedbelow.

5. Connections with UDP

All thesearefineif UDPisusedfor asingleinteraction.But if aclientneedsto interactwith the
sameservermany times,it canbetroublesometo haveto specifyto_addr andfrom_addr on
every interaction.Furthermore,thecorrespondingserversarequitetroublesometo write,since
messagesfrom differentclientsall appearfrom the samesocket. Oneway to avoid this is to
make a new socket thatonly send and receive message with one peer. This is achievedwith
theconnect() systemcall, with exactly the sameusageastheconnect() call whenused
for TCPconnections.Theresultingsocket is saidto beconnected. Typically, serversfork()
beforeusingconnect(), sothattheparentcancontinuelistening. For connectedsockets,one
canuseread() andwrite() for communication.Ontheotherhand,useof recvfrom() and
sendto() arerestrictedto caseswheretheaddressargumentis settoNULL (“default”).

Unlikeconnect() in TCPsockets,hereno“connection”is madewith theotherparty. In fact
even the existenceof peeris not checked. Thename“connect”probablymakesit confusing.
A namelike“setpeername()” might bemoreappropriate,reflectingwhatis doneby theOS:
makesurethesocket is usedonly to sendandreceivepacketwith onepeer.

A clientusingconnect() lookslikethis:

if (connect(sockfd, (struct sockaddr *)&servaddr, sizeof(servaddr)) == −1)
/* handleerror*/

write(sockfd, mesg, strlen(mesg));
int num_recv_bytes = read(sockfd, reply, REPLY_SIZE);
/* Processthereply*/

6. Size limitation of the UDP packets

The lengthof an UDP packetsis boundedby a fix edsize,dependingon the underlyingnet-
work. For IP networksthis maximumlengthis about64K bytes. If this limit is exceeded,the
sendto() call fails immediately, with errno setto EMSGSIZE. Most UDP packetsaremuch
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smaller, so that they can travel on Ethernet without having to be fragmented (thus improving
efficienc y).For this the packet size should be less than 1400 bytes.

7. Error handling in connectionless services

Apart from errors that can be determined immediately, like the one we just see in the last section,
in general errors are not detected during a sending operation. Thus the sender can immediately
perform other operations, without waiting for the underlying network system to confirm that
the operation is performed. But this also means that errors cannot be detected for a sending
operation. E.g., if a UDP message is sent to a port which no program is listening, the remote side
OS may generate a reply (technically, ICMP reply) informing the sender that nobody is listening.
This cannot be detected during a send operation. We say such errors are “asynchronous”.

Instead, such errors may be detected during the next receive operation. When an asynchronous
error occurs, the corresponding socket is found, and an error is queued in the socket. The user
program using the socket is notified during the next operation (usually, receive) that it performs.

There is one subtlety, though. An unconnected UDP socket can be communicating with many
peers, and there is no way to tell which peer has a problem. Consequently, asynchronous errors
are simply discarded (rather than reported) for unconnected UDP sockets. Applications using
unconnected sockets must thus deal with errors using other means. This is probably not a big
deal, since many fire wallsdiscard such error notification anyway.


