
CSIS0234B Computer and Communication Networks (Class B)
Reading for Tutorial 4

Introducing RPC (Remote Procedure Calls)

Socketsallow programmersto write programsthat communicatethroughthe network, using
bytesor datagramscontainingbytesas unit of transfer. It providesa low-level interfaceto
thenetworking subsystemof theOS.But this is very unfriendlyto programmerswho what to
communicatelarger, variablesizeddatastructures.As we seein assignment1, many network
programsend up with a lot of codeto breakup the byte streaminto applicationmessages,
differentiatevariouskindsof messages,determininghow variablelengthstringsor arraysshould
bestored,convertingbetweenbyteorderings,etc.

As usual,no programmerwant to spendtime for uninterestingrepeatedtasks,so librariesare
built sothattheproblemcanbesolvedonceandfor all. Usingtheselibraries,theprogrammer
writesadescriptionaboutwhatservicesaserverprovides,whatparametersit requires,etc. The
library thenusesa standardizedway to performsthe network communication.Programmers
typically do not needto know how the communicationis achieved. Thereare many such
libraries,andwe will look at oneparticularlysimpleonecalledRPC(RemoteProcedureCall).
It is thebasisonwhich theNetwork Filesystem(NFS)is built upon.

1. The abstraction of RPC

Everyprogrammerknowswhathappenswhenafunctioniscalled: thecallerpreparesarguments,
callsa function,waitsuntil thefunctionfinishes,which returnssomeresultsto thecaller. This
model is adoptedby RPC.In particular, whena programwantsto get servicefrom a server,
it preparessomeargumentsandmakesa remote procedurecall. Thenit waitsuntil the RPC
finishes,which returnssomeresultsto the caller. As in normalfunction calls,many typesof
datacan be passedbetweenthe caller and the callee. They areconvertedto a standardized
byte-orientedrepresentation(calledExternalDataRepresentation,or XDR) by theRPClibrary.
Thisconversionprocessis usuallycalledmarshaling.

To useRPC,theprogrammerwritesa specificationaboutwhatservicesa server provides,in a
languagecalledthe “RPC Language”(RFC1831,RFC1014).A standardprogramrpcgen is
thenexecutedonthespecification,generatingall the“stub functions” thatperformsmarshaling
andnetwork communication.At leastthreefilesaregenerated,oneisacommonheaderfile used
by boththeserverandtheclient,theremainingtwocontainsthestubfunctionsfor theserverand
theclient respectively. Theserver stubfile alsocontainsamain() function,whichbindsitself
to portswaitingfor clientsto connectto it.1

Then the programmerwrites functions which actually implements the declared services,
andlink it with theserver stubfile to form a full executableprogram.He canthenwrite client
programsthatcalls the client stub, andlink it with theclient stub. Theclient canthenobtain
network serviceusingfunctioncalls.

1Interestingly, RPCserversdo not usewell-known ports. Instead,anarbitraryport is chosenby theOS,andtheserver
registerstheport andtheservicesto a standardportmapper service,which is constantlyrunning(theprocessnamed
portmap). Theportmapperitself is runningat fixedports(TCP/UDPport 111).Whentheclient wantsto getserviced,
theportmapperis consultedto find thecorrectport to sendrequeststo.
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2. Developing an RPC application

Let’sshow thecompleteprocesstodevelopanextremelysimple“hello-world” applicationusing
RPC.To dosowefirst write aspecificationhello.x:

program HELLOWORLD {
    version HELLOWORLDVERS {
        int PRINTMSG(string) = 1;
    } = 1;
} = 0x20000001;

HereHELLOWORLD and HELLOWORLDVERS are symbolswe define,to identify the program
and its version,with the valuespecifiedto be 0x20000001and 1 respectively. The valueof
the programmustbe uniqueamongall RPCprogramsrunningin the samesystem.For user
applications,thenumbersbetween0x20000000to 0x3fffffff maybeused.(Numbersfrom 0 to
0x1fffffff areadministeredby SunMicrosystems,theinitial developerof RPC.Numberslarger
than0x40000000arereservedfor futureuse.)Within theversionspecificationisalist of services
provided. Hereonly theservicenumbered1(PRINTMSG) is provided,takinga C-stylestringas
argument,returninganinteger. If desired,morecomplicatedtypeslikestructscanbedefined
andused.Recentversionsof RPC(whenrpcgen is usedwith the-N flag)alsoallow passing
multiple arguments.However, therearesomedatastructuresthat cannever be passed.E.g.,
passingpointerscontainingagraphis in generalnotagoodidea.Thefull languagecanbefound
it theRFCs,andis reproducedat theendof thisreading.

We canthenrun rpcgen hello.x, which generatesthe commonheaderfile hello.h, the
client stub file hello_clnt.c and the server stub file hello_svc.c. Both the latter files
shouldbecompiledseparately, usinggcc -c hello_clnt.c andgcc -c hello_svc.c

respectively. Thenonecanwrite theserviceimplementation.If desired,thecommandrpcgen
-Ss hello.x (“Sampleserver”) canbeusedto producea templatethatonecanmodify. We
write it in hello_printmsg.c like this:

#include <stdio.h> /* addedsothatwecanuseprintf */
#include "hello.h"

int * printmsg_1_svc(char **argp, struct svc_req *rqstp) {
static int result;
printf ("Got %s\n", *argp); /* addedto print themessage*/
result = 0; /* addedto returnsomevalueto theclient */
return &result;

}

The nameof this function is fix ed: “printmsg” is the nameof the serviceconvertedto lower
case,the“1” is its versionnumber, andthe“svc” indicatesthat it is the implementationof the
server (thelast “_svc” portionis not addedin Sun’s implementation).We modify it sothat the
argumentstringisprintedontheconsole.Wethencompileandlink it with theserverstubusing
gcc hello_printmsg.c hello_svc.o. Oncethat is done,theprogramcanbeexecuted,
providing theserviceto everybodywhocanconnectto thecomputerrunningtheprogram.

Now we can write clients to requestfor the service. Again, a templatecan be obtained,by
runningrpcgen -Sc hello.x. Wecanthenmodify it asdesired:

#include <stdlib.h> /* addedfor exit() */
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#include <stdio.h> /* added for printf() */
#include "hello.h"

void helloworld_1(char *host) {
int *result_1;
char * printmsg_1_arg = "Hello,world!"; /* added: always print this */
CLIENT *clnt = clnt_create (host,

HELLOWORLD, HELLOWORLDVERS, "udp");
if (clnt == NULL) {

clnt_pcreateerror (host);
exit (1);

}
result_1 = printmsg_1(&printmsg_1_arg, clnt);
if (result_1 == (int *) NULL) {

clnt_perror (clnt, "call failed");
} else{

printf ("Got %d\n", *result_1); /* added: get the result */
}
clnt_destroy (clnt);

}

int main (int argc, char *argv[]) {
char *host;
if (argc < 2) {

printf ("usage: %s server_host\n", argv[0]);
exit(1);

}
host = argv[1];
helloworld_1(host);
return 0;

}

Then one can compile the program, linking it with the client stub, and run it to obtain service
from the server. The client code looks quite complicated, but in fact it only has three important
calls. One is the clnt_create() library call, which establishes finds where is server, and
makes a connection is necessary. It returns you a CLIENT*, which is needed in every subsequent
remote procedure call. Once you get a CLIENT*, any number of RPC calls can be made with
it, until it calls clnt_destroy(), destroying the connection. We make only one, by using the
printmsg_1() function, which is the client stub function created by rpcgen. The remaining
unfamiliar functions are boring ones to print error messages when unexpected events occurs on
client creation (clnt_pcreateerror()) and calling (clnt_perror()).

3. Data types

RPC allows the direct use of several data types: 4-byte integers, 8-byte hyper integers, 4-byte
floats, 8-byte doubles, 1-bit boolean and NULL-terminated strings (of 0 to 2^32-1 bytes).
However, further data types can be defined and used as procedure arguments, using arrays,
structures and unions. For example, a service returning both an array of records, each containing
a number and a string, it defines the following in the specification (.x) file:
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struct record {
        int id;
        string name<>;
};
typedef record recordlist<1024>;

This defines two types record and recordlist. The record type is a structure containing an
integer and a variable length string; the recordlist type is a variable length array of at most
1024 elements. A variable length array is specified by angle brackets (like <>), while a fix ed
length array is specified by square brackets (like [10]).

When rpcgen is executed, marshaling function are generated to deal with these types. It is
stored in its own file, ending with _xdr.c. The file should be compiled like the stub files, and
should be linked to both the client and the server program. The common header (.h) file contains
the corresponding C-language types:

struct record {
int id;
char *name;

};
typedef struct record record;

typedef struct {
u_int recordlist_len;
record *recordlist_val;

} recordlist;

The record type is as we would expect. The recordlist type contains an extra field
recordlist_len, which specifies how many elements are in the array recordlist_val.

4. Further information

Functions related to RPC and XDR are documented in the rpc(3) and xdr(3) (or rpc(3nsl)
and xdr(3nsl)) man pages. The RFCs mentioned above can be consulted to find the exact
external representation of the data types. The source of the reading contains a “hello” directory
which has the examples shown.
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Appendix A. The RPC Languagein BNF notation

specification:
definition*

definition:
program-def

| constant-def
| type-def

program-def:
program identifier{

version-def
version-def*

} = constant;

version-def:
version identifier{

procedure-def
procedure-def*

} = constant;

procedure-def:
type-specifieridentifier( type-specifier
(, type-specifier)* ) = constant;

constant-def:
const identifier= constant;

type-def:
typedef declaration ;

| enum identifierenum-body;
| struct identifierstruct-body;
| union identifierunion-body;

declaration:
type-specifieridentifier

| type-specifieridentifier [ value]
| type-specifieridentifier< [ value] >
| opaqueidentifier [ value]
| opaqueidentifier< [ value] >
| string identifier< [ value] >
| type-specifier* identifier
| void

value:
constant

| identifier

type-specifier:
[ unsigned] int

| [ unsigned] hyper
| float
| double
| bool
| enum-type-spec
| struct-type-spec
| union-type-spec
| identifier

enum-type-spec:
enumenum-body

enum-body:
{

( identifier= value)
( , identifier= value)*

}

struct-type-spec:
struct struct-body

struct-body:
{

( declaration ; )
( declaration ; ) *

}

union-type-spec:
union union-body

union-body:
switch ( declaration) {

( casevalue: declaration ; )
( casevalue: declaration ; ) *
[ default : declaration ; ]

}


