
CSIS0234B Computer and Data Communication (Class B)
Tutorial 5

Setting up local DNS servers

In this tutorial, you will setupDNS servers for a few computers,in order to gain a deep
understandingof theoperationof DNS.

Tasks

Thecomputerhasacopy of bind. Thenameof theprogramis callednamed, andcanbestarted
or restartedbytyping/etc/init.d/named restart onthecommandprompt.Currentlyit is
configuredasa“cachingserver”, i.e.,it knowsnothingmorethanlocalhost and127.0.0.1,
andrely on theroot serversto find theDNSaddress(andthencacheit). You will modify it to
serveseveralcomputers.

To completeall thetasks,youneed4 computers.Sowork in a groupof 4.Youmustalsoknow
theIP addressesof thecomputers,which is 172.16.9.x wherex is thecomputernumberas
displayedontheboard.Youalsoneedto usetherootaccountto setit up. Thepasswordwill be
announcedatthebeginningof thetutorial. Youwill alsofind theappendixof thetutorialreading
materialuseful.

1. (For thefirst3computers)Loginroot,andcreateashell. Changetothe/etc directory. Find
thefile resolv.conf. You will noticethata setof name(DNS)serversarelisted there.
Copy themdown,andchangeit sothatit containsonly 1nameserver line,for 127.0.0.1,
andnosearch line. Thefirst thingthatyoushouldnoticeisthatyourcomputercanresolve
only “localhost”,andcandothereversequeryof it. All externalaccessesareblocked. It is
becauseour labhasafirewall whichblocksall DNSrequests,exceptfrom thenameservers
you’ve justcopied.

2. (For the first 3 computers)Edit the file named.conf in the/etc directoryby addinga
globalforwarders line, sothat it forwardsto thenameserver you have copied. Restart
the DNS server, andcheckthat you canreachthe restof the world (e.g.,try to resolve
www.csis.hku.hk in thenew setting).Now you have a fully functionalcachingserver.
Now turn off the firewall (using/etc/init.d/ipchains stop), and try to usethe
fourthcomputerto accessit (using,e.g.,dig @172.16.9.x www.csis.hku.hk).

3. Now is time to get somereal work done. For the first computer, continueto edit the
named.conf file to adda new masterzonenetlab. in it. Thedomainwill bevisible
only from the4 computersweuse,soit is okayto usea top-level domain(without getting
approval from the root domain).By copying andmodifying thelocalhost.zone file,
createanotherzonefile netlab.zone in the/var/named/ directory. Add A entriesto
it sothatit will translatetheIP addressesof the4 computersasfather,mother,son and
daughter respectively. Restartthe DNS server. Modify the resolv.conf file of the
computer2 (mother), to checkthatit worksto translatenamesfor the4 computers.

4. Now get the reverselookup right: add a new zone9.16.172.in-addr.arpa in the
named.conf configurationfile. By copying and modifying the named.local file,
createanotherzonefile named.netlab in the/var/named/ directory. Usingdig -x
172.16.9.x onthecomputerto seewhetherreverseDNSlookupworked(youshouldget
thenamesthatyouhavedefined).

5. Setupthesecondcomputermother asaslaveof father.All youneedtodoistocreatetwo
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slavezonesectionsin its named.conf file. It shouldbesimilar to thefather computer,
exceptthat it is of typeslave, have a masters option beinga list containingonly the
IP addressof father, anddon’t have an allow-update option. In thefather zone
file for netlab., adda NS entry for mother, andsetthenotify option in thezoneof
named.conf to yes for automaticupdating.Youshouldnot needto createa zonefile: it
shouldbecopiedby itself. Everytimewhenfather noticethat theserialnumberof the
SOA resourcechanges,it triesto tell mother to updateits list aswell. After thechanges,
restartthe nameservers(using/etc/init.d/named restart). Checkthat it works
correctly, by usingtheremaining2 computersto doDNSqueries(e.g.,usingdig). Also go
to the/var/named directoryof mother to seethatit getsits own copy of thezonefiles.

6. Now thecomplicatedparts:setupson asasub-domainchild.netlab,whichcontainsthe
two computersson anddaughter. To do this,setupson in exactly thesamewayasfa-
ther, exceptthatits zonenameischild.netlab. insteadof netlab.. Theforwarders
shouldpoint to thefather computerinsteadof thecomputeroutside.Don’t createa re-
verselookupzonefor it yet. Wesuggestthatyoucall thenew zonefile child.zone.Point
theresolversof bothson anddaughter toson. Checkthatson anddaughter canrefer
to eachotherusingthenew name,in thechild domain.

7. Uptothispoint,son anddaughter shouldknow theirnew names,butfather andmoth-
er don’t. Deleteson anddaughter from bothzonefilesof father. Replaceit by aNS
line telling thatson.child.netlab. is the DNS server for child.netlab., andan
A entry telling the IP addressof son.child.netlab.. In the/etc/named.conf file,
addanemptyforwarders optionfor thenetlab zoneandits reversezonetodisablefor-
warding.

8. Now the real complicated part: to get reverse lookup correct. To do this, part
of the domain 9.16.172.in-addr.arpa must be delegated to child, but
how? We will create aliases in the reverse zone file of father using CNAME

entries. In particular, the names x.9.16.172.in-addr.arpa. will be made
aliases of x.child.9.16.172.in-addr.arpa. for both the IP addresses
of son and daughter. Now create an NS entry there, delegating the domain
child.9.16.172.in-addr.arpa. toson.child.netlab..

9. Setupthe reverseDNS lookup for son, using the samemethodasthe setupof reverse
DNS lookup for father. Use the domainnamechild.9.16.172.in-addr.arpa..
Checkthatreverselookupworksfor all the4computers.Also,verify thatmother receives
updatedzonefiles.

Troubleshooting

• If you find the server cannot start, you can find the error messagesin the file
/var/log/messages.

• Whenyoufind thattheserver is not replyingrecursiverepliescorrectly, youmightwantto
askit todoanon-recursiverequest.Thatcanbedoneusingdig with the+nonrecursive
option.

• Documentationof bindcanbeviewedusingKonquerer, in thefile

/usr/share/doc/bind-9.2.0/arm/Bv9ARM.html.


