CSI1S0234B Computer and Data Communication (ClassB)
Tutorial 5
Setting up local DNS servers

In this tutorial, you will setupDNS senersfor a few computersjn order to gain a deep
understandingf theoperatiorof DNS.

Tasks

Thecomputerhasa copy of bind. Thenameof theprogramis callednanmed, andcanbestarted
orrestartedbytyping/ et ¢/ i ni t. d/ naned restart onthecommandrompt. Currentlyit is
configuredasa“cachingsener”,i.e.,it knowsnothingmorethanl ocal host and127. 0. 0. 1,
andrely on theroot senersto find the DNS addresgandthencacheit). You will modify it to
sene severalcomputers.

To completeall thetasksyou need4 computers.Sowork in agroupof 4. You mustalsoknow
theIP addresseef the computersyhichis 172. 16. 9. x wherex is the computemumberas
displayedontheboard. You alsoneedto usetherootaccounto setit up. Thepassvardwill be
announceatthebeginningof thetutorial. Youwill alsofind theappendiof thetutorialreading
materialuseful.

1. (Forthefirst3computershoginroot,andcreateashell. Changdothe/ et c directory Find
thefile resol v. conf . You will noticethata setof name(DNS) senersarelistedthere.
Copy themdown, andchanget sothatit containsonly 1 namesergrline,for 127. 0. 0. 1,
andnosear ch line. Thefirstthingthatyoushouldnoticeisthatyourcomputercanresole
only “localhost”,andcandothereversequeryof it. All externalaccesseareblocked. It is
becauseurlabhasa firewall which blocksall DNSrequestsexceptfrom thenamesergrs
you'vejustcopied.

2. (For thefirst 3 computerskdit thefile named. conf in the/ et c directoryby addinga
globalf or war der s line, sothatit forwardsto the nameserer you have copied. Restart
the DNS sener, and checkthat you canreachthe restof the world (e.g.,try to resohe
www. ¢si s. hku. hk in the new setting).Now you have a fully functionalcachingsener.
Now turn off the firewall (using/ etc/init.d/ipchains stop), andtry to usethe
fourthcomputerto accesdt (using,e.g.,dig @72.16. 9. x ww. csi s. hku. hk).

3. Now is time to get somereal work done. For the first computey continueto edit the
named. conf file to adda new masterzonenet | ab. init. Thedomainwill bevisible
only from the4 computersve use,soit is okayto usea top-level domain(without getting
approval from the root domain).By copying and modifying the | ocal host . zone file,
createanotherzonefile net | ab. zone in the/ var/ named/ directory Add A entriesto
it sothatit will translatehelP addressesf the4 computerssf at her , not her ,son and
daught er respectrely. Restartthe DNS sener. Modify ther esol v. conf file of the
computer2 (not her ), to checkthatit worksto translatenamedor the4 computers.

4. Now getthe reverselookupright: adda nev zone9. 16. 172. i n- addr . ar pa in the
named. conf configurationfile. By copying and modifying the named. | ocal file,
createanotherzonefile naned. net | ab in the/ var/ naned/ directory Usingdi g -x
172. 16. 9. x onthecomputerto seewhethemreverseDNSlookupworked(you shouldget
thenameghatyou have defined).

5. Setuphesecondomputenot her asaslaveof f at her . All youneedodoistocreatédwo
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slave zonesectionsn its named. conf file. It shouldbesimilarto thef at her computer
exceptthatit is of typesl ave, have a nast er s option beinga list containingonly the
IP addres®f f at her, anddon't have anal | ow updat e option. In thef at her zone
file for net | ab. , adda NS entryfor not her , andsetthenot i fy optionin the zoneof
naned. conf toyes for automatiaupdating. You shouldnot needto createa zonefile: it
shouldbe copiedby itself. Everytimewhenf at her noticethatthe serialnumberof the
SQA resourcechangesit triesto tell not her to updateits list aswell. After thechanges,
restartthe nameseners (using/ et c/i nit. d/ naned restart). Checkthatit works
correctly by usingtheremaining2 computerso doDNSqueriege.g.,usingdi g). Alsogo
tothe/ var/ naned directoryof not her to seethatit getsits own copy of thezonefiles.

Now thecomplicategarts:setupson asasubdomainchi | d. net | ab,whichcontainghe
two computerson anddaught er . To dothis,setupson in exactly the sameway asf a-

t her , exceptthatitszonenameischi | d. net | ab. insteadof net | ab. . Theforwarders
shouldpointto thef at her computerinsteadof the computeroutside. Don'’t createa re-
verseookupzonefor it yet. We suggesthatyoucallthenew zonefile chi | d. zone. Point
theresohersof bothson anddaught er toson. Checkthatson anddaught er canrefer
to eachotherusingthenew namejn thechi | d domain.

Uptothispoint,son anddaught er shouldknow theirnew namesbutf at her andnot h-
er don't. Deleteson anddaught er from bothzonefilesof f at her . Replacat by aNS
line telling thatson. chi | d. netl ab. istheDNSsenerfor child. netlab.,andan
A entrytelling the IP addres®f son. chi | d. net| ab. . In the/ et ¢/ named. conf file,
addanemptyf or war der s optionfor thenet | ab zoneandits reversezoneto disablefor-
warding.

Now the real complicated part: to get reverse lookup correct. To do this, part
of the domain 9. 16.172.in-addr.arpa must be deleggated to child, but
honv? We will create aliasesin the reverse zone file of father using CNAMVE
entries. In particular the names x. 9. 16. 172.i n-addr. arpa. will be made
aliases of x.child.9.16.172.in-addr.arpa. for both the IP addresses
of son and daughter. Now create an NS entry there, delegating the domain
child.9.16.172.in-addr.arpa. toson.child. netl ab. .

Setupthe reverseDNS lookup for son, usingthe samemethodasthe setupof reverse
DNS lookup for f at her . Usethe domainnamechi | d. 9. 16. 172. i n- addr . ar pa. .
Checkthatreversdookupworksfor all the4 computers Also, verify thatnot her receves
updatedzonefiles.

Troubleshooting

If you find the sener cannot start, you can find the error messagesn the file
/var /| og/ mnessages.

Whenyou find thattheseneris notreplyingrecursve repliescorrectly you mightwantto
askit todoanon+ecursverequest.Thatcanbedoneusingdi g with the+nonr ecur si ve
option.

Documentatiorof bind canbeviewedusingKonquererin thefile
[ usr/share/ doc/ bi nd-9. 2. 0/ ar m BvOARM ht mi .



