CSIS0234B Computer and Communication Networ ks (Class B)
Reading for Tutorial 5
Using and Managing DNS Servers

We have two waysto addressomputers:by IP addressebke 147. 8. 178. 15, andby names
likest udy. csi s. hku. hk.Now istimeto seehow they arerelated. TheDomainNameSystem
(DNS)is thefacility that providesthe mapping. Conceptuallythetaskis thatgivena “domain

name’likest udy. csi s. hku. hk, onewouldliketotranslatet tothecorrespondingP address
147. 8. 178. 15. The questionis who to keepthe information,andhow to getit. The DNS

facility hasmuchmorefeaturehanthat,however. Inthisnoteswewill briefly seehow thewhole

systemworks.

1. Domain name abstraction

Recallthat eachcomputercan have multiple IP addressesone for each“interface” (dialup
connection Ethernetcard, etc). So DNS cannotbe just a oneto-one mapping. Interestingly
eachcomputercan have multiple DNS addressaswell, soit cannotbe a mary-to-one map
ping either Usually, thisis doneto give symbolicnamedo services.E.g.,in our department,
news. csi s. hku. hk andww. csi s. hku. hk areactuallythesamecomputejwith yetanother
namewebi nf 0. csi s. hku. hk. Thisisfor administratve purpose:In casevhentherearecon
sistentlymary usersconnectinghewebservice makingthenews serviceslow, thenthetwo can
be seperatedo two computerswithout ary interferenceo the usergwho will continueto use
thenameswwv. csi s. hku. hk andnews. csi s. hku. hk.

DNS containsmany mary-to-mary mappings. Each mappingis from domain namesto
“resourcesecords”whichcancontainmary typeof informationwhichis notconstraintedo IP
addresseskor example,jt canhold IP addressef®r somespecialpurpose:thestandardlefines
amappingdfor IP addresg$or mail exchange, sothe samedomainnamecanresol\e to different
IP addressewhenit is usedgenericallyandwhenit is usedfor deliveringmails,allowing orga-
nizationgo make sureall its mailsareprocesseth thesamecomputer Anothermappingstores
acryptographic key, to easeprogramshatwantto communicateecurely. It canalsohold an-
other domain name. Thisis usuallydonefor two purposesFirst,mostcomputersvith multiple
addressewill wantoneof themto be“canonical”, tomakeit easieto know whethetwo domain
namegeferto thesamecomputer Secondye usuallywantto do“rever selookup”: givenanlP
addresswe wantto beableto find its domainname. (We will seehow to expressanIP address
asadomainnameto beusedfor inputfor DNS).Eachmappingis saidto beatype:

A A 32-bitintegerfor its IP address.

SOA “Start Of Authority”: thetop-nodein a“zone”.

NS Theauthoritve DNS sener for adomainname.

MX Thehostwilling to processnailsfor adomainname.
CNAME  Thecanonicahamefor a host.

PTR Pointto anothedomainname usuallyfor reverselookups.

H NFO TheCPUandOSusedby a host.
KEY Thecryptographidey for adomainname.

Asyou canseethefacility is quitegeneric.lt is in factevenmoregeneric:apartfrom allowing

IFor thisto be effective, the DNS systemitself mustbe secure.Traditionallythis is not the case put the infrastructure
neededo securedown DNSis alreadythere. It takestime for systemadminsto updatetheir systemshowever.
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mary typesijt allowsmary classesfor differenttypesof networks. However, sinceeverythingwe
will seeisin thesamé N clasgi.e.,Internet) we will notfurtherinvestigatein thisdirection®

Domainnameshave a form thateverybodyshouldknow about: labels (e.g.,wwy, csi s, etc.)
separatelythe“dot” characterPreviously,labelsnustconsisiof zeroor more(casensensitve)
letters digitsandhyphenswith thefirst characteconstraintedo aletter Thisconstrainhasbe
relaxed,sonow it ispossiblao havelabelof internationatharactersThezerocharactedomain
is resened asthe “root” label. The labelsareinterpretedbackwards: ww. csi s. hku. hk.
meangheww of csi s of hku of hk of theroot. Suchnamesresaidto be absolute, assup
posedo relative namesvhich doesnot containthelastdot. E.g.,within our departmenif suf-
ficesto just saywwv insteadof theabove full name.

2. Elementsof the DNSsystem

TheDNSsystemconsistof severalcomponents:

*  Application programswhich have a domainname(provided by the user)and want to
find its mapping. It will call a “resoher function”, e.g.,“get host bynane()”. As we
have notedbeforein the first tutorial, this canbe donecorvenientlyin Linux usingthe
“host” command.

* Theresoler is the client of the DNS, queryingDNS senersto find the requiredmap
ping. The querymight consistof mary rounds,sincethe DNS sener may refer the re-
solverto anothelDNSsener. It hasa configuratiorfile (for aUnix systemit is usuallyin
/ etc/ host. conf and/ et ¢/ resol v. conf), giving it thenameof someDNSsenersto
guery It alsohave someconfigurationoptions.e.g.,allow alocalfile (e.g.,/ et ¢/ host s)
totake precedencever DNSqueries.Therearealsootherinterfacedo make DNSqueries:
In C, onecancall theresoler library directly (usingr es_query, etc.);andon command
line, onecanusedi g or the moreor-lessobsoletecommandns!| ookup to make direct
DNSqueries.

TheDNS seners,which holdspartialmappinggo returnto resohers. In Unix, the most
(only?) popularDNS seneris bi nd (Berkeley InternetNameDomain).DNS senersof
mostotherplatformsarebasednit.

To the user the DNS systemis mappinggrom domainnamego information. To theresoler,
theDNSsystemconsist®of asetof mary DNSseners. Thepictureis mostinterestingrom the
viewpoint of theDNSseners,whichwe will discussext.

3. DNSand zones

The DNS systemmustsupportthe nameresolutionfor all computersn the wholeworld. This

systemwon’t work if DNSis storedn only onedatabaselnsteadindividualDNSsenersstores
only thesubsebf datafor whichthey areresponsible The“division of labour”worksby cutting
thesetof all possiblenamesnto zones. eachDNS senerneedonly to caterfor queriedo afew

zones.Zonesaredefinedusingthe structureof domainnames.E.g.,

1WhenDNSis designedit is ervisionedthatit is alsousedfor storinginformationaboutindividuals,not just hosts.
However, thatserviceis now takenup by anothemprotocol LDAP (LightweightDirectory AccessProtocol).
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In this picture, kei 0. ac. j p., cs. keio.ac.jp and pc24. cs. kei o.ac.jp areadl in the
same zone, so their information are stored in the same DNS servers. All DNS servers know all
top-level DNS serverswhich holdsthe top-level zone (i.e., theroot zone). It also know the DNS
server for al itschildrenzonesWhen a DNSquery isgiven by the user, the DNS server checks
whether it isin the part of thedomain nametreethat it serves. If so, it repliesthe query by giving
out the information it stores. We say the record is authoritati ve. If otherwise, the DNS server
may redirectthe client to the DNSserver of another zone (usually, either the top-level zone or
achild zone), so that the client knows where to continue the search.

Note that we have used the plural form when we say their information are stored in the same
DNSservers. Information of each zone should be stored in multiple DNSserverswithin the zone.
Such redundancy allowsthe system to continueworking when one of the DNSserver reboots. Of
course, we need someway for the server to make suretheinformation arethe same. Theresource
records for each zone served by a DNS server is stored in a zonefile, with a standardized text
format. They can be transfered between the DNS servers.

We have mentioned children zones. How to make one? Typically, when an organization wants
aworld-recognized domain name, it decideswhere to put the domain name(e.g.,at. com hk. ).
Thenitwill ask theadminister of itszoneto createachildren(e.g.,. t nthan. com hk),typically
for an annual charge. Once that is done, the organization must elect some IP addresses as its
DNSservers, and tell the administrator of the parent zone (. com hk. ). Then he takes charge of
. tmchan. com hk. . Hecan makethewholetree under it asinglezone, or he can createchildren
zonesin it, without telling the administrator of . com hk. . Such delegation of responsibility is
what makesthe Internet DNS system scalable to administer.

4. Cachingand TTL

If every network connection queries the root zone servers, they will be saturated very quickly.
Also, if every network connection requiresseveral DNSqueries, the system becomesexceedingly
slow, and the network will be filled with many such queries. Given that many people will want
information about the same domain names, it is usualy beneficial to have a cachein the DNS
server and the resolver, so that previously found results can be used as answers without going
through the query process again.

Just like any other cache, it is more effective to implement the cache in the DNS server that
everybody accesses, rather than for each individual in the resolver. So typically, DNS servers
will providearecursiveservice (the servicewe describeearlier issaid to beiterati ve). With such
service, it never refer the user to another DNS server. Instead, it will do all the required DNS
gueries by itself, and reply with the final answer. Thisallowsthe DNSserver to put the answers
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thatit recevesin its own cache sothatlater queriesareansweredmmediately To boostthe
effectivenes®f thecacheavenfurther, it is alsopossibleto askDNS senersto useforwarders,

I.e.,toforwardeveryrequesto anotheDNSsener sothatthecacheof theforwardedcomputer
canalsobeused.

But thereis a problem: consistencylf theresourcesecordchangesvhenthe cachestill hold

old information theold informationis returned.This problemdoesnotshav upveryfrequently
for mostresourcessinceresourcestoredin DNSseldomchangesBut theremustbeaway for

theinformationto expire. EachDNS answelis taggedwith aTTL (Time To Live),whichtells
for how long theinformationis good. The DNS sener will only keepits cachedcopy for that
long, afterwhichit will gothroughthewhole processagin. Typically, for informationthatare
relatively stable, TTL is setto 86400(1 day);while for informationthataremorevolatile, TTL

Issetmuchsmallere.g.,300(5 minutes) Cachedansweraresaidto benon-authoritati ve, and
issomarkedin thereply.

5. Reverselookup

DNS s a procesgaking domainnamesto information,usually IP addressesSometimeghe
reverseprocesss desiredtaking IP addresset domainnames.This is doneusingthe same
system.But thereis a problem: the systemalwaysusedomainnameas*“lookup key”, sowe
mustbe ableto expressthe IP addressasa domain name It is quite easyandstandardized:
usethe address<reverse-of-IP-address>. i n- addr . ar pa. E.g.,to lookup 147. 8. 178. 15,
onecanusethedomainnamel5. 178. 8. 147. i n- addr . ar pa. asthekey, andlook for its
PTRresource.Thiswill giveyouananswelpost mast er. csi s. hku. hk. ,thedomainname
of the computerholdingthataddress.Thedi g programeven hasa flag - x to doit givenan
IP address.

Asin normaladdressookup,theinformationmustbedistributedanddelegatedfor thesystento
scale.EveryDNSsenerhasB reversezone For example our departmenhasthereversezones
176. 8. 147.in-addr. arpa, 177. 8. 147.in-addr. arpa, 178. 8. 147.i n-addr. ar pa
and179. 8. 147. i n- addr . ar pa in orderto servicereverselookup requests.Eachof them
musthave its own zonefile.

6. Reference

Thehost ,di g andns! ookup commandsretheprimaryinterfaceto getlow-levelinformation
aboutDNSqueries.As usual theirdocumentatiomrein theirown manpages.TheC functions
mentionedalsohave theirmanpagesin theget host bynane andr esol ver manpages.The
file formatsof the configuratiorfiles of theresoher canbefoundin themanpagehost . conf
andr esol v. conf . Oneshouldreferto thebi nd manuawhenconfiguringaDNSsener.

Theprotocolwith whichresoherscommunicatavith DNSsenersaredefinedn RFC1034and
1035.Thetextbookalsohave asection(7.1)aboutDNSwhich you mayfind useful.



Appendix A. Configuration file of bi nd

The configuration file of bind consists of some global options (e.g., what directory to store
master files), followed by specific options about how to serve each zone. For example, asimple
configuration file might look like this:

opti ons{
directory "/var/naned";
pid-file "/var/run/named";
1
zone "." {
type hint;
file "named.ca";
1

zone "l ocal host" {
type naster;
file "l ocal host. zone";
notify no;

3

zone "0.0.127.in-addr.arpa" {
type naster;
file "named. | ocal ";
notify no;

zone "nynet. cont {
type sl ave;
file "nynet.zone"
masters {
192.168. 1. 1;
1
1

Therearequiteafew typesof zone, hereweseeahi nt zone, amast er zoneandasl ave zone.
A hi nt zone defines a startup zone file for the server to find the root servers. A mast er zone
defines the zone files for each domain that the server is authoritative. A sl ave zone defines a
zonewhichisareplication of another DNS;i.e., itsmast er s. Inall cases,thef i | e optionisthe
location where the zone file is stored in the filesystem. Thenot i fy option of anast er zone
allowsamaster to choose whether to notify itsslaveswhen the zone fileismodified. Some other
optionsthat relateswith our previous discussionsinclude:

 forwarders (global/zone): A list of DNSserversto act asforwarders, so that all queries
that cannot belocally satisfied areforwarded toit. Itsvalueisalist of IP addresses, likethe
mast er s option above.

e forward (globa/zone): What todoif theforwardersfails. If theoption hasthevalueonl y,
it will returnfail. If it hasthevauefi r st , it will try to resolve the name on itsown.

« notify (global/zone): Whether to tell daves when a zone is updated. The Saves are
defined asthe set of all hostsreferred to in the zone file, by a NS resource record.



Appendix B. Zonefileformat
A zonefile containsthe actual data stored in the DNSserver. Hereisa simple example:

$TTL 86400
$ORI A N | ocal host .

@ 1D I N SOA @root (
42 ; serial (d. adans)
3H ; refresh
15M ; retry
1w ;oexpiry
1D ) ;M oni mum
1D I N NS @
@ IDINA 127.0.0.1

Thefirst line specifiesthedefault TTL for the resourcesrecordsinthiszonefile. Thenit specifies
an ORI @ Nfor appending to relative domain names.

After that it isalist of resourcesrecords. The SOA record aways present in all zonefiles. It
begins with the @symbol, which is a shorthand for the domain name of the zone as specified
in the configuration file, immediately after the keyword “zone’. It also hasitsown TTL (1D,
i.e.,, 1day), and a symbol | N specifying the class. Both can be omitted. The next symbol is
the @symbol again, this time specifying where is the top of the zone. Then comes a relative
name r oot , which expands to r oot . | ocal host . This is interpreted as an E-mail address
r oot @ ocal host , specifyingtheadministrator of thedomain. Finally istheself-describinglist
of operating parameters. One particularly important argument isthe serial number: whenever it
is updated, the slave may be notified to update their entries.

After the SOA resource, therearetwo lines. Thefirst line, with the resource record NS, specifies
anameserver for the zone. Note that, unlike the SOA record, it begins with no domain name. It
may well be modified to aline similar to the third line. In general, when the first domain name
part isomitted, it takesthe value of the last resource record.

Thelast lineisan A record, which specifiesan address. The same | P address should not be given
to two or more records asits A record. If an aliasis needed, one should use the CNAME record,
in the following form:

| ocal host-al i as. CNAME | ocal host.

Thisspecifiesthat | ocal host - al i as. isanaliasof | ocal host . .

The nameserver line above is not very revealing, since both sides are the same. A more
Interesting nameserver line lookslikethis:

mysubdomnai n. domai n. NS  host. nmysubdonmai n. donmai n

It specifies that host. mysubdomai n. domai n. is the DNS server for the sub-domain
nysubdonai n. donai n. If the line appearsin a zone file outside nysubdonai n. donai n. , it
Isusually necessary to add an A record for host . mysubdomai n. domai n. , or else it will be
impossible to contact the nameserver (since we don’t know its IP address). Such an A record is
usually called agluerecord: logicaly it doesnot belong to the zone, but it isnecessary to add it
anyway to glue up with other DNSservers.



