CSI1S0234BComputer and Data Communication (ClassB)
Tutorial 6
Understanding Ethernet addresstranslation

In thistutorial,youwill seethestepgshatyourcomputemperformgo find theaddres®f another
party on the sameEthernetlink. A tool called“et her eal ” hasbeeninstalledto let you see
clearlytheframessent. It usedhepacletcapturindibraryto capturdrameschecktheprotocols
usedin thevariouslayersof theframe,anddisplayit nicelyin aGUI screen.Thissaresusfrom
alot of low-levelreadingof frames.Wewill useit tounderstanthecompleteaddressranslation
processnvolvedwhena network paclet needdo be sent.

Work in pairsandsharewo computers:our exerciseinvesticgateframesbetweerthetwo.

N

a.

. Familiarizing with ethereal

Login asroot (only the administratorhasthe capability to captureall paclets,for the
ohviousreasorthatotherwiseall thepasswerdssenton the systencanbesniffed by every
user) Createa terminalwindow andrun“et her eal ”.

In the“Capture”menu select‘Start”. Notethatthereis afilter text box,which allow you
to typea capturefilter. Make surethatis empty(sothatwe captureeverything),andpress
“OK”. Wait for 5 secondsandstopthecapturing. Thereare3 partsof theresultingdisplay:
thefirstshavsasummary line for eachframecapturedthesecondhavstheframecontent
in anoverview format,andthe third shavs the frameasplain hexadecimaldata. Try to
click ondifferentpartsof eachpaneto seewhatyou getfrom them.

Note that thereare mary framescaptured.As an effort to reducethe numberof frames
capturediry to do the samething again, but disable promiscuousmode (which canbe
specifiedafteryou choosé'Capture->Start”)Do you noticeary reductionin traffic?

Createacapturdilter thatchoose®nly frameghatarenot Ethernemulticast(multicastin-
cludesbroadcastindatthesameime notdestinatedo thecomputeryou use(by checking
theframedoesothavethedestinatiorbeingyour Ethernetaddress—yougthernetddress
canbe found by typing “ipconfig”, andis displayedunderthe heading‘HWaddr”). Can
you captureary frame? Whatyou caninfer aboutwhatis connectinghe network—hubs
or switches?

. Ethernet encapsulation

Now clearthefilter thatyou have made andcapturefor awhile again. Whatis the sizeof
thesmallesframethatyou cancapture?

ThebookclaimsthatEtherneframesarealwayspaddedo a minimumof 64 bytes. Isthe
bookwrong? (Answeronly afterreadingagain theframelayoutof Ethernet!)

In a pure TCP/IP Ethernetnetwork, all pacletsshouldhave Ethernetframetype 0x800,
0x806 and0x8035 (IP, ARP andRARP).Canyoufind ary othertraffic onthennetwork?

NotethatsomeEthernetframeshasan“unknown” protocol,while someare“raw” (i.e.,in
placeof the“protocol” field,anEtherneframelengthis put). Suggesawayto differentiate
betweerthem. (Hint: whatis themaximumEtherneframesize?)



3. Getting hold of IP Addresses

For this partyou have to work with your partner We will call oneof themcomputerl andthe
othercomputer2.

a.

In bothcomputerssetupa capturingfilter to selectonly pacletsthatinvolvesthe Ethernet
addres®f eithercomputer Startcapturingandtry to pi ng computer2 from computerl
usingthecommandi ng - n hw335aNN whereNN is thecomputemumberof computer
2 (usingthe- n flagaskspi ng nottotry to doareverseDNSlookup,whichgivesacleaner
display).Stopcapturingandexplainwhy eachframeis sent.

FindtheDNSresponsegndcomparaet with theoutputof di g. Try to understandverybyte
of theframe. Isthereary of themthatyou cannotmapto theresultof di g?

Try againusingan|P addressatherthanthe DNShostnamels thereary differencan the
typeof framessent?

Repeabneof theabove stepswithoutthe- n option,andseewhatextraframesaresent.

4. AddressResolutionProtocol

Now we will focusour attentionto the ARP protocol.

a.

You candisplaythe currentARP cacheby runningthecommancdhar p. Notethatthereare
guitesomeentriestherealready We wantto cleanthemfirst.

From the KDE menu,find the item System-> Network Configuration, and useit to
deactvatethe network andactivateit again, which shouldclearthe ARP cache. Do this
for both computers Repeatthe pi ng exercise,this time restrictthe filter so that only
ARP framesare selected.Explain every ARP pacletsthatis sent,andtry to understand
completelythe contentof eachARP frame. Notein particularwhich of theseframesare
broadcasted

Restarthenetwork againfor bothcomputersandusear p to make surethatthe ARP cache
iIsempty Startcapturingagainin computerl. Stopthenetwork of computer2, setupts net
work parametesothatthelP addressiseds thesameascomputerl, andstartthenetwork
acain. Explainthe framessent. (Note: the framesaresentby a programcalledar pi ng,
which useis to detectduplicated P addressothatthe userknow abouttheclash.)

Start capturingagain in computerl, resetthe network configurationof computer2,
andrestartthe network. Explainevery ARP paclet sent. (Note: thereshouldnt be ary
RARP/BOO'P/DHCPmessagé¢ransferredsinceall computersn thelab hashard-coded
IP addresses.)

Look at the arp cachenow. Doesthe Linux implementationtries to enter hardware
addressemto ARP cacheasthey comeby? Explainwhatarethetrade-ofs.

Startcapturingagain,andtry to pinganon-istentcomputerl72. 16. 9. 254, Explainthe
results.Checkthear p cacheafterstoppingthepi ng program(with Control-C).



