
CSIS0234BComputer and Data Communication (ClassB)
Tutorial 6

UnderstandingEthernet addresstranslation

In thistutorial,youwill seethestepsthatyourcomputerperformsto find theaddressof another
partyon the sameEthernetlink. A tool called“ethereal” hasbeeninstalledto let you see
clearlytheframessent.It usesthepacketcapturinglibrarytocaptureframes,checktheprotocols
usedin thevariouslayersof theframe,anddisplayit nicelyin aGUI screen.Thissavesusfrom
alot of low-levelreadingof frames.Wewill useit tounderstandthecompleteaddresstranslation
processinvolvedwhenanetwork packetneedsto besent.

Work in pairsandsharetwo computers:ourexerciseinvestigateframesbetweenthetwo.

1. Familiarizing with ethereal

a. Login as root (only the administratorhasthe capability to captureall packets, for the
obviousreasonthatotherwise,all thepasswordssentonthesystemcanbesniffedby every
user).Createa terminalwindow andrun“ethereal”.

b. In the“Capture”menu,select“Start”. Notethatthereis a filter text box,which allow you
to typea capturefilter. Makesurethat is empty(sothatwecaptureeverything),andpress
“OK”. Wait for 5seconds,andstopthecapturing.Thereare3partsof theresultingdisplay:
thefirst showsasummary line for eachframecaptured,thesecondshowstheframecontent
in anoverview format,andthethird shows theframeasplain hexadecimaldata. Try to
click ondifferentpartsof eachpaneto seewhatyougetfrom them.

c. Note that therearemany framescaptured.As an effort to reducethe numberof frames
captured,try to do the samething again, but disable promiscuousmode (which canbe
specifiedafteryouchoose“Capture->Start”).Do younoticeany reductionin traffic?

d. Createacapturefilter thatchoosesonly framesthatarenotEthernetmulticast(multicastin-
cludesbroadcast)andat thesametimenotdestinatedto thecomputeryouuse(bychecking
theframedoesnothavethedestinationbeingyourEthernetaddress—yourEthernetaddress
canbe found by typing “ipconfig”, andis displayedunderthe heading“HWaddr”).Can
you captureany frame? Whatyou caninfer aboutwhat is connectingthenetwork—hubs
or switches?

2. Ethernet encapsulation

a. Now clearthefilter thatyouhavemade,andcapturefor a while again. Whatis thesizeof
thesmallestframethatyoucancapture?

b. ThebookclaimsthatEthernetframesarealwayspaddedto aminimumof 64bytes. Is the
bookwrong? (Answeronly afterreadingagain theframelayoutof Ethernet!)

c. In a pureTCP/IPEthernetnetwork, all packetsshouldhave Ethernetframetype0x800,
0x806 and0x8035 (IP, ARPandRARP).Canyoufind any othertraffic on thenetwork?

d. NotethatsomeEthernetframeshasan“unknown” protocol,while someare“raw” (i.e.,in
placeof the“protocol” field,anEthernetframelengthisput).Suggestawaytodifferentiate
betweenthem. (Hint: whatis themaximumEthernetframesize?)
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3. Getting hold of IP Addr esses

For thispartyou have to work with your partner. We will call oneof themcomputer1andthe
othercomputer2.

a. In bothcomputers,setupa capturingfilter to selectonly packetsthat involvestheEthernet
addressof eithercomputer. Startcapturing,andtry to ping computer2 from computer1
usingthecommandping -n hw335aNN whereNN is thecomputernumberof computer
2 (usingthe-n flagasksping not to try to doareverseDNSlookup,whichgivesacleaner
display).Stopcapturing,andexplainwhy eachframeis sent.

b. FindtheDNSresponse,andcompareit with theoutputof dig.Try tounderstandeverybyte
of theframe. Is thereany of themthatyoucannotmapto theresultof dig?

c. Try againusinganIP addressratherthantheDNShostname.Is thereany differencein the
typeof framessent?

d. Repeatoneof theabovestepswithout the-n option,andseewhatextra framesaresent.

4. Addr essResolutionProtocol

Now wewill focusourattentionto theARPprotocol.

a. You candisplaythecurrentARP cacheby runningthecommandarp. Notethat thereare
quitesomeentriestherealready. Wewantto cleanthemfirst.

b. From the KDE menu,find the item System-> Network Configuration, and useit to
deactivatethenetwork andactivateit again,which shouldcleartheARP cache.Do this
for both computers. Repeatthe ping exercise,this time restrict the filter so that only
ARP framesareselected.Explain every ARP packetsthat is sent,andtry to understand
completelythecontentof eachARPframe. Notein particularwhich of theseframesare
broadcasted.

c. Restartthenetwork againfor bothcomputers,andusearp tomakesurethattheARPcache
isempty. Startcapturingagainin computer1.Stopthenetworkof computer2,setupitsnet-
work parametersothattheIP addressusedis thesameascomputer1,andstartthenetwork
again. Explaintheframessent. (Note: theframesaresentby a programcalledarping,
whichuseis to detectduplicatedIP addresssothattheuserknow abouttheclash.)

d. Start capturingagain in computer1, reset the network configurationof computer2,
andrestartthe network. Explain every ARP packet sent. (Note: thereshouldn’t be any
RARP/BOOTP/DHCPmessagetransferred,sinceall computersin thelabhashard-coded
IP addresses.)

e. Look at the arp cachenow. Does the Linux implementationtries to enter hardware
addressesinto ARPcacheasthey comeby? Explainwhatarethetrade-offs.

f. Startcapturingagain,andtry topinganon-existentcomputer172.16.9.254.Explainthe
results.Checkthearp cacheafterstoppingtheping program(with Control-C).


