
CSIS0234B Computer and Communication Networks (Class B)
Reading for Tutorial 6
Peeping at the network

In many cases,youhaveanetwork programor systemthatclaimsthatit performsomeparticular
functions,but youwonderhow it isdone.Perhapsyouwanttocreateyourown implementation.
Or perhapsyoujusthaveaproblemthattheprogramdoesn’t work asyouexpect,andyouwant
to seewhatis theproblem.Onewould thenwantto capturepacketssentby theprogram.

1. Who do the capturing

The operatingsystemis responsiblefor processingall dataframesreceivedby network cards
andfrom serialports,andprocessthemto seewhetherit shouldbe forwardedto thenetwork
layer, forwardedto anotherlink, processedinternally, or simplydiscarded.Hencetheoperating
systemseesandprocessesevery singledataframethat is receivedby any networking device.
Duetosuchneeds,mostoperatingsystemshaveinterfacefor copying framesthatit receivedtoa
userprogram,sothattheframescanlaterbeanalysed.However, thereisnostandardhere:every
systemuseadifferentinterfaceto allow userprogramsto captureframes.

As anote,for Ethernetlinks, thephysicallink is abroadcastmedia,soit is evenpossibleto trap
everythingin thenetwork. Normally, thenetwork cardwill try to besmart: if a framedoesnot
seemto bedestinatedto thecomputer(becausetheframehasadestinationaddresswhichisnei-
thertheaddressof thenetwork card,norabroadcastor multicastaddress),theframeis notsent
to thecomputer, sotheoperatingsystemwill not seethem. This reducestheamountof frames
thatmustbeprocessedby theoperatingsystem,thusgiving moreCPUcyclesto applications.
However, if anadministerwantstoseethetrafficof thenetwork,theEthernetcardcanbesetinto
a “promiscuousmode”.In this mode,thecheckingwe just mentionedis not performed,sothe
operatingsystemwill receiveeveryframeonthenetwork. At timesthis is agoodwayto debug
network problems.

2. Selecting packets

It is usuallyimpracticalto captureanddisplayall traffic that is going on in a broadcastlink:
therearesimply too many of them. All tools that captureframeshave facilities for filtering
unnecessarypackets. Oneof thesetools,tcpdump, hasthefiltering andcapturingcodewritten
asa library (libpcap,“packet capturelibrary”) that canbe reusedin othersimilar tools. As is
mentionedabove,no two operatingsystemsusethesameinterfacefor packet capturing,sothe
library is alsoimportantin providing a unifiedprogramminginterfacefor packet capturing.As
a result,many programsusethis library for capturingframes,andhencethissyntaxfor filtering
them. Eventhoughtcpdumpis completelytext-based,andmight not bethetool of choicefor
many administrators(we will usea GUI versionethereal), mostdo learnthesyntaxthat it
providesfor filtering frames.

The tcpdump programis usually invoked like tcpdump expr, whereexpr is an expression
specifyingthecapturefilter. (If thefilter ismissing,everyframewill becapturedanddisplayed.)
Theexpressionisevaluatedfor eachframe,andif it is “true”, theframeisselectedanddisplayed.
Otherwisethe frameis silently dropped.Thereis an unlucky fact,though: themanpageis a
ratherpoor andconfusingattemptat explaining the syntaxof the expression.So insteadof
forcingyouto readthemanpage,wehighlight themainfeatureshere.
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An expressionisastringconsistingof oneor moreprimitives combinedusinglogicaloperators
likeand (or&&),or (or||) andnot (or!).Thereisonly two levelof precedence:not isbefore
and andor.Everythingelseis left-to-right. If youdon’t liketheresult,youcanuseparentheses
to enclosethem. Thoseusingtcpdump usuallyput the whole expressionin a pair of single
quotesto preventtheshellprogramto interpretthem. E.g.,

tcpdump ’ip and not host 127.0.0.1’

containstwo primitivesip andnet 127, combinedin sucha way that theframeis selectedif
thefirst is trueandthesecondis false. It canalsobewritten in many otherways,e.g.,

tcpdump ’ip && !(host 127.0.0.1)’

Soit remainsto explainwhatis a primitive. Therearequitea largenumberof them,which we
will explain only a few. All primitiveswork by checkingwhetherthe framesatisfysomecri-
teria.

Thebasicprimitiveisarelational operation:findingsomeparticularbytesof theframe,perform
someoperationsto form anarithematic expression, andmatchit againstanotherarithematic
expressionusinga relationaloperatorlike ==, !=, >, etc. Arithematicexpressionsareformed
by thingsthat you would expect: composingvaluesusing+, -, *, /, bitwise&, andbitwise|;
overridingprecedenceby parentheses.Valuescanbea constant,or thewordlen denotingthe
lengthof theframe,or thecontentof theframe.Theframecontentisdenotedin aspecialsyntax
proto[start:size], sayingthatyouwantto getthesize byteintegerstartingfrom thestart-th byte
of theprotocollayerproto of theframe. Thesize partmaybeomitted,in which caseit means
1byte. E.g.,thefollowing returnstrueif theframeis sentto anIP multicastaddress,i.e.,with
first byteof theIP destinationfield (16-thbytein theIP header)to beabove224,but thewhole
IP destinationis not255.255.255.255:

tcpdump ’ip[16] >= 224 and ip[16:4] != 0xffffffff’

3. Various shortcuts

Thisworksonly if you canrememberor lookupthelocationof therequiredfield of theframe,
andevensoit israthertedious.Therearevariousshorthands for writing themin amorereadable
way. Many of theseshorthandshasa commonform wheresomekeywords arefollowedby an
id likewww.csis.hku.hk or 53. Theearlierexamplehost 127.0.0.1 is of thisform: the
host keyword is followedby theid 127.0.0.1. If a keyword is missing,thenit is assumedto
bethesetof keywordsin thelastshorthand.E.g.,host 127.0.0.1 or 172.16.0.1 means
net 127.0.0.1 or net 172.16.0.1. Someof thepossiblekeywordsare:

• host hostname: true if the IP headerhashostname in either the sourceor destination
address.Onecanbemorespecificaboutthedirectionby precedingtheexpressionbydst,
src or dst and src. Onecanalsoinsertan Ethernetprotocolname(oneof ip, arp,
rarp andip6) to specifywhatkind of protocolyouareinterestedin. So

arp src host 0.0.0.0

will getall ARPrequests1 of with sourcehosts0.0.0.0.Thehostname canalsobespecified

1As explainedin the lecture,ARP (AddressResolutionProtocol)is the protocol for finding which Ethernetaddress
shouldbeusedtosendpacketstoaparticularIP address.An Ethernetframe,of Ethernetprotocol0x806, isbroadcasted
to thenetwork,andtheoneholdingtheIPaddresswill reply, in effectsendingtheEthernetaddressto therequestingparty.
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asa DNSname,which will besearchedthroughthenormalprocessusinginet_ntoa()
andgethostbyname().

• port portnum: trueif theIP headerhasportnum asthesourceor destinationport number.
Again, dst, src or dst and src can be usedto be specificabout the sourceand
destination.OnecanalsoinsertanIP protocolname(oneof tcp andudp) to specifywhat
kind of protocolyouareinterestedin. So

tcp port 53

will getall theDNS(port53)traffic thataredonevia TCPratherthanthenormalUDP.The
portnum (53) canalsobe specifiedby a namefound in /etc/services (in this case,
nameserver).

• proto protonum: trueif theIP packet is for protocolprotonum. E.g.,proto 17 will trap
all UDPpackets. Thenamecanalsobeused,soyoucanwrite proto UDP instead.Most
likely youwon’t evendo that: thereis anabbreviationudp which standsfor it. Theother
suchabbreviationsincludetcp andicmp.

Thewholeexpressioncanbeprecededby thekeyword ether, in which caseit chooses
framesbasedon Ethernetprotocolnumber. The only onesimportantfor us are0x800,
0x806 and0x8035 (IP, ARPandRARPrespectively).Youdon’t reallyneedto typethese
numbers,asyou canusetheabbreviationsip, arp andrarp insteadof themoreverbose
ether proto 0x800, ether proto 0x806 andether proto 0x8035.

• broadcast or multicast: the frameis a Ethernetbroadcastor multicast. This canbe
precededby thekeywordip (i.e.,ip broadcast andip multicast) in caseyouwant
only broadcastsfor IP frames,notARP, RARPor other(non-IP)protocols.

With all theseknowledge,weknow thefirstexampleip and not host 127.0.0.1meansan
IP framethathasneithersourcenordestinationaddressbeingtheloopbackaddress127.0.0.1.

Thereareotherprimitivesthatarenot asusefulwhenpeepingat anIP network,andwechoose
to let youview themanpagewhentheneedcomes.Thereisoneextrakeyword,net, thatisalso
important,but we decidednot to explain it asit won’t make senseuntil you know theInternet
addressingscheme.

ThesourceIP addressis setto 0.0.0.0only whenahostis startingup,to detectwhethera IP collisionwouldoccur.


