CSIS0234B Computer and Communication Networ ks (Class B)
Reading for Tutorial 6
Peeping at the network

In mary casesyouhave anetwork programor systenthatclaimsthatit performsomeparticular
functions but youwonderhow it is done. Perhapgyouwantto createyour own implementation.
Or perhapgoujust have a problemthatthe programdoesnt work asyou expect,andyouwant
to seewhatis theproblem. Onewould thenwantto capturepacletssentby the program.

1. Who dothecapturing

The operatingsystemis responsibldor processingll dataframesreceved by network cards
andfrom serialports,and procesgshemto seewhetherit shouldbe forwardedto the network

layer, forwardedto anothetink, processethternally, or simply discarded Hencetheoperating
systemseesand processesvery singledataframethatis receved by any networking device.

Dueto suchneedsmostoperatingsystemsave interfacefor copying frameghatit recevedto a

userprogramsothattheframescanlaterbeanalysed However, thereis nostandardere: every
systemusea differentinterfaceto allow userprogramgo captureframes.

As anote for Ethernetinks, thephysicallink is abroadcasinediasoit is evenpossibleto trap
everythingin thenetwork. Normally, thenetwork cardwill try to besmart:if aframedoesnot
seemnto bedestinatedo thecomputerbecaus¢heframehasa destinatioraddressvhichis net
thertheaddres®f thenetwork card,nor a broadcasor multicastaddress)theframeis not sent
to thecomputeysothe operatingsystemwill not seethem. Thisreducesheamountof frames
that mustbe processedy the operatingsystemthusgiving more CPU cyclesto applications.
However, if anadministemwantsto seethetraffic of thenetwork,theEthernetardcanbesetinto
a “promiscuousmode”.In this mode,the checkingwe just mentioneds not performedsothe
operatingsystemwill receve everyframeonthenetwork. At timesthisis agoodwayto delug
network problems.

2. Selecting packets

It is usuallyimpracticalto captureanddisplayall traffic thatis goingon in a broadcastink:
thereare simply too mary of them. All tools that captureframeshave facilities for filtering
unnecessargaclets. Oneof theseools,t cpdunp, hasthefiltering andcapturingcodewritten
asa library (libpcap,“packet capturelibrary”) thatcanbe reusedn othersimilar tools. As is
mentionedabove, no two operatingsystemaisethe sameinterfacefor paclet capturing sothe
library is alsoimportantin providing a unified programmingnterfacefor paclet capturing.As
aresult,mary programausethislibrary for capturingiramesandhencethis syntaxfor filtering
them. Eventhoughtcpdumpis completelytext-basedandmight not be thetool of choicefor
mary administratorgwe will usea GUI versionet her eal ), mostdo learnthe syntaxthat it
providesfor filtering frames.

Thet cpdunp programis usuallyinvoked like t cpdunp expr, whereexpr is an expression
specifyingthecapturdilter. (If thefilter ismissingeveryframewill becapturecanddisplayed.)
Theexpressions evaluatedor eachframe andif it is“true”, theframeis selectecdnddisplayed.
Otherwisethe frameis silently dropped. Thereis an unlucky fact,though: the manpageis a
ratherpoor and confusingattemptat explaining the syntaxof the expression. So insteadof

forcingyouto readthemanpagewe highlightthemainfeaturesere.
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An expressions astringconsistingdf oneor moreprimitivescombinedusinglogical operators
likeand (or&&),or (or| | )andnot (or!).Thereisonlytwolevel of precedencenot isbefore
and andor . Everythingelseis left-to-right. If youdon' liketheresult,youcanuseparentheses
to enclosethem. Thoseusingt cpdunp usually put the whole expressionin a pair of single
guotedo preventtheshellprogramto interpretthem. E.g.,

tcpdunp 'ip and not host 127.0.0.71

containgwo primitivesi p andnet 127, combinedn suchaway thattheframeis selectedf
thefirstis trueandthesecondsfalse. It canalsobewrittenin mary otherways,e.g.,

tcpdunp "ip &% !(host 127.0.0.1)°

Soit remaingo explain whatis a primitive. Therearequitealargenumberof them,whichwe
will explain only a few. All primitiveswork by checkingwhetherthe frame satisfysomecri-
teria.

Thebasigorimitiveisarelational operation:findingsomeparticularbytesof theframe perform
someoperationgo form anarithematic expression, and matchit againstanotherarithematic
expressiorusinga relationaloperatorlike ==, | =, >, etc. Arithematicexpressionsareformed
by thingsthatyou would expect: composingvaluesusing+, -, *, / , bitwise & andbitwise| ;
overridingprecedencey parenthesesValuescanbea constantpr theword | en denotingthe
lengthof theframe or thecontentof theframe. Theframecontentis denotedn aspeciakyntax
proto[ start: size], sayingthatyou wantto getthe size byteinteger startingfrom the start-th byte
of the protocollayer proto of theframe. The size partmaybe omitted,in which caseit means
1byte. E.g.,thefollowing returnstrueif theframeis sentto anIP multicastaddressi.e.,with
first byte of thelP destinatiorfield (16-thbytein the IP header}o beabove 224,but thewhole
IP destinations not 255.255.255.255:

tcpdunp "ip[l1l6] >= 224 and ip[16:4] !'= Oxffffffff’

3. Variousshortcuts

Thisworksonly if you canremembeor lookupthelocationof therequiredfield of theframe,
andevensoit israthertedious.Therearevariousshor thandsfor writing themin amorereadable
way. Many of theseshorthand$iasa commonform wheresomekeywor ds arefollowedby an

i d likewww. csi s. hku. hk or 53. Theearlierexamplehost 127. 0. 0. 1 isof thisform: the

host keywordisfollowedby theid 127. 0. 0. 1. If akeywordis missingthenit isassumedo

bethesetof keywordsin thelastshorthand E.g.,host 127.0.0.1 or 172.16.0. 1 means
net 127.0.0.1 or net 172.16.0. 1. Someof thepossiblekeywordsare:

* host hostname true if the IP headerhashostname in either the sourceor destination
addressOnecanbemorespecificaboutthedirectionby precedingheexpressiorby dst ,
src ordst and src.Onecanalsoinsertan Ethernetprotocolname(oneof i p, ar p,
rar p andi p6) to specifywhatkind of protocolyou areinterestedn. So

arp src host 0.0.0.0
will getall ARP requestsof with sourcehosts0.0.0.0.Thehostname canalsobe specified
1As explainedin the lecture, ARP (AddressResolutionProtocol)is the protocolfor finding which Ethernetaddress

shouldbeusedto sendpacletsto aparticularlP address An Etherneframe,of Etherneprotocolox806, isbroadcasted
tothenetwork,andtheoneholdingthelP addressvill reply,in effectsendingheEthernetaddresso therequestingarty.
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asa DNS namewhich will be searchedhroughthe normalprocessisingi net _nt oa()
andget host bynane() .

e port portnum: trueif thelP headehasportnum asthe sourceor destinatiorport number
Again, dst, src or dst and src canbe usedto be specificaboutthe sourceand
destination.Onecanalsoinsertan|P protocolname(oneof t cp andudp) to specifywhat
kind of protocolyou areinterestedn. So

tcp port 53

will getall theDNS(port53)traffic thataredonevia TCPratherthanthenormalUDP. The
portnum (53) canalsobe specifiedby a namefoundin / et c/ servi ces (in this case,
nameser ver).

e proto protonum: trueif thelP pacletis for protocolprotonum. E.g.,prot o 17 will trap
all UDP paclets. Thenamecanalsobeusedsoyou canwrite pr ot o UDP instead.Most
likely youwon’t evendo that: thereis anabbreviationudp which standdor it. Theother
suchabbreviationsincludet cp andi cnp.

The whole expressioncanbe precededy the keyword et her , in which caseit chooses
framesbasedon Ethernetprotocolnumber The only onesimportantfor us are 0x800,
0x806 and0x8035 (IP, ARP andRARPrespectiely). Youdon't really needto typethese
numbersasyou canusethe abbreiationsi p, ar p andr ar p insteadof themoreverbose
et her proto 0x800,et her proto 0x806 andet her proto 0x8035.

* broadcast ornul ticast:theframeis a Ethernetbroadcasbr multicast. This canbe
precededy thekeywordi p (i.e.,i p broadcast andi p nul ti cast)in caseyouwant
only broadcastéor IP framesnot ARP, RARP or other(non-IP)protocols.

With all theseknowledge weknow thefirstexamplei p and not host 127.0. 0. 1 meansan
IP framethathasneithersourcenor destinatioraddres$eingtheloopbackaddres427.0.0.1.

Thereareotherprimitivesthatarenot asusefulwhenpeepingat anIP network, andwe choose
toletyouview themanpagewhentheneedcomes.Thereis oneextrakeyword,net , thatis also
important,but we decidednot to explainit asit won't make senseuntil you know the Internet
addressingcheme.

ThesourcdP addresss setto 0.0.0.0only whena hostis startingup, to detectwhethera IP collision would occur



