
CSIS0234B Computer and Data Communication (Class B)
Tutorial 7
Subnetting

Imaginethatyouarein chargeof thenetworkingof a departmentof a corporation,whichgave
you a block of IP addresses(i.e.,a subnet),which is partof theaddressesthat thecorporation
owns. Youalsoobtainedthecompleteadministrativerightoverthesetof addresses.Thatmeans
youarenow in chargeof theaddresses,aswell astheroutingof packetsof thoseaddresses.You
areto build a localnetwork outof it.

In this tutorial, you’re going to set up this local network. You will needto make physical
connectionsof themachinesaswell assetupthe interfacescorrectlyso that themachinescan
communicatewith eachother.

Your tasks

Your taskis simple: work in groupof 3–4to setupthethingssothatall theinvolvedcomputers
cantalk toeachother,andcantalk tocomputersoutsidethenetwork. Wehaveaprimary gateway
which is connectedto theoutsideworld. You areto setupa secondary gateway to connectthe
computersin your subnet,which consistsof two or threeotherhosts.You will beallocateda
switchandenoughethernetcableto completethe task. We suggestthe following stepswhen
trying to achievethegoal:

1. Computethenetwork addressesandnetmasksof theprimarynetwork andyoursubnet.

2. Setupyourown subnet(includingyoursecondarygateway),withoutconnectiontooutside,
usingtheinterfaceeth0 of thecomputers.Youmayusetheredhat-config-network
programprovidedby Redhatto setupthenetworking parameters.Usingping, testyour
network to makesurethateachpairof computersareconnected.

3. Onthesecondarygateway, usetheotherinterfaceeth1 to connectto theprimarygateway.
Configurethe interface,and make surethe secondarygateway can talk to the primary
gateway(again,usingping).

4. By default,a computer(thesecondarygateway included)is configuredasa multi-homed
host.Configureit asarouter,andseewhetherthesubnet(otherthanthesecondarygateway)
canreachtheprimarygateway. Youshouldnoticethatit fails. Useetherealatthesecondary
gatewayto identify thereasonbehindthefailure,andcorrectit. (Hint: youmight needto
dosomethingwith theprimarygateway.)

5. Try toseewhetherthesecondarygatewayandthehostsin it canconnecttothedepartmental
servers. Fix any problemthat you see. (If you useprogramsother thanping, or if you
use the DNS service,you must disablethe firewall of your secondarygateway using
/etc/init.d/ipchains stop.)

6. Onceanothergroup reachesthis step,try to connectyour hoststo the secondarygate-
way of their computer, andalsoto the hostsof their subnet.Do you expect that it will
work? Why?

7. Usetraceroute to seewhatis thepaththatis beingusedto sendpacketsto hostsin their
subnet.Notethatpacketstravel throughtheprimarynetwork twice: onceto theprimary
gateway,oncefrom theprimarygateway. Try toavoid thatby changingtheroutingtableof
oneof thesecondarygateway. After that,seewhatroutesis takenby bothsides.


