CSI1S0234B Computer and Data Communication (ClassB)
Tutorial 7
Subnetting

Imaginethatyou arein chage of the networking of a departmenbf a corporationwhich gave
you a block of IP addresse@.e.,a subnet)which is partof the addressethatthe corporation
owns. Youalsoobtainedhecompleteadministratveright overthesetof addressesThatmeans
youarenow in chageof theaddressesswell astheroutingof paclketsof thoseaddressesYou
areto build alocal network out of it.

In this tutorial, you're going to set up this local network. You will needto make physical
connection®f the machinesaswell assetupthe interfacescorrectlysothatthe machinesan
communicatavith eachother

Your tasks

Yourtaskis simple: work in groupof 3—4to setupthethingssothatall theinvolvedcomputers
cantalkto eachotherandcantalk to computersutsidehenetwork. Wehaveaprimary gateway
whichis connectedo theoutsideworld. You areto setup a secondary gateway to connecthe
computersn your subnetwhich consistsf two or threeotherhosts. You will be allocateda
switch andenoughethernetcableto completethe task. We suggesthe following stepswhen
trying to achieve thegoal:

1. Computehenetwork addresseandnetmask®f the primarynetwork andyour subnet.

2. Setupyourown subnef(includingyour secondargatevay),withoutconnectiorio outside,
usingtheinterfaceet h0 of thecomputers.Youmayusether edhat - conf i g- net wor k
programprovided by Redhatto setupthe networking parametersuUsing pi ng, testyour
network to make surethateachpair of computersareconnected.

3. Onthesecondargatavay, usetheotherinterfaceet h1 to connecto the primarygatevay.
Configurethe interface,and make surethe secondarygatevay cantalk to the primary
gatevay (again,usingpi ng).

4. By default,a computer(the secondarygatevay included)is configuredasa multi-homed
host. Configurdt asarouter andseewvhethetthesubne{(otherthanthesecondargatevay)
canreachtheprimarygatevay. Youshouldnoticethatit fails. Useethereaatthesecondary
gatevayto identify thereasorbehindthefailure,andcorrectit. (Hint: you might needto
dosomethingwith theprimarygatevay.)

5. Trytoseewhetherthesecondargatevayandthehostsn it canconnectothedepartmental
seners. Fix ary problemthatyou see. (If you useprogramsotherthanping, or if you
usethe DNS service,you must disablethe firewall of your secondarygatevay using
/etc/init.d/ipchains stop.)

6. Onceanothergroup reacheghis step,try to connectyour hoststo the secondarygate
way of their computerandalsoto the hostsof their subnet. Do you expectthat it will
work? Why?

7. Uset racer out e to seewhatis the paththatis beingusedto sendpacletsto hostsn their
subnet. Note that pacletstravel throughthe primary network twice: onceto the primary
gatavay, oncefrom theprimarygatevay. Try to avoid thatby changingheroutingtableof
oneof thesecondargatavay. After that,seewhatroutess takenby bothsides.



