CSIS0234B Computer and Communication Networ ks (Class B)
Reading for Tutorial 7
Basicrouting in the Internet

In the lectureswe talk aboutrouting tables,which allow hostsin a network to communicate,
withoutregardto theunderlyingnetwork architecture In anothemword,theunderlyingnetwork
will doit for them. We will seehow thisis achievedin networksrunningthe InternetProtocol.

1. Addressing

As is describedn thelecture mostof thetime the network addresss partof the hostaddress.
This allows the routing softwareto find, for eachpaclet, whereshouldit be sentto. For the
Internetprotocol thehostaddresss calledan®IP address’andis a 32-bitinteger Thenetwork
addresss someof thebitsof thelP addresslt is vitally importantthatyouunderstandhow one
canextractthenetwork addresgrom thelP addressThatinformationcanbefoundin thelecture
notes7.13-7.17soit is not repeatechere. Pleasefamiliarizeyourseheswith the addressing
schemédy readingthosefew pages.

2. Routingin IP networks

The InternetProtocoldeliversthe datagramby checkingthe destinationlP addressn the IP
datagranmheader If theit isanaddres®f alocalnetwork,thepacletis delivereddirectlyto the
destinationusingthe mechanisméik e ARP anddirect frame sending. Otherwise the paclet
maybesentto anothercomputemwhichknowshow to sendit to thedestinationor it maysimply
be discarded.The decisionaboutwhat to do for eachpaclet (arriving eitherfrom the upper
transporiayeror from anotherost)is calledrouting.

Somecomputerscalled gateways or IP routers, are responsiblefor relaying,or forwarding,
pacletsfrom onecomputerto anotheruntil it reacheghe intendeddestination.Obviously, an
IP routermusthave multiple network interfacessothatit canreceve packetsfrom oneandfor-
ward the paclet to another Thereverseis not true: somecomputergknown asmulti-homed
hosts) may have more than one interface,but refuseto forward paclets. Indeed,the default
configurationin most OS is for computershaving multiple network interfacesto be multi-
homedratherthanrouting. This allows mis-configurationof routing tablesto be discovered
moreeasilyandbeforemajor problemoccurs. For settingup a router onehasto do an extra
stepto enablelP forwarding. E.g.,in Linux, thisis doneby writing the string“1” to the file
/ proc/ sys/ net/ipv4alip_forward:

echo 1 > /proc/sys/net/ipvdl/ip_forward

Writing “0” insteadof “1” will disableforwardingagain.

3. Routingtables

For mosthoststheroutingdecisionsaresimple: if thedestinatiorhostis onthelocal network,
thedatais deliveredto thedestinatiorhostdirectlyusingthenetwork interfacejf thedestination
hostis ontheremotenetwork,thedatais deliveredto a“default” gatevay. It ismorecomplicated
at gatavays: dependingon the network address of the paclet, the paclet shouldbe forwarded
to adifferentinterface.
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Suchdecisionsare configuredby a routing table. A routing table mapsnetwork addresseto
eitherthe router (whenforwarding)or aninterface(whenusinglocal network addresseghat
mustbe usedto reachthe destination.In Linux, we usether out e command(possiblywith
the - n optionif you don’'t want DNS lookup) to displaythe routing tablé. Hereis a typical
routingtable:

Desti nation Gat eway Genmask Flags Metric Ref Use |face
192.168.0.0 0.0.0.0 255. 255.255.0 U 0 0 0 ethoO
127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0lo
0.0.0.0 192.168.0.1 0.0.0.0 uG 0 0 0 ethoO

Eachentry of the routing table hasa desti nati on and a genmask. Togetherthey give
the network addressfor which routing is specified. For example,the 192. 168. 0. 0 and
255. 255. 255. 0 above specifieghatthetableentryis for theroutingof destinatioraddresses
from192. 168. 0. 0t0192. 168. 0. 255. Conceptually; eachincomingpacletwill bematched
with all thesenetworks,in orderto find theentrieswith amatchingnetwork addressTheremay
bemultiple entrieghatmatches paclet,andin suchcasesheentrywith themostspecific(i.e.,
largest)genmask prevails. For example,if apacletarrivesfrom 192. 168. 0. 1, boththefirst
andthethird entryarematchedbut thefirstis chosersinceit hasalargergenmask. Notethatit is
alsopossibleto have entriesfor a singlehost,by having gennask being255. 255. 255. 255.

Whenanaddressnatchesnentryin thetable theGat eway field tellshow to reachthespecified
destination.If the Gat eway field containghe IP addres®f a router therouteris used. If the
Gat eway field contains0. 0. 0. 0, the destinatiomnetwork is directly connected.Thel f ace
field shavsthenetwork interfaceusedfor theroute. In theexamplejt is eitherthefirst Ethernet
interface(et h0) or theloopbackinterface(l o).

Theremainingour fields(Ref , Use, FI ags andMet r i c) displaysomeextrainformationabout
theroute,which areonly of maginalvalues(e.g. aUin theFl ag indicateghattherouteis up,
andaGflagindicatesvhetheror notanexternalgatevayis usedgtc.).For moredetailsonthese
fields,readr out e( 8) .

4. Manually building arouting table
Ther out e commands alsousedto modify theroutingtable. It is invokedlik e this:

route add -net 192.168.1.0 netnmask 255.255.255.0 gw 192.168.0.1

Thefirstagumentadd is a keyword (which shouldbe eitheradd or del ), tellingr out e either
to addanew routeor deleteanexistingone. Thenext algument net specifythatroutingentry
for anetwork, ratherthanahost,is installed. (For hostroutest is not possibleto useanetmask.)
Thenthedestinationthegenmaskandthe gatevay arespecified“genmask and“gatavay” are
specifiedby the keywords“netmask”and“gw” respectrely). Alternatively, onecanspecifythe
keyword def aul t , for an entry with both destinationand genmaskbeingO0. 0. 0. 0 (i.e., the
mostgeneraloute).For otherconfigurableoptions you canalsoreadr out e( 8) for details.

Thenet stat -r commands usedto examinetheroutingtableon Solaris8 systems.

2In practice theroutingtablerarelychangesothe sameaddressesultsin the sameroute. Soa cacheis keptto avoid
having to scanthewholeroutingtableto make thesamedecisioneverytimeapacletarrives. Youcanexaminethecache
by usingroute -C.



