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Basic routing in the Internet

In the lectureswe talk aboutrouting tables,which allow hostsin a network to communicate,
without regardto theunderlyingnetwork architecture.In anotherword,theunderlyingnetwork
will do it for them. Wewill seehow thisis achievedin networksrunningtheInternetProtocol.

1. Addressing

As is describedin thelecture,mostof thetime thenetwork addressis partof thehostaddress.
This allows the routingsoftwareto find, for eachpacket, whereshouldit be sentto. For the
Internetprotocol,thehostaddressiscalledan“IP address”,andisa32-bit integer. Thenetwork
addressissomeof thebitsof theIP address.It is vitally importantthatyouunderstandhow one
canextractthenetworkaddressfromtheIPaddress.Thatinformationcanbefoundin thelecture
notes7.13–7.17,so it is not repeatedhere. Pleasefamiliarizeyourselveswith the addressing
schemeby readingthosefew pages.

2. Routing in IP networks

The InternetProtocoldeliversthe datagramby checkingthe destinationIP addressin the IP
datagramheader. If theit is anaddressof a localnetwork,thepacket is delivereddirectlyto the
destination,usingthe mechanismslike ARP anddirect framesending.Otherwise,the packet
maybesenttoanothercomputerwhichknowshow tosendit to thedestination,or it maysimply
be discarded.The decisionaboutwhat to do for eachpacket (arriving either from the upper
transportlayeror from anotherhost)is calledrouting.

Somecomputers,called gateways or IP routers, are responsiblefor relaying,or forwarding,
packetsfrom onecomputerto anotheruntil it reachesthe intendeddestination.Obviously, an
IP routermusthavemultiplenetwork interfacessothatit canreceivepacketsfrom oneandfor-
ward the packet to another. The reverseis not true: somecomputers(known asmulti-homed
hosts) may have more thanone interface,but refuseto forward packets. Indeed,the default
configurationin most OS is for computershaving multiple network interfacesto be multi-
homedratherthan routing. This allows mis-configurationof routing tablesto be discovered
moreeasilyandbeforemajor problemoccurs.For settingup a router, onehasto do an extra
stepto enableIP forwarding. E.g., in Linux, this is doneby writing the string “1” to the file
/proc/sys/net/ipv4/ip_forward:

echo 1 > /proc/sys/net/ipv4/ip_forward

Writing “0” insteadof “1” will disableforwardingagain.

3. Routing tables

For mosthosts,theroutingdecisionsaresimple: if thedestinationhostis on thelocalnetwork,
thedataisdeliveredto thedestinationhostdirectlyusingthenetwork interface;if thedestination
hostisontheremotenetwork,thedataisdeliveredtoa“default” gateway. It ismorecomplicated
at gateways: dependingon thenetwork address of thepacket,thepacket shouldbeforwarded
to adifferentinterface.
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Suchdecisionsareconfiguredby a routing table. A routing tablemapsnetwork addressesto
eitherthe router(whenforwarding)or an interface(whenusinglocal network addresses)that
mustbe usedto reachthe destination.In Linux, we usetheroute command(possiblywith
the -n option if you don’t want DNS lookup) to displaythe routing table1. Here is a typical
routingtable:

Destination     Gateway         Genmask         Flags Metric Ref    Use Iface
192.168.0.0     0.0.0.0         255.255.255.0   U     0      0        0 eth0
127.0.0.0       0.0.0.0         255.0.0.0       U     0      0        0 lo
0.0.0.0         192.168.0.1     0.0.0.0         UG    0      0        0 eth0

Each entry of the routing table hasa destination and a genmask. Togetherthey give
the network addressfor which routing is specified. For example, the 192.168.0.0 and
255.255.255.0 abovespecifiesthatthetableentryis for theroutingof destinationaddresses
from192.168.0.0 to192.168.0.255.Conceptually2,eachincomingpacketwill bematched
with all thesenetworks,in orderto find theentrieswith amatchingnetwork address.Theremay
bemultipleentriesthatmatchesapacket,andin suchcasestheentrywith themostspecific(i.e.,
largest)genmask prevails. For example,if a packet arrivesfrom 192.168.0.1, boththefirst
andthethirdentryarematched,but thefirst ischosensinceit hasalargergenmask.Notethatit is
alsopossibleto haveentriesfor asinglehost,by havinggenmask being255.255.255.255.

Whenanaddressmatchesanentryin thetable,theGateway field tellshow toreachthespecified
destination.If theGateway field containstheIP addressof a router, therouteris used. If the
Gateway field contains0.0.0.0, the destinationnetwork is directly connected.TheIface
field showsthenetwork interfaceusedfor theroute. In theexample,it iseitherthefirst Ethernet
interface(eth0) or theloopbackinterface(lo).

Theremainingfour fields(Ref,Use,Flags andMetric) displaysomeextrainformationabout
theroute,whichareonly of marginalvalues(e.g. aU in theFlag indicatesthattherouteis up,
andaG flagindicateswhetheror notanexternalgatewayisused,etc.).For moredetailsonthese
fields,readroute(8).

4. Manually building a routing table

Theroute commandis alsousedto modify theroutingtable. It is invokedlikethis:

route add -net 192.168.1.0 netmask 255.255.255.0 gw 192.168.0.1

Thefirst argumentadd is akeyword(whichshouldbeeitheradd or del), tellingroute either
to addanew routeor deleteanexistingone. Thenext argument-net specifythatroutingentry
for anetwork,ratherthanahost,is installed.(For hostroutesit isnotpossibletouseanetmask.)
Thenthedestination,thegenmaskandthegatewayarespecified(“genmask”and“gateway” are
specifiedby thekeywords“netmask”and“gw” respectively).Alternatively, onecanspecifythe
keyword default, for an entrywith both destinationandgenmaskbeing0.0.0.0 (i.e., the
mostgeneralroute).For otherconfigurableoptions,youcanalsoreadroute(8) for details.

1Thenetstat -r commandis usedto examinetheroutingtableonSolaris8 systems.
2In practice,theroutingtablerarelychange,sothesameaddressresultsin thesameroute. Soa cacheis kept to avoid
having toscanthewholeroutingtabletomakethesamedecisioneverytimeapacketarrives.Youcanexaminethecache
by usingroute -C.


