CSI1S0234B Computer and Data Communication (ClassB)
Tutorial 8
Setting up a NAT router

Thisweekwe focuson somethinghatyou cando at homeif you have anInternetconnection
andwhatto sharat amongcomputers While therearecommerciaproductghatcandothesame
task,it is usuallymoreflexible to have acomputeractasa NAT router asyou canconfigureit as
afirewall which allows mary variationsto suit your network requirements.

Your tasks

Form groupsamongyourseles,eachgroupwith threeor four studentsand operateon four

computers.Threeof them(A, B andC) formsa privatenetwork, andthefourth (D) is outside
theprivatenetwork preparingo try tappinginto thatprivatenetwork. Amongthe3computersf

theprivatenetwork, oneof them(C) actsasa NAT routet andoneof them(B) provide aservice
thatis accessibléhroughC.

Yourtaskistowritestartup scriptson Cto setup NAT andprotectthe privatenetwork against
D. Notethatyoushouldbewriting startupscriptsj.e.,ashellscriptthatwill reseteverythingand
configue the networkpadket filter fromthe beginning Thisis muchlesstime consuminghan
having to find andmodify thechainsof thetablespecausgou canresetit any timeyouwantby
justrunningthescript. Remembethatyou canwrite ruleswith LOGtargets,andthusgainsome
ideaaboutwhatis happeningdo pacletsthatpasseshroughthe NAT router

Part 1. BasicNAT setup

1. Setupthe network parametersor A, B and C: configurethemto usethe IP addresses
192.168.50.X24 bit for network part)to communicateamongthemseles. For C, setup
theextrainterfaceto usel72.16.9.yto connecto therestof thedepartmentwherey isthe
computemumberof thecomputer Testconnectvity usingping.

2. SetupNAT at C. To dothis,stopi pchai ns andstarti pt abl es, enableforwarding,and
createa shellscriptthatsetupa MASQUERADE actionin thenat table. Thefirewall will
besuspendeah theprocess—wavill soonseehow to enablehefirewall again. Make sure
theothercomputercansurf thewebandcanusessh.

3. Useet hereal onbothcomputerdgo determinevhethera connectiorto outsidehave the
sourceP addressiestinationP addresssourceport numberanddestinatiorport number
modified. (Hint: whencapturingpacletsfor the externalinterfaceof C, you canprevent
mostirreleventpacletsby specifyingnot mul ti cast ascapturdfilter.)

Part 2: Basicfirewall setup

1. Theoriginal Redhatdefault “medium-level” firewall is configuredto drop any incoming
pacletto theUDP andTCP portrange-1023(privilegedports,mostservicesunthere),
TCPranges5000-6100(X11 ports)and 7100 (X11 font serer). Add rulesto your script
at C to provide the samefunctionality, by modifying the | NPUT chainof fil t er. Every
droppedpaclet shouldbelogged.

2. Now stopthei pchai ns serviceof A andB (which stopstheir firewalls). Try to useD to
connectto the sshport of B. Thisis supposedot to work, sincethosecomputersarein
“privatenetwork”. Explainwhatstopsit from connectingo B.
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Without a proper firewall the above safety isnot real. Try to modify the routing table of D
to gain accessto be able to connect to B via ssh.

Add morerulesin C to prevent the above from happening. To do this, try to add rulesinthe
f orwar d chain of thenat tableinthe NAT router, similar to those you add to the | NPUT
chain. Remember that A and B still need to accessthe network outside, so be selectivewhen
dropping packets.

Part 3: Dynamic NAT setup

1.

Suppose you want a service, say ssh, to be provided viathe NAT router, but implemented
by B. Setup dynamic NAT in C, sothat al trafficto TCP port 22 (ssh) of the publicinterface
will be forwarded to one of the computersin the internal computer. You will also need to
relax thefilter alittle bit. Usethe picturein the reading material to determine whether you
should relax the INPUT or FORWARD chain of thefilter table.

Try to use that ssh service from D. Make sure that it getsa shell of B, not of C.

Try to use that ssh service from A. Explain why it doesn’t work by looking at the packets
captured by et her eal ,andtry to correct the situation by making somefurther modification
to C.



