
CSIS0234B Computer and Data Communication (Class B)
Tutorial 8

Setting up a NAT router

Thisweekwe focuson somethingthatyou cando at homeif you have anInternetconnection
andwhattoshareit amongcomputers.While therearecommercialproductsthatcandothesame
task,it isusuallymoreflexible to haveacomputeractasaNAT router,asyoucanconfigureit as
afirewall whichallowsmany variationsto suit yournetwork requirements.

Your tasks

Form groupsamongyourselves,eachgroupwith threeor four students,andoperateon four
computers.Threeof them(A, B andC) formsa privatenetwork, andthefourth (D) is outside
theprivatenetwork preparingtotry tappinginto thatprivatenetwork. Amongthe3computersof
theprivatenetwork,oneof them(C)actsasaNAT router, andoneof them(B) provideaservice
thatis accessiblethroughC.

Your taskis to write startup scripts onC to setupNAT andprotecttheprivatenetwork against
D.Notethatyoushouldbewriting startupscripts,i.e.,ashellscriptthatwill reseteverythingand
configure thenetworkpacket filter fromthebeginning. This is muchlesstime consumingthan
having tofind andmodify thechainsof thetables,becauseyoucanresetit any timeyouwantby
just runningthescript. Rememberthatyoucanwrite ruleswith LOG targets,andthusgainsome
ideaaboutwhatis happeningto packetsthatpassesthroughtheNAT router.

Part 1: BasicNAT setup

1. Setupthe network parametersfor A, B andC: configurethemto usethe IP addressesin
192.168.50.x(24 bit for network part) to communicateamongthemselves. For C, setup
theextra interfaceto use172.16.9.yto connectto therestof thedepartment,wherey is the
computernumberof thecomputer. Testconnectivity usingping.

2. SetupNAT at C. To do this,stopipchains andstartiptables, enableforwarding,and
createashellscriptthatsetupaMASQUERADEactionin thenat table. Thefirewall will
besuspendedin theprocess—wewill soonseehow toenablethefirewall again. Makesure
theothercomputercansurf thewebandcanusessh.

3. Useethereal on bothcomputersto determinewhethera connectionto outsidehave the
sourceIP address,destinationIP address,sourceportnumberanddestinationportnumber
modified. (Hint: whencapturingpacketsfor theexternalinterfaceof C, you canprevent
mostirreleventpacketsby specifyingnot multicast ascapturefilter.)

Part 2: Basicfirewall setup

1. Theoriginal Redhatdefault “medium-level” firewall is configuredto dropany incoming
packet to theUDPandTCPport ranges0–1023(privilegedports,mostservicesrunthere),
TCP ranges6000-6100(X11 ports)and7100(X11 font server).Add rulesto your script
at C to provide thesamefunctionality, by modifying theINPUT chainof filter. Every
droppedpacketshouldbelogged.

2. Now stoptheipchains servicesof A andB (whichstopstheir firewalls).Try to useD to
connectto the sshport of B. This is supposednot to work, sincethosecomputersarein
“privatenetwork”. Explainwhatstopsit from connectingto B.
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3. Without a proper fire wall,the above safety is not real. Try to modify the routing table of D
to gain access to be able to connect to B via ssh.

4. Add more rules in C to prevent the above from happening. To do this, try to add rules in the
forward chain of the nat table in the NAT router, similar to those you add to the INPUT
chain. Remember that A and Bstill need to access the network outside, so be selective when
dropping packets.

Part 3: Dynamic NAT setup

1. Suppose you want a service, say ssh, to be provided via the NAT router, but implemented
by B. Setup dynamic NAT in C, so that all traffic to TCP port 22 (ssh) of the public interface
will be forwarded to one of the computers in the internal computer. You will also need to
relax the filter a little bit. Use the picture in the reading material to determine whether you
should relax the INPUT or FORWARD chain of the filter table.

2. Try to use that ssh service from D. Make sure that it gets a shell of B, not of C.

3. Try to use that ssh service from A. Explain why it doesn’t work by looking at the packets
captured byethereal, and try to correct the situation by making some further modification
to C.


