CSI1S0234BComputer and Communication Networks (ClassB)
Readingfor Tutorial 8
Firewalland NAT in Linux

In thelasttutorialwe seeto allocategloballyrecognizedP addresset LANs, andhow routers
canbe staticallyconfiguredto route P pacletscorrectlyfor thoseaddresseslt worksaslong
asyou own a setof addressesThisis usuallynot the casefor homeandsmallbusinesaisers,
however. They typically have anaddresallocatedby their ISP whenthey malke their Internet
connectionandthey desirethatthe sameaddressanbe usedto sene multiple computers.To
dothis,aspecial'NAT router”canbeused. We will seehow Linux canactasone.

TheLinux NAT systemis built onin its pacletfiltering systemwhichis usedfor building afire-
wall (i.e.,to controlwhich pacletsareallowedandwhat pacletsarerejectedby the computer).
Sowewill examinebothNAT andfirewall a singleshot.

1. Firewallin Linux

Every minor version of the Linux kernel substantially updated the paclet filtering
subsystem—frortheold 2.0kernelwhen“i pf wadni isusedto“i pchai ns” of the2.2kernels,
to “i pt abl es” of the 2.4 kernel. Conceptuallythey do the samething: to decidewhetherto
allow or rejectlIP pacletsbasednalimited setof propertieof thepacletslik e theiraddresses
andportnumbers.But eachreplacemensignificantlysimplify theconfigurationsequiredgven
for complicatecervironments.Sowe will look atthe newestversion.

The computersin our lab, with Redhat7.3 installed, by default usesi pchai ns. To use
i pt abl es, onehasto stopthei pchai ns service(usingser vi ce i pchai ns st op), unload
thei pchai ns moduleJoadthei p_t abl es moduleandstartthei pt abl es serviceinstead.

i pt abl es isbasedntheideathattheuserconfiguresomekerneltablesto controlthepaclet
filter. Eachfunctionalityisimplementedy a separatéable. Currently threetablesaredefined:
regularfirewallsusethef i | t er table NAT routersuseanadditionalnat table.andthemangl e

tableis usedto specifymoreadwancedewriting of paclkets. We will focuson thefirst two.

Eachtablehaveanumberof built-in chaing andmaycontainsomeuser-definedchainsaswell.

Differentbuilt-in chainsareuseddependingpnwhetherapacletis sentor receved,andwhether
it is locally generatedr comesfrom the network. The following diagramshavs wheneach
chaininthefi |l t er andnat tableis used. Notethateachpaclet goesthroughexactly oneof

thethreebuilt-in chainsof thefi | t er table,immediatelyaftertheroutingdecisionis made.
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Eachchainhasa numberof rules, in theform “if the packet matches this pattern, then do this

action”. Sincefire wallis primarily for controllingwhetherto acceptor rejectpaclets,the two

primary actionsare ACCEPTand DROP An actioncanalsocall a userdefinedchain,and can
RETURNrom suchachain. Eachpatterntry eachrule oneby oneuntil onematchesandusethe

actionof thatmatchingrule. All built-in chainshasapolicy, whichspecifiesvhatshouldhappen
if noneof therulesmatches.ThereisalsoaLOGactionwhichallowsalog messagé bewritten

to thelog files,without terminatingthe matchingprocess.Seebelow for anexample.

An actionis triggeredby a pattern. A patterncanmatcha sourceor destinationlP addres®or
port number IP protocolname(tcp, udp or icmp), the nameof the network interface(like lo ,
ethO , etc)from/to which the pacletis receved/sent] CMP paclet type (ping, ping-reply etc),
andotherspropertief thepaclet.

Thesaareall configuredusingtheiptables  program.Usingtheprogramyoucanselectatable
anda chain,andlist/modify its content. E.g.,you candisplaythe currentcontentof theINPUT
chainof thefilter  tableusingthis.

iptables -t filter -L INPUT

Here-L meandist. If thetableisnotspecifiedit defaultstofilter . If thechainisnotspecified,
it shavsall chains.By defaultit shovsonly theprotocol,|P addresseandportto match. A -v
optionallowsyouto seetheinterfaceto matchaswell asthenumberof paclketsandbyteswhich
is processetby eachchain.

Youcanuse-A and-l toappendaruletoachainandtoinsertanew ruleataparticularposition
of the chain. We only illustratethe former, the latteris just the sameexceptthatit hasarule
number (startingfrom 1) atthe beginning,specifyingwhere(i.e.,afterwhichrule)the new rule
shouldbeinserted.An exampleof the-A option:

iptable -A INPUT -i lo -s 127.0.0.0/8 -j  ACCEPT

This specifieghatevery paclet of thelo (loopback)interfaceclaimingto be from addressn

thenetwork 127.0.0.0-127.255.255.2%he/8 specifiezhe numberof leadingbits to match)
shouldhave theactionACCEPT(the-j meansjump”, becaus¢hevaluecanalsobethename
of auserdefinedchain).Otherpossibleflagsinclude-d (destinatiodP address),p (protocol),
-0 (outputinterface)~sport (TCP/UDPsourceportnumber);-dport (TCP/UDPdestination
port number).etc. In generalpnecanuse! to negatethe sensei.e., matcheverythingthatis

nota particularvalue. E.g.,thefollowing preventsanybodyin thenetwork to sendyou a paclet
pretendinghatit is sentfrom thelocalinterface andmake alog messagevhen&erit matches:

iptable -A INPUT -i ! lo -s 127.0.0.0/8 -j LOG \
--log-prefix 'Malicious packet:’
iptable -A INPUT -i ! lo -s 127.0.0.0/8 -j DROP

A rule canberemovedfrom thechainusingexactly thesamesyntaxreplacingA by-D. Alter-
natively, youcanuse-D andspecifytherule numbero delete(insteadof thelong pattern/action
pair).To deleteeverythingin a chain,asimplerwayisto use-F (flush)instead.

Finally, you canuse-P to specifythe policy of a built-in chain. E.g.,to make everythingnot
matchingary ruleto berejectedn theINPUT chain,you canuse

iptable -P INPUT DROP



2. NAT in Linux

NAT (Network AddressTranslationllowsthesameP addresso beusedfor mary computers.
Wheneer the right paclet is passedo the NAT router, it modifiesthe IP addresseto the IP
addres®f the NAT routeritself, andchangehe port numbergo its own port number Seethe
lecturenotes7.18-7.1%or details. For thisto work, the NAT routermustwatchfor the useof
new port numberdrom othercomputersallocateanunusedoort numberof its own, andrecord
thatin memorysothatall futurepacletsfrom thesamdP addressindport numberaremodified
similarly. Sinceportnumbersareusedthiscanonly beusedfor UDPandTCPR

Thenat tableis usedwhennew portnumbersarefoundin a paclet. Its chainsdecidewhether
thepacletandfuture pacletsof thesamelP addressindport numbershouldbe processeaor-
mally (via the ACCEPT or DRCP action),or shouldbe modified(via anactiondescribedelow).

Therearetwo timesat which modificationscanbe made. Thefirst is whena pacletis aboutto
leave therouter Thiscorrespondo thePOSTROUTI NG chainof nat . Thisis usefulfor theclas
sicaluseof NAT asdescribedibore,calledsour ce NAT. For suchuse thecomputersn thelocal
network aresetto have the NAT routerasthedefault gatevay. Whena connectiorestablishing
paclet is sentto the NAT (for forwarding),it is processechormally, but just whenthe paclet
Is aboutto be sentto the network device,a new NAT entryis createdandfrom thenon all the
pacletswith thatlP addresseandportnumbersaremodifiedaccordingo theentry(modifying
thesourcdP addressindportnumber) Theactionto actvitatethefeatureareMASQUERADE and
SNAT, whicharebasicallythesameaxceptthatin MASQUERADE, whene/eraninterfaceis brought
down,theNAT tableis cleared.Thisis usefulfor thosehostswvith dynamiclP addressesssigned
by their ISP, sinceoncethe connectiorto ISP hangsup andis redialeda new IP addresss ob-
tained andtheold connectiorareunusable As anexampleof usingMASQUERADE, thefollowing
specifieshatNAT processings donefor everypacletfromthelocalnetwork192. 168. 1. 0/ 24
toet hO:

i ptable -t nat -A POSTROUTING -s 192.168.1.0/24 -0 ethO \
-j MASQUERADE

Theothertimeatwhichmaodificationcanbedoneis whenapacletentersarouter, eitherbecause
it is locally generateabr becauset is recevedfrom a network device. This correspondo the
OUTPUT andPRERQOUTI NG chainsof nat respectrely (althoughthe OUTPUT chainin thenat
tableonly startsworking from Linux kernel2.4.19,a bit never thanthe Redhat7.3installedin
thelab). They areusefulwhenthe NAT routeris usedfor computersn the Internetto access
serviceby usingthe P addres®f the NAT router althoughthe serviceis actuallyimplemented
in oneof the computergvithin thelocal network (andis thusnormallyinvisible from outside).
So althoughthe samelP addresds usedto implementperhapsa large numberof services,
the CPU loadingis spreacdto computersn its local network. Thisis calleddestination NAT.
Wheneerapacletarrivesandisto beroutedjt canmodify thedestinatioraddresgusingDNAT)
sothatit is routedto anothercomputemwithin thelocal network. It alsoallowstheportnumber
to be changedn the process.As an example,the following establishes web sener at the
computerwith local IP addres4.92. 168. 1. 3, althoughaccessibleghroughthereal IP address
of theNAT:

iptable -t nat -A PREROUTI NG --dport 80 \
-j DNAT --to-destination 192.168.1.3

In fact,it is evenpossibleto usearangeof IP addresseasthe—t o- dest i nat i on option,thus
allowing agroupof machinego shareheloadof averybusysener.



-4-

Finally, some protocolslike FTP and | RC uses|P addressesof the end-pointswithin the contents
of the messagesthey send. The NAT mechanism would normally fail completely for them. The
Linux kernel, however, assiststhe situation by having afew modulesto modify even the content
(rather than just the address) of the application layer messages (for the few application layer
protocolsthat it supports), thus dealswith theissue (it also need to modify some of itsown table.
E.qg., ftp will make a reverse connection, so the NAT must be prepared for that). Thisis enabled

by loadingthei p_nat _ftp andi p_nat _i r c respectively.



