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Fir ewall and NAT in Linux

In thelasttutorialweseeto allocategloballyrecognizedIP addressesto LANs, andhow routers
canbestaticallyconfiguredto routeIP packetscorrectlyfor thoseaddresses.It worksaslong
asyou own a setof addresses.This is usuallynot thecasefor homeandsmallbusinessusers,
however. They typically have anaddressallocatedby their ISPwhenthey make their Internet
connection,andthey desirethat thesameaddresscanbeusedto serve multiplecomputers.To
dothis,aspecial“NAT router”canbeused.Wewill seehow Linux canactasone.

TheLinux NAT systemisbuilt onin itspacketfilteringsystem,whichisusedfor buildingafire-
wall (i.e.,to controlwhich packetsareallowedandwhatpacketsarerejectedby thecomputer).
Sowewill examinebothNAT andfirewall asingleshot.

1. Fir ewall in Linux

Every minor version of the Linux kernel substantially updated the packet filtering
subsystem—fromtheold2.0kernelwhen“ipfwadm” isused,to“ipchains” of the2.2kernels,
to “iptables” of the2.4 kernel. Conceptuallythey do thesamething: to decidewhetherto
allow or rejectIP packetsbasedona limited setof propertiesof thepacketslike theiraddresses
andportnumbers.But eachreplacementsignificantlysimplify theconfigurationsrequired,even
for complicatedenvironments.Sowewill look at thenewestversion.

The computersin our lab, with Redhat7.3 installed,by default usesipchains. To use
iptables, onehasto stoptheipchains service(usingservice ipchains stop), unload
theipchains module,loadtheip_tables module,andstarttheiptables serviceinstead.

iptables is basedontheideathattheuserconfiguressomekerneltablesto controlthepacket
filter. Eachfunctionalityis implementedby aseparatetable. Currently, threetablesaredefined:
regularfirewallsusethefilter table,NAT routersuseanadditionalnat table,andthemangle
tableis usedto specifymoreadvancedrewriting of packets. Wewill focuson thefirst two.

Eachtablehaveanumberof built-in chains,andmaycontainsomeuser-definedchainsaswell.
Differentbuilt-in chainsareuseddependingonwhetherapacketissentor received,andwhether
it is locally generatedor comesfrom the network. The following diagramshows wheneach
chainin thefilter andnat tableis used.Notethateachpacket goesthroughexactlyoneof
thethreebuilt-in chainsof thefilter table,immediatelyaftertheroutingdecisionis made.
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Eachchainhasa numberof rules, in theform “if the packet matches this pattern, then do this
action”. Sincefirewallis primarily for controllingwhetherto acceptor rejectpackets,the two
primaryactionsareACCEPTandDROP. An actioncanalsocall a user-definedchain,andcan
RETURNfrom suchachain. Eachpatterntry eachruleoneby oneuntil onematches,andusethe
actionof thatmatchingrule. All built-in chainshasapolicy,whichspecifieswhatshouldhappen
if noneof therulesmatches.ThereisalsoaLOGactionwhichallowsalogmessagetobewritten
to thelog files,without terminatingthematchingprocess.Seebelow for anexample.

An actionis triggeredby a pattern. A patterncanmatcha sourceor destinationIP addressor
port number, IP protocolname(tcp,udpor icmp), thenameof thenetwork interface(like lo ,
eth0 , etc)from/towhich thepacket is received/sent,ICMP packet type(ping,ping-reply, etc),
andotherspropertiesof thepacket.

Theseareall configuredusingtheiptables program.Usingtheprogram,youcanselectatable
anda chain,andlist/modify its content.E.g.,youcandisplaythecurrentcontentof the INPUT

chainof thefilter tableusingthis.

iptables -t filter -L INPUT

Here-L meanslist. If thetableisnotspecified,it defaultsto filter . If thechainisnotspecified,
it showsall chains.By default it showsonly theprotocol,IP addressesandport to match.A -v

optionallowsyouto seetheinterfaceto matchaswell asthenumberof packetsandbyteswhich
is processedby eachchain.

Youcanuse-A and-I toappendaruletoachainandto insertanew ruleataparticularposition
of thechain. We only illustratethe former, the latter is just thesameexceptthat it hasa rule
number (startingfrom 1) at thebeginning,specifyingwhere(i.e.,afterwhich rule)thenew rule
shouldbeinserted.An exampleof the-A option:

iptable -A INPUT -i lo -s 127.0.0.0/8 -j ACCEPT

This specifiesthat every packet of the lo (loopback)interfaceclaimingto be from addressin
thenetwork 127.0.0.0–127.255.255.255(the /8 specifiesthenumberof leadingbits to match)
shouldhave theactionACCEPT(the-j means“jump”, becausethevaluecanalsobethename
of auser-definedchain).Otherpossibleflagsinclude-d (destinationIP address),-p (protocol),
-o (outputinterface),–sport (TCP/UDPsourceportnumber),–dport (TCP/UDPdestination
port number),etc. In general,onecanuse! to negatethesense,i.e.,matcheverythingthat is
notaparticularvalue. E.g.,thefollowing preventsanybodyin thenetwork to sendyouapacket
pretendingthatit is sentfrom thelocal interface,andmakea log messagewhenever it matches:

iptable -A INPUT -i ! lo -s 127.0.0.0/8 -j LOG \
--log-prefix ’Malicious packet: ’

iptable -A INPUT -i ! lo -s 127.0.0.0/8 -j DROP

A rulecanberemovedfrom thechainusingexactlythesamesyntax,replacing-A by -D . Alter-
natively, youcanuse-D andspecifytherulenumbertodelete(insteadof thelongpattern/action
pair).To deleteeverythingin achain,asimplerwayis to use-F (flush)instead.

Finally, you canuse-P to specifythepolicy of a built-in chain. E.g.,to make everythingnot
matchingany rule to berejectedin theINPUT chain,youcanuse

iptable -P INPUT DROP
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2. NAT in Linux

NAT (Network AddressTranslation)allowsthesameIP addressto beusedfor many computers.
Whenever the right packet is passedto the NAT router, it modifiesthe IP addressesto the IP
addressof theNAT routeritself, andchangetheport numbersto its own port number. Seethe
lecturenotes7.18–7.19for details. For this to work, theNAT routermustwatchfor theuseof
new portnumbersfrom othercomputers,allocateanunusedportnumberof its own,andrecord
thatin memorysothatall futurepacketsfrom thesameIP addressandportnumberaremodified
similarly. Sinceportnumbersareused,thiscanonly beusedfor UDPandTCP.

Thenat tableis usedwhennew port numbersarefoundin a packet. Its chainsdecidewhether
thepacketandfuturepacketsof thesameIP addressandport numbershouldbeprocessednor-
mally (via theACCEPT or DROP action),or shouldbemodified(via anactiondescribedbelow).

Therearetwo timesat whichmodificationscanbemade.Thefirst is whena packet is aboutto
leavetherouter. Thiscorrespondto thePOSTROUTING chainof nat. Thisis usefulfor theclas-
sicaluseof NAT asdescribedabove,calledsource NAT.For suchuse,thecomputersin thelocal
network aresetto have theNAT routerasthedefaultgateway. Whena connectionestablishing
packet is sentto theNAT (for forwarding),it is processednormally, but just whenthe packet
is aboutto besentto thenetwork device,a new NAT entryis created,andfrom thenon all the
packetswith thatIP addressesandportnumbersaremodifiedaccordingto theentry(modifying
thesourceIPaddressandportnumber).TheactiontoactivitatethefeatureareMASQUERADE and
SNAT,whicharebasicallythesameexceptthatinMASQUERADE,wheneveraninterfaceisbrought
down,theNAT tableiscleared.Thisisusefulfor thosehostswith dynamicIPaddressesassigned
by their ISP, sinceoncetheconnectionto ISPhangsup andis redialed,a new IP addressis ob-
tained,andtheoldconnectionareunusable.Asanexampleof usingMASQUERADE, thefollowing
specifiesthatNAT processingisdonefor everypacketfromthelocalnetwork192.168.1.0/24
toeth0:

iptable -t nat -A POSTROUTING -s 192.168.1.0/24 -o eth0 \
  -j MASQUERADE

Theothertimeatwhichmodificationcanbedoneiswhenapacketentersarouter,eitherbecause
it is locally generatedor becauseit is receivedfrom a network device. This correspondto the
OUTPUT andPREROUTING chainsof nat respectively (althoughtheOUTPUT chainin thenat
tableonly startsworking from Linux kernel2.4.19,a bit newer thantheRedhat7.3installedin
thelab).They areusefulwhentheNAT routeris usedfor computersin theInternetto accessa
serviceby usingtheIP addressof theNAT router, althoughtheserviceis actuallyimplemented
in oneof thecomputerswithin thelocal network (andis thusnormallyinvisible from outside).
So althoughthe sameIP addressis usedto implementperhapsa large numberof services,
theCPUloadingis spreadto computersin its local network. This is calleddestination NAT.
Wheneverapacketarrivesandis toberouted,it canmodify thedestinationaddress(usingDNAT)
sothatit is routedto anothercomputerwithin thelocalnetwork. It alsoallowstheportnumber
to be changedin the process.As an example,the following establishesa web server at the
computerwith local IP address192.168.1.3, althoughaccessiblethroughtherealIP address
of theNAT:

iptable -t nat -A PREROUTING --dport 80 \
-j DNAT --to-destination 192.168.1.3

In fact,it is evenpossibleto usea rangeof IP addressesasthe–to-destination option,thus
allowing agroupof machinesto sharetheloadof averybusyserver.
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Finally, some protocols like FTP and IRC uses IP addresses of the end-points within the contents
of the messages they send. The NAT mechanism would normally fail completely for them. The
Linux kernel, however, assists the situation by having a few modules to modify even the content
(rather than just the address) of the application layer messages (for the few application layer
protocols that it supports), thus deals with the issue (it also need to modify some of its own table.
E.g., ftp will make a reverse connection, so the NAT must be prepared for that). This is enabled
by loading the ip_nat_ftp and ip_nat_irc respectively.


