CSIS0234B Computer and Communication Networ ks (Class B)
Reading for Tutorial 9
Dynamic Routing with Zebra

In the previoustutorials,we seethatit is possibleto manuallycreateroutingtablesin Linux to

suitany network,andmake surethateverypairof hostswill communicatevith theoptimalroute.
However, thestratgy is practicalonly if thenetwork is smallandneverchangen topology Ina
dynamicervironmentlik e theInternetthetremendouamountof effort requiredmakesit com

pletelyinfeasible. Instead the routershasto computethe routing table by themseles. With-

in anautonomousystemof theInternet,an“Interior Gatevay Protocol”(IGP)is used;among
autonomousystemsan “Exterior Gatavay Protocol” (EGP)is usedinstead Commonlyused
routing algorithmsincludesthe DistanceVector (alsocalled Bellmanford) algorithmandthe
Link-StateRoutingalgorithm. Protocolghatimplementsuchalgorithmsarewidely in use. For

Distancevector thereis RIP (RoutingIinformationProtocol)versionland2 andRIPng(theng
standdor “New Generation”which supportdPv6). For Link Statealgorithmsthereis OSPF
(OpenShortesPathFirst) protocolversion2 (for IPv4)and3 (for IPv6).All thesearelGPs;for

EGPthereisonly oneprotocolin widespreadisetheBGP(“Border GatavayProtocol”)version
4 which is basedon distancevector We will focuson the OSPFalgorithm. Sinceit usedink

staterouting,it is agoodideato review thetextbook or notesabouthow suchalgorithmruns.

Routingalgorithmsarenever hardeodedinto anOSkernel. Insteada userlevel daemoris ex-

ecutedn orderto sendandreceve informationfrom thepeerandhencecalculatehepreferred
routingtable. Theroutingtableis theninstalledinto thekernel. Therearemary routingdaemon
writtenfor Unix, includingr out ed andgat ed. Oneof themostversatileroutingdaemorever

writtenis the GNU zebr a, whichimplementsall therouting protocolsmentionedn the previ-

ousparagraph.Thedownsideis thatdocumentationms very thin, asit doesnotyetreachthe1.0

releasécurrentreleases 0.93b) Wewill have someexperienceonhow dynamicroutingbehaes
by configuringandlookinginto theoperatiorof zebr a.

1. OSPF
OSPFextendsthebasiclink stateroutingalgorithmin thefollowing ways:

1. It allowsanetwork with bothbroadcasaindpointto-pointmedia(ratherthanjust pointto-
pointlinks). Thisis doneby abstractinghe network usinga graphthatcontainsonly point-
to-pointlinks. Seethetextbookfigure5-64,or lecturenotesp7.23.

2. In a broadcashetwork, all messagesequiredby the OSPFalgorithmis deliveredto all
OSPFroutersat the sametime usingmulticasts.A separatenulticastaddres$224.0.0.5)
Is allocatedto mean“all OSPFrouterswithin thesameLAN". To avoid sendinghe same
informationaboutthe network mary times,only oneof theroutersin a network, calledits
destinated router will broadcaslink-stateinformationof the network itself.

3. It allows externalrouting informationto be distributedwithin the network. In particulay
eachnetwork canhave someASboundary routershattalksto routersn otherASesusing
anEGR The AS boundaryroutershuscomputethe pathto otherASes,andsenddistribute
tablesof routingcoststhroughouthewholenetwork. Eachrouterwithin the AS canthus

1The mostimportantdifferencebetweenGP and EGPis thatwhile in IGP the primary concernis costof routing,for
EGPtheprimaryconcerristofind justary path(withoutacycle)thatthesystemadministratodoesnt hate. It isbecause
eachAS mayusesa completelydifferentmetric,sothereis nowayto comparecostsamongASes.



find a path to al other A Ses connected.

4. It dlows the adjacent sub-network to form areas, so that the link state algorithm is only
executed within the area to reduce routing overhead. Each sub-network isin exactly one
area. A router can have connectionsto multipleareas(an area-border router), or it can have
connection to only one of them (an internal router). Each area has a 32-bit identification.
The area O iscalled the backbone area, in the sense that all inter-areatraffic will go to the
backbone once. Hereisan example of such partitioning:

N5 Area 0
(backbone)

"6 2
N10 Area 2 N6

Note that every area should be completely connected, except the backbone area which may
be separated by areas. All routers connected to multiple areas must be backbone routers,
e.g., R11is a backbone router even it has no direct connection without going through an
area. Thebackboneareamay useanareaasa“virtual link” (i.e., tunnel) sothat all backbone
routers can communicate (perhaps indirectly). E.g., A virtual link may be configured
between R11 and R7, and between R11 and R7, through area 2. This alows the backbone
areato run the link-state algorithm.

An area-border router runs multiple copies of the link-state algorithm, one per area. Itis
then responsiblefor distributing the information to all backbone router. Upon reception of
such information, it must then find the cost from itself to all other routers (whether or not
it isin the same area), and distribute the result to all areasthat it connectsto. Thisallows,
for example, ahost in N1to send to a host in N10 by first sending it to the best exit of area
1 (R3), go through the backbone to the best entry of area 3 (R11, by going through R6,
R10, and then R11through the virtual link), and then send to N10 through the route within
area 3.

2. Zebra

Zebrais actually a suite of routing daemon rather than a single daemon. Administrators can
select a set of routing protocols to support, and runs only the subset of routing daemons. E.g.,
to run only the OSPF protocol, one only need to run the ospf d daemon. Such daemons do not
install the routes found by themselves. Instead, the information are passed to a central daemon
(called zebr a), which will combine the information obtained from different routing protocols
and install the routes.



2.1. Configuring Zebra

Before one setup the daemons themselves, one must stop all interfaces. zebr a isvery reluctant
to turn an otherwise working network to unusable, that it refuse to install the routes found by
various daemons if the interfaces and routing tables are installed before it is executed. The
complete network setup must be done by zebr a. Luckily, the setup isnot very complicated.

All these daemons are configured in the same way. One should start them (using
“Ietc/init.d/ zebra start”,“/etc/init.d/ ospfd start”, etc) after the configura-
tion isdone. The configuration files are stored in/ et c/ zebr a/ xxx. conf , where the xxx is
zebr a, ospf d, etc. Once the serviceisrunning you can control the service and see the infor-
mation about it by connecting to a TCP port for the daemon, i.e., t el net | ocal host xxx
(wherexxx canbezebr a, ospf d, etc). If you'd like to shut down the server at alater time, just
replacest art word of the command above by thest op word. If you restart thezebr a server,
you should also restart all the actual routing servers.

Themain zebr a. conf configuration fileisresponsible for setting up the hostnames, interfaces
and |P addresses of the router. All configuration files can also setup the password to use the
(telnet-based) control interface. Asan example,

host nane router01
password zebra
enabl e password secret
interface lo
ip address 127.0.0.1/8
no shut down
interface ethO
i p address 192.168.0. 3/ 24
mul ti cast
no shut down
ip route 0.0.0.0/0 192.168.0.1

There are two passwords, the first one for the control interface (i.e., connected using “telnet”),
and the second one for enabling commands which modifies the behaviour of the router. After
that isthe interface setup, and you will have one per interface available. Each will be assigned
an address (including the number of bitsfor the network part). Then a*“no shutdown” command
will ensure the interface is up (in most cases, prefixing “no” in a command would undo the
command). A “multicast” command enable multicasting over the network, which should always
be done whenever you want to use OSPF (because it uses multicasting itself).

Thelast line showshow to add a“ static route” for therouter, i.e., aroute that doesnot comefrom
arouting daemon. Itispossibletoask zebrato“redistritute” static routesof arouter tothe OSPF
algorithm, aswewill seelater. However, adefault route (one with O-length network part like the
above) isnever redistributed. If desired you can break it into two parts so that such static routes
can be distributed.

2.2. Configuring OSPFdaemon

Theospdf daemon isconfigured in ospf d. conf.Asinzebr a. conf, you can useit to setup
the passwordsof the control interface. You should also useit to enable OSPF routing (by default
it isdisabled even after you execute the daemon, to be enabled in the control interface), and to
tell which of the networks should OSPF be used, which must also specify what area your router



belongdo. Asanexample,

password zebra

rout er ospf ! enabl e GSPF routing

redistribute static ! ask zebra to redistribute routes

networ k 160. 80.40.20/26 area 0 ! use OSPF on the interface for this subnet,
I which is in the backbone area

Notethatfor two routersin the samenetwork to communicateoutinginformation,they must
bothhave theinterfaceto thatnetwork setupfor OSPFrouting.

The configurationfile canmodify mary otherparameterdancludingthe “metric” of a network
(i.e.,costto gothrougha network, by default 10),how network delaycanbescaledo automat
ically computea metric,theamountof time betweerHELLO andlink statebroadcastauthenti
cation,etc. For detailsyou canreferto themanualwhichis avaiablefrom the coursewebpage.
Exactlythesamecommandganalsobeexecutedn thecontrolinterfaceof the OSPFdaemon,
to furtherconfigureospf d whenit is alreadyrunning.

2.3. Showing OSPF daemon interface

OnceOSPFis up andrunning,you canexaminethe currentstatusof the routerby usingthe
controlinterface. Someof themoreinterestingcommandsrelistedhere:

« show i p ospf:showv basicinformationabouttheroutet

» show ip ospf interface:shavinformationabouttheall or aparticularinterface.
e show ip ospf nei ghbor:shavinformationabouttheall or a particularneighbour
« show ip ospf database:shavthelink statedatabasestored.

e show ip ospf route:shavtheroutesnstalledby OSPFE



