
CSIS0234B Computer and Communication Networks (Class B)
Reading for Tutorial 10
Multicast programming

Sofar, all network programsthat we write only performunicasting.This weekwe will try to
write a programthatperformmulticasting,i.e.,to sendpacketsto a groupof hostswhich have
shown interestsin it.

1. Background knowledge

Beforeweseehow towriteaprogramtosendandlistentomulticastaddresses,let’squickly look
athow multicastworksin principle.

1.1. Multicast abstraction and address

An IP addressbetween224.0.0.0and239.255.255.255(i.e., thosestartwith the bits 1110)is
saidto bean IP multicastaddress.No hostownssuchaddresses.Instead,theaddressis used
for performingmulticasting. Eachmulticast group is representedby oneof theseaddresses.
A computercanmulticastto all computersof a groupby sendinga datagramto oneof these
addresses.Thosehostsin thatgroup(i.e.,thosethat listento theaddressof thegroup)will get
the datagram,andthosethat doesn’t listen to suchaddresswill not. In this way, thosehosts
uninterestedin aparticulargroupdonotneedtospendCPUcyclestoprocessframesthataresent
to thatgroup.

Typically, the network interfacehardwarewill screenout mostof the frames,soasto reduce
theCPUloadof thehosts.For example,for Ethernet,thosehardwareaddresseswith the7thbit
set(e.g.,01:00:00:00:00:00)aremulticastaddresses.Whena programindicatesthat it wants
to listen to a particularaddress,theOSkernelwill configurethe network cardto listen to the
correspondingmulticastaddresses.However, thereis a card-specificlimit on the numberof
multicastaddressesthat canbe configuredthis way. If the numberis exceeded,the hostwill
configurethenetwork cardto receiveall multicastpackets,andselectsthemin thekernel. The
InternetusesEthernetmulticastaddressesin therange01:00:5e:00:00:00to01:00:5e:7f:ff:f f for
IPmulticasting.Thismeansthe28unspecifiedbitsin theIPmulticastaddresshavetomapto the
23bitsof theEthernetmulticastaddress.In practice,thelower-order23bitsaremapped.E.g.,
An Ethernetinterfaceconfiguredto listento 224.0.0.1will alsolistento 231.128.0.1(whichare
screenedoutby thekernel),but not224.0.0.2.

Somemulticastaddressesareallocatedfor particularpurposes.A list of suchgroupscanbe
foundin the“AssignedNumbers”RFC(RFC1700).For example,

• 224.0.0.1is theall-hosts group. If you ping thatgroup,all multicast-capablehostson the
network shouldanswer, asevery multicast-capablehost joins that groupwhenthey start
theirmulticast-capablenetwork interfaces.

• 224.0.0.2is the all-routers group. All multicast routers join that group on all their
multicast-capableinterfaces.

• 224.0.0.4is theall DVMRP routers group. A DVMRP routeris a specifickind of router
thatroutemulticastpacketsacrossnetworks.

• 224.0.0.5is theall OSPF routers group. We alreadyseein thelast tutorial thatall OSPF
traffic includingHELLO, LSupdate,LSacknowledgement,etc.,aresentto thegroup.
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1.2. Scope of multicast

Whenwesaythat“thoseroutersthatlistento thatmulticastaddresswill receivethedatagram”,
wedon’t meanthatall computersin theplanethassuchprivilege. After all, if everyOSPFrouters
in theworld listento thedatagramssentbyeveryOSPFrouters,thenthenetwork shouldsaturate
completelyandcannotdeliveranything! Thescopeof apacketiscontrolledin twoways.Firstly,
somemulticastaddresseshasspecificrange.In particular:

• 224.0.0.0through224.0.0.255arelink local, meaningthatthey will neverbeforwardedby
any IP-level router. Therefore,if you have severalEthernetnetwork combinedusinga IP
router, broadcastin suchaddressesby oneof network will never reachanother.

• 239.0.0.0through 239.255.255.255has administrative scope,meaningthat they will
neverbeforwardedby any IP-level routeracross organization.Thesystemadministrators
would decidewhetherhis routersareconnectingtwo networks of the sameor different
organizations,andthusconfiguretheroutersto forwardor not to forwardmulticast.(Most
localmulticastgroupshoulduseoneof theseaddresses.)

Forotheraddresses,thesender isresponsiblefor determininghow farshouldthepacketgo. This
is doneby settingtheTTL field of theIP header, usinganIP optionaswewill soondiscuss.

• TTL<32:Site local.Thedatagramisrestrictedtothesameorganization,liketheaddressesin
239.0.0.0through239.255.255.255.Asusual,everytimethedatagramis forwarded,TTL is
reducedby1.Sosmallernumbermeanslesscomputerscanreceivethepacket. In particular,
if TTL=0, it will neverbesentoveranetwork interface,andthemulticastissaidtobeNode
local. If TTL=1, thedatagramis restrictedto thesamesubnet,andwon’t beforwardedby
anIP router. Sosuchdatagramsarelink local.

• 32<=TTL<64,64<=TTL<128:Regional local,continental local.Thedatagramisrestricted
to thesameregionor continent.Seldomuseful.

• TTL >= 64:Global andunrestrictedin scope.

Suchuseof TTL is troublesomefor routers(it makesit impossibleto dealwith routingloops).
If possible,oneshouldusethelink-local andadministrativescopeaddressesmentionedabove.

1.3. UDP and TCP with multicast

Recallthat whenwe performunicast,eachhosthasonly oneaddress,andmustbe sharedby
multiple processes.So a port numberis attachedto eachdatagramandform a UDP packet.
Differentprocessescanthuslisten to differentUDP ports. It is similar for multicasting:each
processcancreatea socket and bind it to a particularport of somemulticastaddresses(on
someof theinterfaces).TheOSwill thendeliver to theprocessthosepacketsof thosemulticast
addressessentto thatport. Thenormalrulethatonly oneprocesscanlistento eachportapplies:
two processescannotlistento thesameUDPport,evenif they wantto listenfrom two different
multicastaddresses(or oneto amulticastaddresswhile theotherjustwantunicast).

In unicast,unreliableIP datagramscanbe madereliableby usinga connectionbetweentwo
hosts,usingTCP. This cannotbe donein multicast,sincethereis not a connectionper-se. In
particular, the sendinghost won’t know how many hosts,or even whetherthereis any host,
listeningto itsmulticast,andthereforecannotmaintainaconnection.In otherwords,multicasts
areintrinsicallyunreliable.
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2. Multicast programming

Recall that, if you want to write a program that sends UDP packets, the following steps should
be taken:

1. With the socket() system call, create a socket, with the PF_INET domain and
SOCK_DGRAM type.

2. If a program requires a fix edport number (typically needed by a server), one should create
an address structure and bind() the port number to the socket. Otherwise the kernel selects
an unused port number when the first datagram is sent using the socket.

3. Now the program can send and receive datagrams using sendto() and recvfrom().

4. One can use connect() to avoid having to specify the address of the other side every time
a datagram is sent or received.

2.1. Sending and receiving multicasts

To send and receive multicast packets is similar. Obviously, when sending a packet, one have to
specify a multicast address as the recepient address. Indeed, if you use the default option, this is
the only thing needed to send a multicast datagram. On the other hand, socket options can be set
to specify the TTL of datagrams to send and what interface to send it to.

On the other hand, receiving a datagram is slightly more complicated. You have to configure the
socket before the OSknows that you want to receive from a multicast address. In the terminology
of IP multicast, you need to join a multicast group before you can receive multicast packets, and
you may choose to leave a multicast group if at the middle you decide not to listen to messages
of the group. For some boring reasons, this is not done by bind(). Instead, it is again done by
some socket option.

As usual, socket options are set using setsockopt(). Recall that the prototype is

int getsockopt(int s, int level, int optname,
void* optval, socklen_t *optlen);

int setsockopt(int s, int level, int optname,
const void* optval, socklen_t optlen);

For all of the options for multicast,level should be set to SOL_IP (IP level configuration). The
optname and the corresponding data type of optval is as follows:

Option Datatype Description

IP_ADD_MEMBERSHIP struct ip_mreqn Join a multicast group

IP_DROP_MEMBERSHIP struct ip_mreqn Leave a multicast group

IP_MULTICAST_IF struct ip_mreqn Interface to send multicasts

IP_MULTICAST_TTL u_char TTL for outgoing multicasts

IP_MULTICAST_LOOP u_char Whether to send (loopback) outgoing
messages to oneself
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2.2. Joining and leaving groups

Both IP_ADD_MEMBERSHIPandIP_DROP_MEMBERSHIPare“write-only” options,i.e.,
getsockopt() cannotbe called on them. Both takes a struct ip_mreqn (“multicast
request—new style”) typeargument,definedin <netinet/in.h> asfollows.

struct ip_mreqn{ /* olderimplementationusesip_mreq*/
struct in_addrimr_multiaddr; /* IP multicastaddressof group*/
struct in_addrimr_address; /* local IP addressof interface*/
int imr_ifindex; /* Interfaceindex */

};

Here imr_multiaddr specifiesthe multicast group to join. imr_address (or, in older
implementations,imr_interface) specifiesthe local addressof the interfacethat you want
to listen to, andimr_ifindex shouldstorethe correspondingindex. For simpleprograms
onecanspecifyINADDR_ANY and0 respectively, sothatthesystemchooseamulticast-capable
interfacesfor you.

Thesamesocketcanjoin multiplemulticastgroup,uptoamaximumof IP_MAX_MEMBERSHIPS
(which is currently20).

After joiningagroup,theOSconfiguresthenetwork interfaceto listento thespecifiedmulticast
addresses.TheOSkeepsalist of suchaddresses,in Linux it canbeexaminedby readingthefile
/proc/net/igmp (althoughit is listedasaplain32-bithexidecimalnumberin hostorder, soit
is not exactlyeasyto read).An entrywill beremoved,andhencethenetwork interfacecanstop
pickingupdatagramsto a joinedmulticastaddress,only whenall socketsjoining thatmulticast
addressareeitherclosedor leavethegroup.

3. How the system chooses an interface?

We saythat if imr_address andimr_ifindex arenot specified,thenthe interfacethat is
listenedis chosenby theOS.In Linux, by default this is chosento bethefirst interfacewhich
supportbroadcasting,typically eth0. This default canbe changedby addingan entry in the
routingtable. E.g.,thefollowing will makesureeverymulticastpacket will go throughthelo
interfaceinstead:

route add -net 224.0.0.0 netmask 240.0.0.0 dev lo

Thisinterfaceis alsousedasthedefault interfacefor sendingmulticasts.

A programcansendtoandreceivefrom adifferentinterface.For sending,onecanusethesock-
et optionIP_MULTICAST_IF mentionedin thelastsection.For receiving, onecanspecifyit
whenjoininggroupsusingIP_ADD_MEMBERSHIP.In eithercase,theprogramneedstousethe
ioctl systemcall,tomaketherequestsSIOCGIFADDR (getinterface’saddress),SIOCGIFCONF
(list all interfaces)andSIOCGIFFLAGS (get interfaceflagsto seewhethermulticastis support-
ed).They areadvancedusage,andwewill not cover themin thiscourse.


