CSIS0234B Computer and Communication Networ ks (Class B)
Reading for Tutorial 10
Multicast programming

Sofar, all network programghat we write only performunicasting. This weekwe will try to
write a programthat performmulticastingj.e., to sendpacletsto a groupof hostswhich have
shavn interestsn it.

1. Background knowledge

Beforewe seehow to write a programto sendandlistento multicastaddressesgt’'squickly look
athow multicastworksin principle.

1.1. Multicast abstr action and address

An |IP addresdetween224.0.0.0and 239.255.255.25%.e., thosestartwith the bits 1110)is
saidto be an IP multicastaddress.No hostowns suchaddressesinsteadthe addresss used
for performingmulticasting. Eachmulticast group is representedby one of theseaddresses.
A computercanmulticastto all computersof a groupby sendinga datagranto oneof these
addressesThosehostsin thatgroup(i.e.,thosethatlistento the addres®f the group)will get
the datagramandthosethat doesnt listen to suchaddresswill not. In this way, thosehosts
uninteresteth aparticulargroupdonotneedo spendCPUcyclesto procesgrameghataresent
to thatgroup.

Typically, the network interfacehardwarewill screenout mostof the frames,soasto reduce
theCPUloadof thehosts.For example for Ethernetthosehardwareaddressewith the 7th bit
set(e.g.,01:00:00:00:00:00are multicastaddressesWhena programindicatesthatit wants
to listento a particularaddressthe OSkernelwill configurethe network cardto listento the
correspondingnulticastaddressesHowever, thereis a card-specifidimit on the numberof
multicastaddressethat canbe configuredthisway. If the numberis exceededthe hostwill
configurethe network cardto receve all multicastpaclets,andselectdhemin thekernel. The
Internetuses=therneimulticastaddresseis therange01:00:5e:00:00:0 01:00:5e: 7f:Eff for
IP multicasting. Thismeanghe28unspecifieditsin thelP multicastaddresfiave to mapto the
23bits of the Ethernetmulticastaddress.in practicethelower-order23bitsaremapped.E.qg.,
An Ethernetinterfaceconfiguredo listento 224.0.0.Will alsolistento 231.128.0.Iwhichare
screeneaut by thekernel),but not224.0.0.2.

Somemulticastaddresseareallocatedfor particularpurposes.A list of suchgroupscanbe
foundin the“AssignedNumbers’RFC(RFC1700).For example,

*  224.0.0.Jstheall-hosts group. If you pingthatgroup,all multicast-capabléostson the
network shouldansweyasevery multicast-capabléostjoins that groupwhenthey start
their multicast-capablaetwork interfaces.

e 224.0.0.2is the all-routers group. All multicast routersjoin that group on all their
multicast-capablanterfaces.

e 224.0.0.4distheall DVMRP routers group. A DVMRP routeris a specifickind of router
thatroutemulticastpacletsacrossetworks.

e 224.0.0.5stheall OSPF routers group. We alreadyseein thelasttutorial thatall OSPF
trafficincludingHELLO, LS updatel.S acknavledgementetc.,aresentto thegroup.



1.2. Scopeof multicast

Whenwe saythat“thoseroutersthatlistento thatmulticastaddressvill receve thedatagram”,
wedon’t mearthatall computersn theplanethassuchprivilege. After all, if everyOSPFRouters
in theworld listento thedatagramsentby every OSPFoutersthenthenetwork shouldsaturate
completelyandcannoteliveranything! Thescopeof apacletiscontrolledin twoways. Firstly,
somemulticastaddresselasspecificrange. In particular:

e 224.0.0.Ghrough224.0.0.25%relink local, meaninghatthey will never beforwardedby
ary IP-level router Thereforejf you have several Ethernetnetwork combinedusinga IP
router broadcasin suchaddressely oneof network will never reachanother

e 239.0.0.0through 239.255.255.25%as administrative scope,meaningthat they will
never beforwardedby ary IP-level routeracr oss organization. The systemadministrators
would decidewhetherhis routersare connectingtwo networks of the sameor different
organizationsandthusconfiguretheroutersto forwardor notto forwardmulticast. (Most
local multicastgroupshoulduseoneof theseaddresses.)

For otheraddresseshesender isresponsibléor determininghow farshouldthepaclketgo. This
isdoneby settingthe TTL field of thelP headerusinganIP optionaswe will soondiscuss.

» TTL<32:Stelocal. Thedatagranisrestrictedothesameorganizationliketheaddresseis
239.0.0.Ghrough239.255.255.25% s usual gverytimethedatagranis forwarded,TTL is
reducedy 1.Sosmallemumbemeandesscomputerganrecevethepaclet. In particular
if TTL=0, it will neverbesentoveranetwork interface andthemulticastis saidto beNode
local. If TTL=1, thedatagramis restrictecto the samesubnetandwon’t be forwardedby
anlP router Sosuchdatagramarelink local.

e 32<=TTL<64,64<=TTL<128Regional local,continental local. Thedatagransrestricted
to thesameregion or continent. Seldomuseful.

 TTL >=64:Global andunrestrictedn scope.

Suchuseof TTL is troublesomdor routers(it makesit impossibleto dealwith routingloops).
If possiblepneshouldusethelink-local andadministratve scopeaddressesientionedabove.

1.3. UDP and TCP with multicast

Recallthat whenwe performunicast,eachhosthasonly oneaddressand mustbe sharedby
multiple processesSo a port numberis attachedo eachdatagramandform a UDP paclet.
Differentprocessesanthuslistento differentUDP ports. It is similar for multicasting: each
processcan createa soclket and bind it to a particularport of somemulticastaddressegon
someof theinterfaces)The OSwill thendeliverto the processhosepacletsof thosemulticast
addressesentto thatport. Thenormalrule thatonly oneprocesganlistento eachportapplies:
two processesannotlistento thesameUDP port,evenif they wantto listenfrom two different
multicastaddresse®r oneto a multicastaddressvhile theotherjustwantunicast).

In unicast,unreliablelP datagramsan be madereliable by usinga connectionbetweentwo
hosts,using TCP. This cannotbe donein multicast,sincethereis not a connectionperse. In
particular the sendinghostwon’t know how mary hosts,or even whetherthereis any host,
listeningto its multicastandthereforecannotmaintaina connection.In otherwords,multicasts
areintrinsicallyunreliable.



2. Multicast programming

Recall that, if you want to write a program that sends UDP packets, the following steps should
be taken:

1. With the socket () system call, create a socket, with the PF_INET domain and
SOCK_DGRAM type.

2. If aprogram requiresafix edport number (typically needed by a server), one should create
an addressstructureand bi nd() theport number tothesocket. Otherwisethekernel selects
an unused port number when the first datagram is sent using the socket.

3. Now the program can send and receive datagramsusing sendt o() andr ecvfront().

4. Onecanuseconnect () toavoid having to specify the address of the other side every time
adatagram is sent or received.

2.1. Sending and receiving multicasts

To send and receive multicast packetsissimilar. Obviously, when sending a packet, one haveto
specify amulticast address asthe recepient address. Indeed, if you use the default option, thisis
the only thing needed to send a multicast datagram. On the other hand, socket options can be set
to specify the TTL of datagramsto send and what interfaceto send it to.

On the other hand, receiving a datagram is slightly more complicated. You haveto configurethe
socket beforethe OSknowsthat you want to receivefrom amulticast address. Intheterminology
of 1P multicast, you need to j oin a multicast group before you can receive multicast packets, and
you may choose to leave a multicast group if at the middle you decide not to listen to messages
of the group. For some boring reasons, thisis not done by bi nd() . Instead, it isagain done by
some socket option.

Asusual, socket options are set using set sockopt () . Recall that the prototypeis

int getsockopt(int s, int level, int optname,
voidx optval, socklen_t xoptlen);
int setsockopt(int s, int level, int optname,
const voidx optval, socklen _t optlen);

For al of the optionsfor multicast,| evel should besetto SOL_I P (IPlevel configuration). The
opt nane and the corresponding data type of opt val isasfollows:

Option Datatype Description
IP ADD MEMBERSHIP | struct ip_nregn | Joinamulticast group
IP_ DROP MEMBERSHIP | struct ip_nreqn | Leaveamulticast group

IP_ MULTICAST _IF struct ip_nregn | Interfaceto send multicasts
IP_MULTICAST_TTL u_char TTL for outgoing multicasts
IP_MULTICAST _LOOP u_char Whether to send (loopback) outgoing

messagesto oneself




2.2. Joining and leaving groups

Both IP_ADD_MEMBERSHIPandIP_DROP_MEMBERSHIPare“write-only” options,i.e.,
get sockopt () cannotbe called on them. Both takesa struct ip_nreqn (“multicast
request—ne style”) typeargumentdefinedin <net i net /i n. h> asfollows.

struct ip_mreqn{ [* olderimplementatiorusesp_mreq*/
struct in_addrimr_multiaddr, [* IP multicastaddres®f group*/
struct in_addrimr_addess [* local IP addres®f interface*/
int imr_ifindex; [* Interfaceindex */

2

Hereinr _mul ti addr specifiesthe multicastgroup to join. i nr _address (or, in older
implementations, nr _i nt er f ace) specifieghe local addresof the interfacethat you want
to listento, andi nr _i f i ndex shouldstorethe correspondingndex. For simple programs
onecanspecifyl NADDR_ANY andO respectrely, sothatthe systemchoosea multicast-capable
interfacedor you.

Thesamesoclketcanjoin multiplemulticastgroup uptoamaximumof | P_MAX_MEMBERSHI PS
(whichis currently20).

After joining agroup,theOSconfiguregshenetwork interfaceto listento thespecifiednulticast
addressesTheOSkeepsalist of suchaddresses Linux it canbeexaminedoy readingthefile
/ proc/ net /i gnp (althoughit islistedasaplain 32-bithexidecimalnumberin hostordet soit
is notexactly easyto read) An entrywill beremoved,andhencethe network interfacecanstop
picking up datagramso a joined multicastaddressonly whenall socletsjoining thatmulticast
addressreeitherclosedor leave thegroup.

3. How the system chooses an interface?

We saythatif i nt _address andi nr _i fi ndex arenot specifiedthenthe interfacethatis
listenedis choserby the OS.In Linux, by default thisis choserto be thefirst interfacewhich
supportbroadcastingtypically et hO. This default canbe changedby addingan entryin the
routingtable. E.g.,thefollowing will make sureevery multicastpacletwill gothroughthel o
interfaceinstead:

route add -net 224.0.0.0 netmask 240.0.0.0 dev lo

Thisinterfaceis alsousedasthedefaultinterfacefor sendingnulticasts.

A programcansendio andreceve from adifferentinterface. For sendingpnecanusethesock
etoptionIP_MULTICAST _IF mentionedn the lastsection. For receving, one canspecifyit
whenjoininggroupusinglP_ ADD_MEMBERSHIPIn eithercasetheprogranrmeeddo usethe
i oct| systentall,tomaketherequestSl OCG FADDR (getinterfacesaddress)sl OCG FCONF
(list all interfaces)andSI OCA FFLAGS (getinterfaceflagsto seewhethemulticastis support
ed).They areadvancedusageandwe will notcoverthemin thiscourse.



