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Lasttutorialfocusonasimplecaseof multicastingwherethemulticastpacletis recevedby the
recipientbecausé¢he pacletis broadcastednthephysicalbroadcastmedium,andthe network
cardis configuredo listento the particularmulticastaddress But for multicastpaclket to work
acrossetworks,theremustbea routerwhichwill forwardmulticastpacketsfrom onenetwork
to another

Multicastpaclketscanberoutedusingregularroutingdaemonsf they aresupported.Unluckily,

mostroutersdo not supportmulticasting. Indeed noneof the Internetrouting protocols(RIP,

OSPE BGP)we have learnthasary facility for multicasting;and commercialroutersdo not

yetsupportmulticasting. Thereasoris thatmulticastings amuchmorecomplicatedssuethan
unicastrouting. Indeedtherearemultiple protocolsunderdevelopmento performmulticasting,
andthey disagreen principles. We will try outanearlyprotocolandits implementatiorto get
concretadeasabouttheconcernsnvolved.

1. Concernsof Inter-network multicast routing protocols

Justlikemulticastin thedatalinklayer(i.e.,usingbroadcastapabilityof network carddirectly),
inter-network multicastworksby somesendersendingto a multicastIP addressor multicast
group; andif atthattime somereceverjoinedthatgroup,thereceverwill getthepaclet. The
sendedoesotneedo beagroupmembembeforeit cansendamulticastpaclket. And aswehave
briefly examinedin thelasttutorial,therangeof themulticastmaybelimited by the TTL of the
pacletandthemulticastaddres®eingused.

If apaclet(with sufficientlylarge TTL) is sentto agroupthatmostpeoplgoins, multicastings
thesamaasinter-network broadcastingThereforemulticastncludesroadcashsaspeciakase.
In the corverse,internetwork broadcastnechanismganbe usedto implementmulticasting:
just sendthe paclet to everybody Thosecomputersvhich joinedthe groupgetsthe messages
andthosewhichdidn’t dropst. Somulticastingandbroadcastings highlyrelated.Broadcasting
mechanismék e ReversePathForwarding(RPF)playsanimportantrole in multicastrouting.

However, to be a usefulmulticastmechanismthe routermusttry to minimize the numberof
occasionsvhenapaclet hasto besentandforwardedoy arouterevenwhenactuallythereis no
hostsin thegroupwhichis interestedn thegroup. Otherwiseit is justa broadcastechanism,
andit is quite clearthatif a Internet-widebroadcastingnechanisnbecomesvidely available,
everyrouterwill beslashdottetiSuch“noisereduction”is calledpruning: arouterfindsthatno
reachablénostor routeris interestedn the messageandthusdropsthe paclet. To allow this,
the hostsmusttell the routersthatit joins andleavesa group;androutersmusthave a way to
exchangenformationaboutwhatgroupsthey areinterestedn.

So ary multicastingprotocol hastwo basicdecisions:how to obtain enoughinformationto
performinter-network broadcastingi.e.,aroutingtable), andhow to obtainenoughnformation
to performpruning. Differentprotocolshave vastlydifferentstratgiesto performthetasks.

!Slashdot(ht t p: / / sl ashdot . or g/, the namepurposelychosento be shortbut very difficult to pronounce)s an

Internettechnicahewssite. Sinceit hasavery goodselectiorof news,it becomesery popular—sgopularthatwhen

newsitemsappeain Slashdota hugeamountof peoplewill visit thesitesreferredto by the newsitem. At mary times

thereferredsitesarenot preparedor thatamountof traffic,andbecomesery slow or plaininaccessibleThereaders
of Slashdotvould saythatthereferredsiteis “Slashdotted”.



2. DVMRP

One of the earliest attempts to support inter-network multicasting is the Distance Vector
Multicast Routing Protocol, DVMRP. In DVMRP, the routing tablefor performing RPF isfound
using the Distance Vector protocol, separated from any (unicast) routing protocol used in the
underlying network.

DVMRP takes a very passive approach to pruning. DVMRP routers listens to connected hosts
about their joining and leaving of a group, so each of them keeps accurate information about
which groups its hosts are interested in. However, normally it does not forward such group
membership information to neighbouring routers. As a result, when somebody wantsto send a
packet to a particular group, afull broadcast is performed using RPF. When arouter receive such
apacket and findsthat it isaleaf (i.e., it cannot send messagesto its peer), a prune message is
sent to the originator of the message, asking the originator to stop sending messagestoit. The
originator might find that all its links has pruned a group, and thus further prunes towards the
ultimate sender. If arouter which prunesagroup later findsthat it wantsthe group again, agraft
message is sent to undo the prune message.

3. Mroutedand Tunneling

The most popular implementation of DVMRP is a Unix program nr out ed developed by
Standford. Thisisinspiteof thefact that itisnot completely free software, thusisnot installed by
most distribution and must be separately compiled and installed; and in spite of that the program
iIsdesigned for BSD, and requiresa patch to allow it to work on Linux.

Assaid at the beginning, most Internet routers are not multicast-ready. So a multicast routing
protocol that relies on having every participant to be connected by multicast routers would
have little practical use. Theissueissolved by allowing the use of tunnelsto connect parts (or
islands) of the Internet which have multicast capability. When an IP multicast packet arrives at
onesideof thetunnel, it iscompletely encapsulated in an I P unicast packet and send to the other
side of the tunnel. The other side will then extract the IP multicast packet and send it through
itsown network. In thisway, multicast packets can work through partsof the Internet that does
not support multicasting. The DVMRP distance vector protocol will consider the tunnel as a
simplelink.

In Linux, the encapsulation required for atunnel isdone by akernel modulei pi p. Thismodule
must be loaded before atunnel can be used by nr out ed.

4. Mr outed configuration and operation

One starts nr out ed by simply running the program, and stops it by killing it. By default,
nr out ed listensto all broadcast network interfaces, and forwards messagesfrom each interface
to all other. No tunnel iscreated. If thereislessthen 2 interfaces, then nr out ed cannot start
(becauseit hasnointerfaceto forward packetsonto). The/ et ¢/ nr out ed. conf filecan be used
to modify these defaults. A phyi nt (physical interface) section determines which interfaces
to turn on and its operational parameters. The operational parameters includes which ranges
of multicast addresses not to forward to that interface (default none), a metric parameter which
allowsyou to slightly affect the routing (default 1), and a threshold parameter which tellsthat if
apacket has TTL lessthan the threshold it should not be forwarded (default 1). E.g.,

phyi nt et hO boundary 239.255.0.0/16 threshold 16 nmetric 2
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saysthat for a packet to beforwarded to theet hO interface, it must not be an addressin therange
from 239.255.0.0 to 239.255.255.255; and it must have TTL > 16. It hasametric of 2, meaning
that it should be considered to have double cost when the distance vector algorithm is executed.
Tunnels are similar, but apart from an interface, one has to specify the address of the other end
of thetunnel. A tunnel can operate only if both sides configuresthe tunnel correctly. E.g., the
following specifiesthat the other end is192.168.6.3.

tunnel ethO 192.168. 6.3 boundary 239.255.0.0/16 threshold 16

Thefile can al so contain other options, which are described in more detailsin the manpage. The
sample config fileisvery readable, though, so you might not really need to consult the man page
to understand what each option means.

The interface of nr out ed for inspection of itsinternal state is quite crude. In particular, you
should send it a signal SI GUSRL or SI GUSR2. The former puts its current routing table to
the file/ var/ t mp/ nr out ed. dunp; the latter puts its current pruning information to the file
[ var/ t np/ nr out ed. cache. See the man page of mrouted if you want to see an example.

5. Other methodologies

Asan early experimental system for atask ascomplicated asinter-network multicasting, DVMRP
and nr out ed have many deficiencies, heavily reducing the scalability of the system. One of
the problemsisthe use of distance vector with small infinity value (infinity is 16), which makes
it impossible to go through more than 16 hops (and less if some of them set a larger metric),
and al so have the well-known convergence problem. More recent protocolswould uselink state
routinginstead. Infact, many of themwill re-usethe sink treesobtained from an existing routing
protocol, e.g., OSPF, to support multicasting.

But moreimportantly, more recent protocolswould use hierarchical routing: divide the Internet
into regions, each of these regionswould elect a*“core” router to do the top-level routing. Each
router in the region would then use the core to send and recelve multicast. 1nthisway the costly
multicast routing can be limited to a small number of core routers.

The passive approach to pruningisanother seriousdrawback of DV MRP. Whenever anew group
addressis used to send a packet, it is sent to every participating routers, spending large amount
of bandwidth. The prune message then propagates slowly to reduce the traffic. Furthermore,
after a prune message is sent, the router must remember where the prune message is sent to, so
that graft message can be sent to the correct routersif the group islater needed. Thisposelarge
memory requirements on the routers. Recent protocols that employs core routers would allow
part of thisprocessto bereversed: normally multicasts packets are not forwarded. When a host
joins a group, the router forwards join messages towards the core router, until a router which
is aready listening to that group. That router than start forwarding the packets towards the
interested host.



