CSI1S0234B Computer and Communication Networks (Class B)
Reading for Tutorial 1
Socket API

Most C programs use the network by employingBeekeley socketinterfacé, which isinitially
developed for the BSD Unix operating system but is eventually ported to virtually all other
platforms. Sockets extend the notion of Unix that “everything is (looking like) a Ble¢kets

are file descriptors so you can read (receive), write (send) and close them just like you can read,
write and close files, using theead() ,wri t e() andcl ose() system calls that you've learnt

in the OS course. Its behaviour is not unlike a Unix pipe or FIFO.

However, sockets are for communication over network, thus it needs some functionalities not
provided by file descriptors. A number of system calls are added to provide these functionalities.
We will introduce them one by one. In a C program, one should inctsges/ t ypes. h> and

<sys/ socket . h> to access these system calls. During the tutorial we will write an Internet
client, so you may skim the sections for servers (Section 4—6) and save them until the next week
if you are too busy this week.

Like all other system callsyhenever an error is detected, -1 (of the return type) is returned
and the error code is stored in ther no variable (accessible if you includeer r no. h>). To
find the possible errors, read the manpage of the corresponding system calls.

A very simple echo server and client has been included in the source of the tutorial notes. You
cantyperake sanpl e on a Unix computer to compile and test them. The programs are called
t estserver andtestclient.

1. Where to connect to?

To create a socket, one needs to know what is the type of socket to create, e.g., which version of
Internet Protocol (IP) we are using. After we have a socket we also need to know the network
addresses of the computer that we want to connect to. The type of this address also differs
with different protocols. The types can be hard-coded into the program, but this is not robust,
especially when we are facing an upgrade to the underlyifhd iRekily, we have an alternative:

the functionget addr i nf o() which can detect the socket and addresstype. We only need to tell
what type of communication we want to perform, together with a network address and a service
that we want to connect to (or listen to). The function has the following prototype:

int getaddrinfgconst charxhostnamgconst char+service
const structaddrinfoxhints struct addrinfoxres_pt;

Thehost nane argument is a string to specify the network address to connect or bind to. It
might be in a “dotted-quad” form like 147. 8. 178. 13" (for IPv4 addresses), or in an

IPv6 address notation liké2002: 9308: b20d: : 1", or in a “domain-name” form like
"virtue. csi s. hku. hk".If adomain name isused, the function uses the domain name system
(DNS) to find the address and address type needed (in this case, both IPv4 and IPv6 is possible).
The argument might bBULL, which specifies an address for communicating with itself (but see

Al _PASSI VE below).

IA competing interface, X/Open Transport Interface (XTI), is developed for SVR3. It is not as popular as sockets.

2Here we refer to the upgrade from 1Pv4, the version 4 of IP, to IPv6. Depending on how the limited number of IP
addresses are damaging everybody, it might take several years or around a decade to be fully adopted.
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Theser vi ce argument is a string to specify the service to use. It can be a service name (like
“ftp"),oraport number (like "1234"). In the latter case, th@ nt s argument must be used
to tell what type of connection you want.

Both thehi nt s argument and thees_ptr argument use a type which is calletir uct
addri nf o. It is defined in<net db. h> as follows:

struct addrinfo{

int ai_flags /*Input flags. */

int ai_family, [* Protocol family for socket. */

int ai_socktypge [* Socket type. */

int ai_protocol /* Protocol for socket. */

socklen_t ai_addrlen [* Length of socket address. */

struct sockaddrai_addr, /* Socket address for socket. */

char xai_canonnamge [* Canonical name for service location. */

struct addrinfoxai_next [* Pointer to next in list. */

3

The hi nt s argument is used to specify the preferred socket type or protocdli ifs =

NULL, everything is inferred by theost nane andser vi ce argument. Otherwise, we will

set the fields irhi nt s to restrict the choice. For example, we can specify the type of socket in

ai _sockt ype: either to useSOCK_STREAM when the socket will communicate a continuous
and reliable byte stream (the one used by this tutorial); or t&0SE_DGRAM when the socket
willcommunicate a best-effort message stream (we use it in later tutorials). Other than the socket
type, one sometimes want to set_f ami | y to restrict to use either IPv4 (usifif_| NET) or

IPv6 (usingPF_I NET6). One might also want to set _pr ot ocol , which selects a protocol to

use (e.g.| PPROTO_TCP). Finally, one might want to set _f | ags, which is the bitwise-or of

some of the following values:

e Al _CANONNAME: Asks the function to obtain the “canonical name” of the computer
specified irhost nane.

Al _NUMERI CHOST: Asks the function not to perform any domain name lookup (which
might require some time). Instead if such a name is received the function fails.

Al _PASSI VE: Creates an address for server use in tas¢ name is NULL.

If any of the fields are not needed, they should be set to contain 0. So it is customary to set the
hi nt s to all zero before starting to set values in it. For example:

struct addrinfoxres hints

memséd& hints 0, sizeofhintg);

hintsai_socktypes SOCK_STREAM

int ret = getaddrinf@"virtue.csis.hku.hk™1234" &hints &re9);

if (ret!'=0){
fprintf (stderr, "getaddrinfo: %s\n;'gai_strerrofret));
exit(1);

}

Theget addri nf o() function is not a system call, so it does not follow the convention that an
error always produces -1. Instead, normally it returns zero, and on error it returns a negative error
code. The functiomai _strerror () may be used to get a human-readable string from the
error code.
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If the function returns successfully, it allocates a linked list to contain all usable addresses in
*res_ptr.The linked listis linked using thai _next pointer within theaddr i nf o structure.

Apart from theai _fam |y, ai _socktype andai _protocol fields, each element in the
linked list also has an address stored inagheaddr element. Itstypest ruct sockaddr,is

not “real”, since socket support many different network protocol each having a different address
format. For example, for Internet communication the actual tyse isict sockaddr _i n,
defined in<neti net/in. h> Theai _addr| en specifies its length which is useful in later
system calls likeonnect () andbi nd() . Finally, theai _canonnane field is filled with the
canonical name of the host if so requested with CANONNANME.

At the end one should deallocate the linked list by the following function:

void freeaddrinfgstruct addrinfoxres);

2. Creating sockets and making connections

Once you get theddr i nf o structure, you are ready to create a socket, and connect to the
specified server. These are done using the following system calls, with the arguments plugged
from theaddr i nf o structure.

int sockegint family, int socktypeint protoco);
int connecfint sockfd const structsockaddr servaddy socklen_t addrlen

The return value c$ocket () is afile descriptor for use in treockf d argument in later system
calls. On the other handpnnect () simply returns O unless there is an error.

We might get many address structures frggh addr i nf o() . Our program should try them one
by one until succeeding. For example:

...I* Get a linked list of addrinfo in res with code above */

int sockfd=-1;

struct addrinfoxcurr;

for (curr =res curr !=0; curr = curr->ai_nexj {
sockfd= sockefcurr->ai_family, curr->ai_socktypgcurr->ai_protoco);
if (sockfd==-1){

[* notify error */,
continue
}
if (connectsockfd curr->ai_addr, curr->ai_addrler) == -1)
[* notify error */,
else
break;
clos€sockfd;
sockfd=-1;

}
if (sockfd==-1)

/* handle error */
freeaddrinfgres);



3. Closing the connection

The standara! ose() system call is used to close a connection. Oaktese() is called

(which would return immediately), the program can no longsad() andw it e() using the
socket. However, if there are data that are written already but not yet sent, it will continue to try
sending the data, and terminate the connection only after that (or after timeout). If the remote end
tries to send data to the socket after it is closed, the remote end will receive a signal (SIGPIPE),
which would normally terminate the process immediately (that is, unless a signal handler is
registered for it). This looks very much like pipes.

4. Preparing to receive a connection

Passively waiting for connections (used by servers) is quite different from actively making
connections (used by clients). The following system calls setup a socket for “passive open”.

int bind(int sockfd struct sockaddrmyaddt socklen_t addrlen
int listen(int sockfdint backlog;

The system calbi nd() assigns an address to a socket. The arguments have the same for-
mat asconnect (), butnyaddr specifies the address of a local network interface, not a re-
mote one. We can create such addresses @singddr i nf o(), with host nane=NULL and

hi nt s->ai _f| ags=Al _PASSI VE.

The system calli st en() allocates a table of connections. Tieckl og argument specifies

the number of table entries in the table. Once thisis done, connections can be made to the server,
even when the server program is not executingept () (see the next section). If there are

more tharbackl og incoming connections that are not yetcept 'ed, further connections will

be refused (the remote end get B@ONNREFUSED error whenconnect () is called).

The following shows how a server would setup a socket for passive open.

struct addrinfo*res hints *curr;
mems€g& hints 0, sizeofhintg);
hintsai_socktypes SOCK_STREAM
hintsai_flags= Al_PASSIVE
getaddrinfgNULL, "1234", &hints &res); /* should also handle error */
int sockfd=-1;
for (curr =res curr = 0; curr = curr->ai_nexj {
sockfd= sockefcurr->ai_family, curr->ai_type curr->ai_protoco);
if (sockfd==-1)
continue;
if (bind(sockfd curr->ai_addr, curr->ai_addrler) == -1)
[* notify error */,
else if (listen(sockfd 5) ==-1)
[* notify error */,
else
break;
closdsockfd;
sockfd=-1;
}

/*handle error, free linked list, etc */;



5. Waiting for a connection
Servers wait for connections by usiagcept () .
int accep(int sockfd struct sockaddr addr, socklen_t addrlen_pt);

Onceaccept () completes, aewfile descriptor is returned for the connection created. So we
gettwo sockets: the old one which can be useddocept () again, and the new one which

can be used for data communication. We call the old diistening socket and the new one a
connected socketNote that the listening socket and all the connected sockets will have the same
local address. Thisis okay, since a TCP connection is identified by the addbexhk sfdes. On

the other hand, it is impossible for multiple processes to bind to the same local addtems

a connection arrives, we might want to find the remote address. This can be done by using the
addr andaddr| en_ptr arguments. See the man pagesept (2) andget nanei nf o( 3)

for details. We normally don’t need them, so we caresielr andaddr | en_ptr to NULL.

A simpleiterative server thus has the following structure after getting the listening socket:

for (;:){
int newfd= accepfsockfd NULL, NULL);
/* read and write using newfd */
closénewfd;

6. Concurrent server

An iterative server is good if the duration of all connections are short. Otherwise other clients
need to wait for too long, since no connection is accepted when the server is busy talking with
another client. In these cases, another process or thread can be created to handle the connection,
while the “main” process or threatcept () again. This can be done by on-demand forking:

for (;:){
int newfd=acceptsockfd NULL, NULL);
pid_t pid=fork();
if (pid ==0) {/* child */
if (fork() '=0) [*fork and exit so the parent can wait */
exit(0);
closdsockfd;
[* read and write using newfd */
exit(0);
}
closénewfd; /* not my business */
wait(0); [*to prevent zombie */

}

Here double forking is used to prevent zombie processes: the first child always return quickly
and is waited, the second child may return slowly but the parent is deac:| Dise( newf d) ;

call of the parent does not really close the connected file descriptor, since the child (actually,
grand-child) is still holding a copy of the socket.

However, it is possible for a process to bind a port,icadit en( ) , and therf or k() . Then multiple processes will have
the same listening socket, and can all ealtept () at the same time. More about this in the coming tutorials.



7. Controlling socket operations

Sometimes the default behaviour of a TCP connection is not what you want. In some case you
might be able to get the desired behaviour using a TCP/IP options. They can be controlled by
set sockopt () :

int setsockofint sockfdint level int optnameconst void* optval
socklen_t optlen

The option ofsockf d is manipulated. Since there are multiple layers (levels) whepdf d
belongs] evel is needed to select among them. E.g., a TCP connection has socket level, tcp
level and ip level options, selected usiB@L_SOCKET, SOL_TCP and SOL_| P. The option

name and value are specified usopg nane andopt val . They have to be looked up from the
manpagessocket (7) ,t cp(7) andi p(7)). For example, if you are debugging a server, you
will probably start and stop the server frequently. But for safety measures, some OS disallows
a port with previous connection to be reused for around 2 minutes to prevent old data from
interfering with the new one. But you probably don’t want to wait 2 minutes everytime you find

a bug and restart the server. Then you can set the socket level Sati®EUSEADDR to 1 to
disable this safety net, befobé nding:

int val =1,
setsockofsockfd SOL_SOCKETSO_REUSEADDRval, sizeofval));

We need to set this option in the version of Linux that we use in our lab, although in newer
versions of Linux this setting is the default.



