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Candidatesmay useany calculator which fulfils the following criteria: (a) it should be self-contained,silent,

battery-operatedand pocket-sized;(b) it shouldhavenumeral-displayfacilitiesonly and shouldbeusedonly for

thepurposeof calculation;(c) it shouldnot haveanyprinting device,alphanumerickeyboard,or graphicdisplay;

and (d) it shouldnot containanyrecordeddataor program. It is thecandidate’s responsibilityto ensure that the

calculatoroperatessatisfactorilyand thecandidatemustrecord thenameand typeof thecalculatoron thefront

pageof theexaminationscripts.Listsof permitted/prohibitedcalculatorswill notbemadeavailableto candidates

for reference,andtheonuswill beonthecandidateto ensurethat thecalculatorusedwill not bein violationof the

criteria listedabove.

Answer all questions in the answer book provided.

1. (OSInterface,15%)Mostcomputershaveanalarm device,whichcanbeconfiguredtosend
aninterruptto theCPUaftersomenumberof mini-secondshaveelapsed.In a multi-user,
multi-programmedoperatingsystem,thedevicehasto serveall programsandusers.

a. Write a plausibleinterfacefor userprogramsto usethedevice,e.g.,to wait for some
timedefinedby theuser.

b. What partsof the operatingsystemneedcodeto dealwith this device andsupport
thisinterface?

c. For eachof theoperatingsystempartsyouansweredin (b),write pseudo-codefor the
sectionthathandlesthedevice.

2. (Multi-threading, 10%) Many operatingsystemssupportmulti-threading,meaningmore
thanoneflow of controlcanbeoccuringin a single address space at thesametime.

a. ThemappingsbetweenprocessesandthreadsaredifferentbetweenLinux andSun.
Explaintheirdifferences.

b. Giveoneapplicationthatis easyusingtheimplementationof Linux but impossiblein
thatof Sun,andvice-versa.

3. (Virtual memory,15%)Oneof thetechniquesusedin thevirtual memorysystemis called
copy on write. WhentheOSneedstocopy amemoryregion,it doesnotcopy thememory,
but insteadmodify thepagetable.

a. Givethreedifferentsituationsin whichthisVM mechanismcanbeused.Specifywhat
needsto becopied,andwhenis thecopying (i.e.,writing) actuallydone.

b. Considerthe C++ languageconstructstring. Explain why the VM mechanism
cannotbeusedwhenastringis copiedto another.

c. Is it possibleto usecopy-on-writeonC++ string? If so,how? If not,why?
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4. (Scheduling, 15%) In Linux, processschedulingis controlledby a per-processcounter
called the remaining time quantum. When a processcalls fork(), the remainingtime
quantumis splitedinto halves,onehalf is givento thenewly createdprocess.

a. Considerthefollowingalternative:the remaining time quantum is copied to the newly
created process. This is not a goodstrategy, andcanleadto systemcrash. How to
make a systemcrashif this is the strategy taken by Linux? Write codeto support
yourclaim.

b. Considerthefollowing alternative:the remaining time quantum of the newly created
process is always zero, while the time quantum of the old process is unchanged.
Why this is not a goodstrategy? Which measure(s)of schedulingefficiency will be
affected?Supportyouranswerswith asequenceof systemcalls.

c. Why suchconcernsarenotaddressedin theLinux Round-Robin andFirst-In-First-Out
real-timeprocesses?

5. (Process synchronization,15%) Usemonitor to solve thefollowing synchronizationprob-
lem:In abusymini-busstation,passengersqueueupin frontof thestation.Whenaminibus
comes,it queuesin theminibusline until it is thefirst in it, waitsuntil 16passengersareon
theminibus,andleaves.Whenapassengercomes,hewaitsin thequeue.Whenapassenger
is in thefront of aqueue,hewaitsuntil aminibuscomesandgetsupinto theminibus.

Implementthesystemsothat theprocessesaretheminibusesandthepassengers.Hints:
In the monitor, recordsthe numberof passengerswaiting in the queue,the numberof
passengersalreadyin the bus,andthe numberof bus alreadyin the station. Have three
conditions,whicharesignalledwhenaseatbecomesavailablewhilesomebodyis in queue,
whena bus becomesfull, andwhena bus leavesthe station. Make surethat a waiting
passengeror minibuswill leavethemonitortemporarily(or deadlockwill occur).

6. (Deadlocks, 10%) Considera situationin which threeprocesses,named1,2 and3, require
threedifferentnumberof resourcesA, B andC. Thereare7copiesof A, 5copiesof B and
3copiesof C in thesystem,andnootherprocesscontendsfor theresources.

Theprocessesdeclarestheirmaximumuseasfollows:

Process Maximum requirements
1 6 A, 2 B, 1C
2 3A, 5B, 2 C
3 5A, 3B, 3C

They performit in thefollowing order:
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Process Operation
1 Request5copiesof A
2 Request3copiesof B
2 Request3copiesof A
3 Request1copy of C
3 Request2 copiesof C
1 Request1copy of C
1 Freeall resources(rememberto recheckdelayedoperations!)
3 Request2 copiesof B
1 Request2 copiesof B

a. Why it is not good to prevent deadlockin suchscenarioby attackingthe circular
wait requirement?

b. Supposedeadlockavoidanceis usedinsteadto maintainthe systemin statesthat
deadlockisnotpossible.Whatis thesequencein whichtheoperationsareperformed?
For eachoperationperformed,show a possibleschedulethatguaranteesto complete
all jobs. For eachoperationdelayed,show theconflictingprocesses.

7. (Filesystems, 10%) In a Unix filesystem,disk datablocksassociatedwith a file can be
efficientlylocatedby usinganindex-node (inode).

a. For the ext2 filesystemof Linux, write an algorithmwhich canbe usedfor finding
the locationof the datablock given an offset to a file andan inode. Illustrateyour
algorithmwith thefollowing case:block size= 1024,lengthof block numbers= 32
bits,numberof directblocks= 12,andfile offset(in bytes)= 123456789.

b. Explainwhy it is impossibleto efficientlyfind thenameof a file givenaninode(and
nothingelse).Nameonein-memorykerneldatastructurethatis moreappropriatefor
thatpurpose.

8. (User protection, 10%) Considera world readableandexecutableSUID root program
whichdoesthefollowing at thebeginningof main():

system("helper");

TheC library implementssystem() by invokingthe/bin/sh shellprogram.

a. Why thisprogramis notsecurein anenvironmentin whichmultipleuntrustedparties
canlogin themachine?How anintrudergainsaccessto thesystem?

b. Supposethehelperreally needsto beexecutedat thebeginningof theprogram,but
actuallyneedsnospecialprivilege. Ontheotherhand,somecodeafterthecall would
requiretheprivilegeof theroot user. How youwouldmodify theabovecodetomake
it secure?
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