CSI S0230A Principleof Operating Systems (ClassA)
Tutorial 2
A multi-process program

In this tutorial, you arerequiredto do passverd cracking. Imaginethat you saved a private
mail, andit is so privatethat you encryptedit. But someha you forgot somecharacterof
the passverd that would decryptthefile. All you know is that the mail startswith the string
“Dearest’. Theonly hopeis thatyou cantry all thepossiblgpassvwerdsto seewhetheronewould
decryptright. Soyouwrite thefollowing program.

#include<stdiah>
#include<fcntl.h>
#include<unistdh>
#include<errnoh>
#include<crypth>
#include<stringh>

#defineEENCRYPTED_FILE'enMail.txt"

/* Turnablock of bitsreturnedoy encryptto 8 characters/
void block2dharg(char block[64], char out8]) {
inti,j;
for (i=0;i<8; ++) {
char x=0;
for (j=0;]<8;+4)
X =(x<<1)|blodi*84];
ouffi] = x;

}

/* Turn 8 characterso a block acceptabldy encrypt*/
void chars2blod(char in[8], char blodk[64]) {
inti,j;
for (i=0;i<8; ++) {
unsigned char x =in[i];
for (j=0;j<8;+4) {
blod[i*8+H] = (x>>7);
x<<=1;

}

/* Turn8 7-bitscharacterso a block acceptabldy setley */
void chars2ley(const char in[8], char block[64]) {

inti;

char passwi(B];

for (i=0;i<8; ++)

passwdi] =in[i] << 1,

chars2blo&(passwdblo);

}

/* Checksvhethempasswdlecryptencryptedo a string

startingwith expectedStr/

int rightPasswod(char »expectedStrchar *passwdchar »encryptedl{
char block[64], key[64], strZ8];
chars2ley(passwdkey);



setley(key);
chars2blo&(encryptedblod);
encryptblock, 1);

block2dhargblock, str2);

return strncmstr2, expectedSt8)==0;

}

int main() {
int infile;
char xstr="Dearest", encrypteB];
char passw{B] = "abcxy'"

/* Openthefile, readfirst 8 characters/

infile = opeENCRYPTED_FILE O_RDONLY);

if (infile==-1){
fprintf (stderr, "%s: %s\n", strerror(errno), ENCRYPTED_FILE;
return —-1;

}
readinfile, encrypted8);
closdinfile);

/* Try to decryptfor all characters/
for (passwdb] ="’; passwgb]<="~"; ++passwdb])
for (passwib]=""; passwb]<="~"; ++passwib])
for (passwdl7]=""; passwdl7]<="~"; ++passwi7])
if (rightPasswod(str, passwdencryptedl) {
printf ("Thepasswod is %.8s\n’,
passwd;
returnO;

returnl;

}

Conceptuallyheprogramis verysimple althoughabit long. Thefirst 3functions(block2dars,
chars2blod, chars2ley) are routinesusedfor decryption,while rightPasswod decryptsa
messageand checkswhetherit startswith a particularstring expectedStrThe main program
repeatedlycall rightPasswod hopingthatonewill decryptthe mail correctly

Notethatthefor loopswithin mainis the mosttime consumingpartof the program. To speed
thingsup,youhavedecidedo useamachinenith multiple processor® crackthepassverd. But

theabove programitself will notbenefittrom multiple processoréwvhy?).Youhaveto breakthe

programsothattherearemultiple processe® shareheworkload.

M odify the program to use multiple processes.
Hints:

1. Youmayneedto usethe following kernelinterface: fork, mmap waitpid, shmgpt, shmat
shmdtandshmctl

2. To compile the program,you needto add the “-crypt” option,i.e., gcc -Icrypt
crack. c



