CSIS0230APrinciple of Operating SystemgqClassA)
Notesfor Tutorial 2
A more careful look to someLinux Systemcalls

In thelecture you have learntthatuserlevel programsnteractswith the OSkernelthroughan
applicationprograminterface(API). We usuallycall functionsin this interfaceto be a system
call. Someof themareillustratedin thelecturesandwe will usethesesystemcallsduringour
upcomingtutorial. It is essentiato have a deepemunderstandingf thosesystemcalls before
attendingthe tutorial. The canonicalsourceof informationaboutsystemcallsis the manual
pagesaccessibleisingtheman command.However, themanualpagesnaybetootechnicafor
you atthismomentandthis noteprovidesa moregentledescriptiornio thesystencalls. Please
referto thelecturenotesto seeworking examples.

1. File relatedsystemcalls: openread write and close

In Unix, filesandl/O areperformedn a similarfashionusingthefollowing systemcalls.

Interface Include files
int oper{constchar xpathnameint flags <fcntlh>, <sygtypesh>, <sygstath>
ssize_teadint fd, void xbuf, size_tcoun) <unistdh>
ssize_twrite(int fd, void xbuf, size_tcoun) <unistdh>
int closdint fd) <unistdh>

Theopen) systemcall is usedto “openafile”, which corvertsa pathnamento afile descriptor
which canthenbe usedasthefd argumentof the othersystemcalls. In the oper() systemcall,
flag is oneof O_RDONLY, O_WRONLY or O_RDNR which request®peningthefile for read
only, write only andboth read/writerespectiely. In addition,flag may be bitwise-ord (using
the| operator)wvith oneor moreflagsto modify its behaiour. For exampletheO_CREA flag
specifieghat the OS shouldattemptto createthefile if it is notin the file system. (Without
O_CREA, it isanerrorto openanon-«istentfile.)

In generaljf a systemcall fails,-1is returnedandthe int-type global variableerrnois setto
identify the error. To usethis variable,includethe headeffile <errnoh>. For example,if you
attemptto opena file which is actuallya directory errnois setto EISDIR(21).1f youwanta
string ratherthanjust an integer, you canusethe strerror(int) function definedin <stringh>,
whichtakestheerrornumbellik e EISDIRasanargumentandreturngo youa C-stylestringlike
"Is adirectory”. Thestringis ownedby theC library andshouldnever bedeallocated.

The open) systemcall attemptgo readup to countbytesfrom thefile specifiedby fd into the
buffer startingat buf. If thecall succeedthenumberof bytesreadis returned.Thefile position
isadwancedy thisnumbersothenext readwill notreadthesamdile position. It is possiblgor
thereturnechumberto be smallerthantherequestedhumberof bytesto reade.g.,whenendof
file is encounteredyr readingfurtherbytesfrom anl/O device would requirewaiting.

Thewrite() systemcall writesup to countbytesof the buffer startingat buf to thefile specified
by fd. All precaution®f read) alsoholdsfor write().

After finishingusinga file, a programshoulduseclos€) to free up systemresourcesllocated
by the OS.If noerroris detectedit returns0. Thefollowing programshovs anexample which
performafile copy.

#include<unistdh>



#include<sygfcntl.h>
#include<stdiah>

#defineBUF_SIZE1024
char buffer[BUF_SIZH;
int sfile dfile

int main(int argc, char »+argv) {
int byteRead

if (argc< 3){ /* checkwhetherenoughargument*/
fprintf (stderr, "Not enougharguments!\n);
fprintf (stderr, "Usage: %ssource_filedestination_file\n"arg\0]);

return O;

}

sfile= operfarg1], O_RDONLY);

if (sfile==-1){
fprintf (stderr, "Cannotopenfile %s\n", arg\1]);
return 1,

}

dfile= operfargf2], O_WFRONLY|O_CREA);

if (dfile==-1){
fprintf (stderr, "Cannotopenfile %s\n", arg\2]);
closésfile);
return 1,

}

while ((byteRead- readsfilg buffer, BUF_SIZB) > 0)
write(dfile, buffer, byteRealt

closddfile);

closésfile);

return O;

}

If you runthe programin Unix anddehug it, you will noticethat sfile anddfile areallocated
numbers8and4 respectiely. Thisis becaus®, 1and2 areusedfor thestandardnput,standard
outputandstandarcerrorrespectiely.

2. Memory mapping: mmap munmap

Filescanbe mappedo memory sothatreadingfiles aredoneby readingthe memory Thisis
doneefficiently: thefile is actuallyreadonly whenneeded.

Interface Include files

void xmmapvoid start, size_tlengthint prot, int flags int
fd, off_t offse)

int munmagvoid =start, size_tlength <unistdh>, <sygmmarnh>

<unistdh>, <sygmmarh>

Themmay) systemcall mapslengthbytesfrom thefile specifiedby fd, startingat file position
offset If startis not NULL, the OSwill mapit into the memorystartingat start if possible;
otherwisetheaddresss choserby the OS.Themunmay) systemcall remove sucha mapping.
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Thedesirednemoryprotections describedy prot. PROT_EXECspecifieghatthememorycan
containcodeto beexecutedPROT_READallowsthememoryto beread PROT_WRITEallows
thememoryto bewrittento. As usualtheseflagscanbecombiendusingbitwise-or If noneis
intendedpnecanusePROT_NONE

All mappingsareeitherprivateor sharedsetby the flags agumentby usingMAP_PRINATE
or MAP_SHAREDThisis meaningfulwhentwo or moreprocesseblave writable mappingof
the samefile. For a private mapping,suchwrites are privateto the individual processesand
thewritesarediscardedvithoutchanginghefiles. For a sharednappingsuchwritesaffectall
processeandthefile is modifiedaccordingly

Onecanalsousemmapto creatememoryregionsthatis not associateavith ary file, by adding
theflagMAP_ANONIn thiscasethefd andoffsetagumentsarenotused. Thisallowsmemory
to be allocatedoutsidethe normal heap,and provides an alternatve to the sharedmemory
mechanisndescribedaterin thisnote.

We saythatsystentallsgenerallyuse-1to signify errors. Themmapsystentallis noexception.
However, sinceit normallyreturnsa pointer thereturnedvalueis (void *)-1.

3. Processnanagement: fork and _exit

Interface Include files
pid_tfork(void) <unistdh>
void _exit(int statug <unistdh>

fork() createsa new processwhich have a differentPID (processD) andPPID (parentprocess
ID). Theprocesgallingfork() is saidto betheparentprocessandtheprocessreatedy fork() is
saidto bethechild. Onsuccesq)is returnedor thechild processandthechild PID isreturned
to theparentprocess.Onfailure,-1lis returned.

_e&it() terminatesa process.This is usuallythe last systemcall madeby a processsincethe
procesawill becollectedby the OSimmediatelyafterwards. Thereis a functionexit() without
theunderscoré theC library, which performsts own cleanupbeforecalling _exit(). Theparent
proceswvill receve anotificationabouttheterminationof thechild processwhichwill receve
statusspecifiedby thechild.

4. Shared memory manipulation: shmgt, shmatshmctl

Processesancommunicatdy sharingacommonpieceof memory Thereareafew waysto set
thisupin Linux. For example mmapcanbeused.However, by farthe mostflexible methodis
totheonedefinedby Systemv, aversionof Unix. Thisinterfaceshouldbeconsideregbortable,
sincenowadaysothBSD andSystemV Unix systemgprovide thesecalls.

Interface Include files
int shmept(key_tkey, int sizeint shmflg <sygipch>, <sygshmh>
void »shmafint shmid constvoid xshmaddrint shmfly  <sysgtypedh>, <sygshmh>
int shmd{constvoid xshmaddy <systypesh>, <sygshmh>
int shmct{int shmid int cmd struct shmid_dsbuf) <sydipch>, <sygshmh>

Within the OS,eachsharednemoryallocatedhisway hasanidentifier, whichis a system-wide
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numberthatincrementevery time a newv sharednemoryis allocated.Optionally, a uniquekey
may be associatedvith it aswell, whichis anarbitraryinteger choserby individual programs.
In practice mostprogramdo not usea key, sinceit is impossibleto ensuredifferentprograms
usedifferentkeys. Thei pcs commandistsall the sharednemory(andotherlPC constructs)
currentlyin thesystem.

To createa pieceof sharedmemoryonecallsshmgtwith shmflgsetto IPC_CREA'. A key can
be passedwhich associatea fixed integerwith the allocatedmemory Most programsusethe
constaniPC_PRNATE asthe key, meaningthat no key is needed.On the otherhand,if one
decidego useakey, it is desirableo usetheflag IPC_EXCLaswell, to flaganerrorif another
programis usingthe samekey. The returnedvalueis the identifier, which canbe usedasthe
shmidargumentof theothersystemcalls.

It requiressomemethodsfor anotherprogramto retrieve the identifier beforethe programs
cancommunicateusingthe sharedmemory It may be doneby the filesystem for example,
by writing shmidto a file for anotherto read. If a programusesa fixed key, shmggt (without

IPC_CREA) canbeusedaswell.

After theidentifierof asharednemoryis obtaineda programcanmapthesharednemoryinto
its own addresspaceausingshmag). It returnshestartingaddres®f thememoryusedto access
thesharednemory Fromthenon,onecanusethe sharednemoryjustlike thosedynamically
allocatedby mallod). To unmapthe sharedmemory oneusesshmdf).

Both shmeet() andshmag) takesan argumentshmflg which allows permissiorof the memory
to be specified. For example, SHM_Rallows the memoryto be read,and SHM_Wallows the
memoryto bewritten. To obtainor changethe permissionpr otherinformation,of a pieceof

sharednemory onecanuseshmct(). To obtaintheinformation,onesetcmdto IPC_STAT. To

changetheinformation,onesetcmdto IPC_SET Theinformationis setvia buf, which points
to a datastructuredefinedasfollows:

struct shmid_dg
struct ipc_permshm_perny* operationperms*/
int shm_sgsz /* sizeof segment(bytes)*/
time_t shm_atimg/* lastattachtime */
time_t shm_dtimg/* lastdetachtime*/
time_t shm_ctimg/* lastchangdime*/
unsignedshort shm_cpicd/* pid of creator*/
unsignedshort shm_Ipid /* pid of lastoperatort/
short shm_natth; /* no. of currentattacheg/

h

Finally, shmct() is alsousedto remove a sharednemory by settingcmdto IPC_RMID This
shouldbe doneoncethe sharedmemoryis known to be unneededto free up the memoryof
theOS.

5. Concluding notes

We have just seena deepedescription®f somekey systemcallsof Linux. But remembethat
themanuapagesretheprimarysourceof information. Onceyougainenoughknowledgefrom
thiscourseyou mustmalke surethatyou canreadinformationfrom there.



