
CSIS0230APrinciple of Operating Systems(ClassA)
Notesfor Tutorial 2

A morecareful look to someLinux Systemcalls

In thelecture,you have learntthatuserlevel programsinteractswith theOSkernelthroughan
applicationprograminterface(API). We usuallycall functionsin this interfaceto bea system
call. Someof themareillustratedin thelectures,andwe will usethesesystemcallsduringour
upcomingtutorial. It is essentialto have a deeperunderstandingof thosesystemcallsbefore
attendingthe tutorial. The canonicalsourceof informationaboutsystemcalls is the manual
pages,accessibleusingtheman command.However, themanualpagesmaybetootechnicalfor
youat thismoment,andthisnoteprovidesamoregentledescriptionto thesystemcalls. Please
referto thelecturenotesto seeworkingexamples.

1. File relatedsystemcalls: open, read, write and close

In Unix, filesandI/O areperformedin asimilar fashion,usingthefollowing systemcalls.

Interface Include files
int open(constchar *pathname, int flags) <fcntl.h>, <sys/types.h>, <sys/stat.h>
ssize_tread(int fd, void *buf , size_tcount) <unistd.h>
ssize_twrite(int fd, void *buf , size_tcount) <unistd.h>

int close(int fd) <unistd.h>

Theopen() systemcall is usedto “openafile”, whichconvertsapathnameinto afile descriptor,
which canthenbeusedasthefd argumentof theothersystemcalls. In theopen() systemcall,
flag is oneof O_RDONLY, O_WRONLY or O_RDWR, which requestsopeningthefile for read
only, write only andboth read/writerespectively. In addition,flag maybebitwise-or’d (using
the|operator)with oneor moreflagsto modify its behaviour. For example,theO_CREAT flag
specifiesthat the OSshouldattemptto createthe file if it is not in the file system.(Without
O_CREAT, it is anerrorto openanon-existentfile.)

In general,if a systemcall fails, -1 is returned,andthe int -typeglobalvariableerrno is setto
identify theerror. To usethis variable,includetheheaderfile <errno.h>. For example,if you
attemptto opena file which is actuallya directory, errno is setto EISDIR(21). If you want a
string ratherthanjust an integer, you canusethe strerror(int ) function definedin <string.h>,
whichtakestheerrornumberlikeEISDIRasanargumentandreturnstoyouaC-stylestringlike
"Is a directory". Thestringis ownedby theC library andshouldneverbedeallocated.

Theopen() systemcall attemptsto readup to countbytesfrom thefile specifiedby fd into the
buffer startingatbuf . If thecall succeed,thenumberof bytesreadis returned.Thefile position
isadvancedby thisnumber,sothenext readwill notreadthesamefile position. It ispossiblefor
thereturnednumberto besmallerthantherequestednumberof bytesto read,e.g.,whenendof
file is encountered,or readingfurtherbytesfrom anI/O devicewould requirewaiting.

Thewrite() systemcall writesup to countbytesof thebuffer startingat buf to thefile specified
by fd. All precautionsof read() alsoholdsfor write().

After finishingusinga file, a programshoulduseclose() to freeup systemresourcesallocated
by theOS.If noerroris detected,it returns0.Thefollowing programshowsanexample,which
performafile copy.

#include<unistd.h>
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#include<sys/fcntl.h>
#include<stdio.h>

#defineBUF_SIZE1024
char buffer[BUF_SIZE];
int sfile, dfile;

int main(int argc, char **argv) {
int byteRead;

if (argc< 3) { /* checkwhetherenoughargument*/
fprintf (stderr, "Not enougharguments!\n");
fprintf (stderr, "Usage: %ssource_filedestination_file\n", argv[0]);
return 0;

}
sfile= open(argv[1], O_RDONLY);
if (sfile== −1) {

fprintf (stderr, "Cannotopenfile %s\n", argv[1]);
return 1;

}
dfile= open(argv[2], O_WRONLY|O_CREAT);
if (dfile== −1) {

fprintf (stderr, "Cannotopenfile %s\n", argv[2]);
close(sfile);
return 1;

}
while ((byteRead= read(sfile, buffer, BUF_SIZE)) > 0)

write(dfile, buffer, byteRead);
close(dfile);
close(sfile);
return 0;

}

If you run theprogramin Unix anddebug it, you will noticethat sfile anddfile areallocated
numbers3and4 respectively. Thisisbecause0,1and2 areusedfor thestandardinput,standard
outputandstandarderrorrespectively.

2. Memory mapping: mmap, munmap

Filescanbemappedto memory, sothat readingfilesaredoneby readingthememory. This is
doneefficiently: thefile is actuallyreadonly whenneeded.

Interface Include files
void *mmap(void *start, size_tlength, int prot, int flags, int
fd, off_t offset)

<unistd.h>, <sys/mman.h>

int munmap(void *start, size_tlength) <unistd.h>, <sys/mman.h>

Themmap() systemcall mapslengthbytesfrom thefile specifiedby fd, startingat file position
offset. If start is not NULL, the OSwill mapit into the memorystartingat start if possible;
otherwisetheaddressis chosenby theOS.Themunmap() systemcall removesuchamapping.
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Thedesiredmemoryprotectionisdescribedbyprot.PROT_EXECspecifiesthatthememorycan
containcodeto beexecuted,PROT_READallowsthememoryto beread,PROT_WRITEallows
thememoryto bewrittento. As usual,theseflagscanbecombiendusingbitwise-or. If noneis
intended,onecanusePROT_NONE.

All mappingsareeitherprivateor shared,setby theflagsargumentby usingMAP_PRIVATE
or MAP_SHARED. This is meaningfulwhentwo or moreprocesseshave writablemappingof
the samefile. For a privatemapping,suchwritesareprivateto the individual processes,and
thewritesarediscardedwithoutchangingthefiles. For asharedmapping,suchwritesaffectall
processes,andthefile is modifiedaccordingly.

Onecanalsousemmapto creatememoryregionsthatis not associatedwith any file, by adding
theflagMAP_ANON. In thiscase,thefd andoffsetargumentsarenotused.Thisallowsmemory
to be allocatedoutsidethe normal heap,and provides an alternative to the sharedmemory
mechanismdescribedlaterin thisnote.

Wesaythatsystemcallsgenerallyuse-1tosignifyerrors.Themmapsystemcall isnoexception.
However, sinceit normallyreturnsapointer, thereturnedvalueis (void *)−1.

3. Processmanagement: fork and _exit

Interface Include files
pid_t fork(void) <unistd.h>

void _exit(int status) <unistd.h>

fork() createsa new process,whichhavea differentPID (processID) andPPID(parentprocess
ID). Theprocesscallingfork() issaidtobetheparentprocess,andtheprocesscreatedby fork() is
saidto bethechild. Onsuccess,0 is returnedfor thechild process,andthechild PID is returned
to theparentprocess.Onfailure,-1is returned.

_exit() terminatesa process.This is usuallythe last systemcall madeby a process,sincethe
processwill becollectedby theOSimmediatelyafterwards. Thereis a functionexit() without
theunderscorein theClibrary,whichperformsitsown cleanupbeforecalling_exit().Theparent
processwill receiveanotificationabouttheterminationof thechild process,whichwill receive
statusspecifiedby thechild.

4. Sharedmemory manipulation: shmget, shmat, shmctl

Processescancommunicateby sharingacommonpieceof memory. Thereareafew waystoset
thisup in Linux. For example,mmapcanbeused.However, by far themostflexible methodis
to theonedefinedby SystemV, aversionof Unix. Thisinterfaceshouldbeconsideredportable,
sincenowadaysbothBSDandSystemV Unix systemsprovidethesecalls.

Interface Include files
int shmget(key_t key, int size, int shmflg) <sys/ipc.h>, <sys/shm.h>

void *shmat(int shmid, constvoid *shmaddr, int shmflg) <sys/types.h>, <sys/shm.h>
int shmdt(constvoid *shmaddr) <sys/types.h>, <sys/shm.h>

int shmctl(int shmid, int cmd, struct shmid_ds*buf) <sys/ipc.h>, <sys/shm.h>

Within theOS,eachsharedmemoryallocatedthiswayhasanidentifier, whichis asystem-wide
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numberthat incrementevery timea new sharedmemoryis allocated.Optionally, a uniquekey
maybeassociatedwith it aswell, which is anarbitraryintegerchosenby individual programs.
In practice,mostprogramdo not usea key, sinceit is impossibleto ensuredifferentprograms
usedifferentkeys. Theipcs commandlistsall thesharedmemory(andotherIPCconstructs)
currentlyin thesystem.

To createapieceof sharedmemory, onecallsshmgetwith shmflgsetto IPC_CREAT.A key can
bepassed,which associatesa fixedintegerwith theallocatedmemory. Most programsusethe
constantIPC_PRIVATE asthekey, meaningthat no key is needed.On theotherhand,if one
decidesto usea key, it is desirableto usetheflag IPC_EXCLaswell, to flaganerrorif another
programis usingthesamekey. The returnedvalueis the identifier, which canbe usedasthe
shmidargumentof theothersystemcalls.

It requiressomemethodsfor anotherprogramto retrieve the identifier beforethe programs
cancommunicateusingthe sharedmemory. It may be doneby the filesystem,for example,
by writing shmidto a file for anotherto read. If a programusesa fixedkey, shmget (without
IPC_CREAT) canbeusedaswell.

After theidentifierof asharedmemoryis obtained,aprogramcanmapthesharedmemoryinto
itsown addressspaceusingshmat(). It returnsthestartingaddressof thememoryusedto access
thesharedmemory. Fromthenon,onecanusethesharedmemoryjust like thosedynamically
allocatedby malloc(). To unmapthesharedmemory, oneusesshmdt().

Both shmget() andshmat() takesanargumentshmflg, which allowspermissionof thememory
to bespecified.For example,SHM_Rallows thememoryto be read,andSHM_Wallows the
memoryto bewritten. To obtainor changethepermission,or otherinformation,of a pieceof
sharedmemory, onecanuseshmctl(). To obtaintheinformation,onesetcmdto IPC_STAT. To
changetheinformation,onesetcmd to IPC_SET. Theinformationis setvia buf , which points
to adatastructuredefinedasfollows:

struct shmid_ds{
struct ipc_permshm_perm; /* operationperms*/
int shm_segsz; /* sizeof segment(bytes)*/
time_t shm_atime; /* lastattachtime*/
time_t shm_dtime; /* lastdetachtime*/
time_t shm_ctime; /* lastchangetime*/
unsignedshort shm_cpid; /* pid of creator*/
unsignedshort shm_lpid; /* pid of lastoperator*/
short shm_nattch; /* no. of currentattaches*/

};

Finally, shmctl() is alsousedto remove a sharedmemory, by settingcmd to IPC_RMID. This
shouldbe doneoncethe sharedmemoryis known to be unneeded,to freeup the memoryof
theOS.

5. Concluding notes

Wehave justseenadeeperdescriptionsof somekey systemcallsof Linux. But rememberthat
themanualpagesaretheprimarysourceof information.Onceyougainenoughknowledgefrom
thiscourse,youmustmakesurethatyoucanreadinformationfrom there.


