CSI S0230A Principleof Operating Systems (ClassA)
Notesfor Tutorial 4
M odifying the kernel

In thelasttutorial,we startecour questo getcloseto theLinux kernel. We have triedupgrading
a kernel. We will build on thatknowledge,and actuallymodify the kernelthis week. To get
startedwe will dosomethingextremelysimple: to add atrivial system call. We will getsome
realwork donein thekernel.

1. Thekernel source

Thekernelis by no meanssmall: the 2.2.19kernelis morethan73M bytesin size. As much
as41M of the codeis lying in device drivers,while filesystemsandnetwork codeconstitutes
anotherlOM. Theremaining20M bytesof codeincludes15M of architecturedlependentode
(around2M for eachof the 9 supportedarchitecturesintel x86, SunSFARC, 64-bit SFARC,
IBM S390main-frame Motorola PonverPC,Motorola 680x0,DEC Alpha, the MIPS usedin
early DEC machinesand the low-power RISC called ARM). Most of the remaining5M is
consideredhe“core” kernelcode. Thiscoreis smallenoughthatLinus,thecreatorandprimary
maintainerf Linux, canlook afterits everyline.

Thecodeis separatethto thefollowing top-level directories.
* init/: kernelinitialization code. This includesall functionsto boot up the kernel, in

particularstart_kernel() whichis thefirst functionexecutedoby thekernel.

* include/: function prototypesof kernel-relatedunctionslike memorymanagemengnd
generidunctionslik e stringhandling. Thedirectoryincludessomearchitecturealependent
filesin include/asm-xxx/ subdirectoriesyhichhidethecodedifferingamongarchitectures.
Thecurrentlyusedarchitecturas availablein theinclude/asm/ subdirectory

« arch/: functionsthatdiffersamongarchitecturedik e how registersareused how memory
mappingworks,etc.

» kernel/:thecentralkernelcode. Mostsystencallsaredefinednere aswell assomekernel
mechanismgk e timer managemengcheduleand!/O handling.

* mm/: the Linux memorymanagersupportingthe memoryallocationstratey andvirtual
memorysystemof Linux.

» driver/:variousdevicedrivers. Thisiswherespecifiowaysto communicatevith individual
hardware devices like the disk, network card, display card, soundcard, serial devices,
mousesUSBbus,videodevices,etc. areimplemented.

* net/: various networking protocols,including Ethernet,Novell IPX, TCP/IR etc. The
network devicesareimplementedn thedriver/ directory

» fg:variousfilesystems.They all sharehesamenterface calledVFS (virtual filesystem).
* lib/: theimplementatiorof thegenericfunctionsmentionedn “include/” above.

* moduled/: this is where compiled modulesare temporarily stored,to be installedinto
/'1'i b/ modul e for useby arunningkernel.

2. Kernd entry point: entry. S

Thelist of systencallsisdefinedn afile calledent ry. Sinthearchitecturelependentirectory
ar ch/ xxx/ ker nel . Notethefile nameendsnotin .c butin .§ meaninghatthefile is written
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in assemblyanguagenot C. Thefile containsanentrycalledthe systemcall table:

.data
ENTRY(sys_cal |l _table)
.1 ong SYMBOL_NAME(sys_ni _syscall) /* 0 */
.1 ong SYMBOL_NAME(sys_exit)
.1 ong SYMBOL_NAME(sys_fork)
.1 ong SYMBOL_NAME(sys_read)
.1 ong SYMBOL_NAME(sys_write)

.1 ong SYMBOL_NAME(sys_vfork) /* 190 */
.rept NR syscalls-190
.1 ong SYMBOL_NAME(sys_ni _syscall)

To adda systemcall, oneaddsanentryattheendof thelist, just beforethe.reptline.

The .reptlines meansthat NR_syscalls-19@ntriesare added all containningthe addressof
sys_ni _syscal | . NR_syscallss a constantyith value256.Thusthereare256 systemcalls,
someof themcontainingsys_ni _syscal | , whichjustsignify thefunctionis Not Implement
ed. Laterwewill usetheseentriesto addnew systemcall dynamically

3. System calls. kernel code

Thelist of systemcall aredocumentedn the appendixA of the book Linux Kernellnternals.
Onesimplerexampleisin ker nel / sched. c:

asmlinkageint sys_e@tuid\void)
{

}

Theasmlinkae macroillustrateshow thekernelhandlearchitecturalifferences.In mostarcht
tecturespormalfunction callsareusedfor the systemcall handlerto call individual functions.
However, the 80x86architecturdnasa moreefficientparametepassingnechanisnthatcanbe
usedfor smallfunctioncallslik e this. Themake useof this,themacroasmlinkae is definedso
thatit expandgo nothingfor mostarchitectureandto a GNU C directive thatspecifythemore
efficientparametepassingnechanisnior 80x86.

return current>uid;

Theabove codenever returnsanerror. In casea systemcall functionneedgo communicaten
error, it returnsaaneggativenumberwhichabsolutesalueistheerrorcode. Thefileasni errno. h
definesalist of errorcodes.

In orderto adda new systemcall, onecanmodify anexistingfile to containanothersys_ XXX
function. But it is probablybetternot to touchexisting files, but insteadto adda newv onein
an existing directory sayker nel /. To allow make zI mage to find your new file, edit the
Makef i | e of thedirectory locatingtheline containingthelist of object(.0) filesto generate,
andaddyour own objectfile nameinto it.

4. Functionsin thekerne

As we have mentioned( library functionsarenot availablein the kernel. For instanceprintf
cannotbe usedfor printing a message.However, mary of them have substituteas utility
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functionsin | i bs/ orker nel / . E.g.,you canuseprintk to print amessagéom thekernelto
theconsole.Again,theLinux Kernellnternalsbook containsanappendixcontainingthem.

5. System calls. libc glue code

Onceyou have implementeda systemcall, usercodecan call themthroughthe systemcall
interface. But insteadbf writing assemblygodelikei nt  $0x80 by yoursehes,youcanusethe
macros_syscallN(N is the numberof agumentsiefinedby <syscallh> to build a C function
thatmakesthesystemcall. Thisis how theC library implementsgyetpid():

#define__NR_e@tpid20 /* getpidisthe20thsystemcallin syscalltable*/
_syscall@int, getpid) /* Now getpidis afunctionthatmakesthe syscall*/

If thesystemcall returnsanerrorcode(i.e.,asmallnegative number)the C functionreturns-1,
assigninghe absolutevalueof theerrorcodeto theglobalvariableerrno. Otherwisethevalue
returnedby thesystemcall is propagtedto thecallerof C function.

Somuchfor now.

Happy kernelhacking!



