
CSIS0230A Principle of Operating Systems (Class A)
Notes for Tutorial 4

Modifying the kernel

In thelasttutorial,westartedourquesttogetcloseto theLinux kernel.Wehavetriedupgrading
a kernel. We will build on that knowledge,andactuallymodify the kernelthis week. To get
started,wewill dosomethingextremelysimple: to add a trivial system call. Wewill getsome
realwork donein thekernel.

1. The kernel source

Thekernelis by no meanssmall: the2.2.19kernelis morethan73M bytesin size. As much
as41M of thecodeis lying in device drivers,while filesystemsandnetwork codeconstitutes
another10M. Theremaining20M bytesof codeincludes15M of architecturedependentcode
(around2M for eachof the9 supportedarchitectures:Intel x86,SunSPARC, 64-bit SPARC,
IBM S390main-frame,Motorola PowerPC,Motorola 680x0,DEC Alpha, the MIPS usedin
early DEC machines,and the low-power RISC called ARM). Most of the remaining5M is
consideredthe“core” kernelcode.ThiscoreissmallenoughthatLinus,thecreatorandprimary
maintainerof Linux, canlook afterits every line.

Thecodeis separatedinto thefollowing top-level directories.

• init/: kernel initialization code. This includesall functions to boot up the kernel, in
particularstart_kernel() which is thefirst functionexecutedby thekernel.

• include/: function prototypesof kernel-relatedfunctionslike memorymanagement,and
genericfunctionslikestringhandling.Thedirectoryincludessomearchitecturedependent
filesin include/asm-xxx/ subdirectories,whichhidethecodedifferingamongarchitectures.
Thecurrentlyusedarchitectureis availablein theinclude/asm/ subdirectory.

• arch/: functionsthatdiffersamongarchitectures,likehow registersareused,how memory
mappingworks,etc.

• kernel/: thecentralkernelcode.Mostsystemcallsaredefinedhere,aswell assomekernel
mechanismsliketimermanagement,schedulerandI/O handling.

• mm/: theLinux memorymanager, supportingthememoryallocationstrategy andvirtual
memorysystemof Linux.

• driver/: variousdevicedrivers.Thisiswherespecificwaystocommunicatewith individual
hardware devices like the disk, network card,display card,soundcard,serial devices,
mouses,USBbus,videodevices,etc. areimplemented.

• net/: various networking protocols,including Ethernet,Novell IPX, TCP/IP, etc. The
network devicesareimplementedin thedriver/directory.

• fs/: variousfilesystems.They all sharethesameinterface,calledVFS(virtual filesystem).

• lib/: theimplementationof thegenericfunctionsmentionedin “include/” above.

• modules/: this is wherecompiledmodulesare temporarilystored,to be installed into
/lib/module for useby a runningkernel.

2. Kernel entry point: entry.S

Thelist of systemcallsisdefinedin afile calledentry.S in thearchitecturedependentdirectory
arch/xxx/kernel. Notethefile nameendsnot in .c but in .S, meaningthatthefile is written
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in assemblylanguage,notC.Thefile containsanentrycalledthesystemcall table:

.data
ENTRY(sys_call_table)
        .long SYMBOL_NAME(sys_ni_syscall) /* 0 */
        .long SYMBOL_NAME(sys_exit)
        .long SYMBOL_NAME(sys_fork)
        .long SYMBOL_NAME(sys_read)
        .long SYMBOL_NAME(sys_write)
        ...
        .long SYMBOL_NAME(sys_vfork)            /* 190 */
        .rept NR_syscalls-190
                .long SYMBOL_NAME(sys_ni_syscall)

To addasystemcall,oneaddsanentryat theendof thelist, justbeforethe.reptline.

The .rept lines meansthat NR_syscalls-190entriesareadded,all containningthe addressof
sys_ni_syscall. NR_syscallsis a constant,with value256.Thusthereare256systemcalls,
someof themcontainingsys_ni_syscall, which justsignify thefunctionis Not Implement-
ed. Laterwewill usetheseentriesto addnew systemcall dynamically.

3. System calls: kernel code

Thelist of systemcall aredocumentedin theappendixA of thebook Linux KernelInternals.
Onesimplerexampleis in kernel/sched.c:

asmlinkage int sys_getuid(void)
{

return current->uid;
}

Theasmlinkagemacroillustrateshow thekernelhandlearchitecturedifferences.In mostarchi-
tectures,normalfunctioncallsareusedfor thesystemcall handlerto call individual functions.
However, the80x86architecturehasa moreefficientparameterpassingmechanismthatcanbe
usedfor smallfunctioncallslikethis. Themakeuseof this,themacroasmlinkage is definedso
thatit expandsto nothingfor mostarchitecture,andto a GNU C directivethatspecifythemore
efficientparameterpassingmechanismfor 80x86.

Theabovecodenever returnsanerror. In casea systemcall functionneedsto communicatean
error, it returnsanegativenumber,whichabsolutevalueistheerrorcode.Thefileasm/errno.h
definesa list of errorcodes.

In orderto adda new systemcall,onecanmodify anexistingfile to containanothersys_XXX
function. But it is probablybetternot to touchexisting files,but insteadto adda new onein
an existing directory, saykernel/. To allow make zImage to find your new file, edit the
Makefile of thedirectory, locatingtheline containingthelist of object(.o) files to generate,
andaddyourown objectfile nameinto it.

4. Functions in the kernel

As we have mentioned,C library functionsarenot availablein thekernel. For instance,printf
cannotbe usedfor printing a message.However, many of them have substituteas utility
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functionsin libs/ or kernel/. E.g.,youcanuseprintk to print a messagefrom thekernelto
theconsole.Again,theLinux KernelInternalsbookcontainsanappendixcontainingthem.

5. System calls: libc glue code

Onceyou have implementeda systemcall, usercodecancall them throughthe systemcall
interface.But insteadof writing assemblycodelikeint $0x80 by yourselves,youcanusethe
macros_syscallN(N is thenumberof arguments)definedby <syscall.h> to build a C function
thatmakesthesystemcall. Thisis how theC library implementsgetpid():

#define__NR_getpid20 /* getpidis the20thsystemcall in syscalltable*/
_syscall0(int, getpid) /* Now getpidis a functionthatmakesthesyscall*/

If thesystemcall returnsanerrorcode(i.e.,asmallnegativenumber),theC functionreturns-1,
assigningtheabsolutevalueof theerrorcodeto theglobalvariableerrno. Otherwise,thevalue
returnedby thesystemcall is propagatedto thecallerof C function.

Somuchfor now.

Happy kernelhacking!


