CSI S0230A Principleof Operating Systems (ClassA)
Notesfor Tutorial 5
Process Structure

In thelasttutorial,you learnthow to adda trivial systemcall. In thistutorial,youwill learnthe
structureof process.

1. Process Management

In thelecture,you learnthata processs a unit thatresourceareallocatedn thekernel. Each
procesdescriptorgs implementedoy a task_structdatastructure(taskand processareterms
thatLinux usesnterchangeably)Therearemary membersn tast_structiabout82 members).
Thewholestructureof task_strucis shavn in Chapter3 of “Linux Kernelinternals”. Herewe
introducesomeof them.

struct task_struc{
int pid;
struct task_strucknext_task«prev_task
struct task_structkp_opptr, xp_pptr, xp_cptr, *p_ysptt =p_osptr
char comnfil6];

*  ProcessID: Everyprocessasits uniqueprocessD calledpid. Weidentify theprocesby
thisnumber (Notethatpid_tistypedef’edtoint).

pid_tpid,;
*  Processlist: All processeformsadoublylinkedlist with next_taskandprev_task

*  Process relationships: There are 'family relationships’betweenthe processeswhich
arerepresentedby the p_Xptr pointers. The simplestoneis p_pptr, which pointsto the
parentprocessstaskstructureTo enablea procesgo accessll its child processeqy_cptr
pointsto the task structureof the “youngestchild”, i.e., the last createdchild. The child
processearelinkedtogetherasa doublylinkedlist by p_ysptr(next youngersibling) and
p_osptr(next oldersibling). Thefollowing figure shouldclarify the ‘f amily relationships
betweemrocesses.

* Miscellaneous: Thenameof the programexecutedoy the processs storedin comm

2. Theprocesstable

Conceptuallyevery procesoccupiesxactly oneentryin the procesgable. In earlierversions
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of Linux, thisis exactly how it is implemented:thereis a staticarrayof sizeNR_TASKSthat
task_structreallocatedrom.

struct task_strucktasNR_TASKS

This limits the total numberof processeso NR_TASKS which is 512 unlessyou modified
thekernel. Newer kernelsdoesnot containa taskarray andinsteaddynamicallyallocatetask
structuresrom physicalmemory sothis limitation hasbeenremoved. Givenary processall
theprocessesurrentlyin asystencanpresentouldbetraversedy followingthedoubly-linked
list containingall processesTraditionally, this is doneby a macrofor_ead_taskdefinedin
<linux/schedh>:

#definefor_ead_taskp) \
for (p=&init_task (p=p->next_task != &init_task)

Hereinit_taskis thefirst taskcreatediuringthebootprocess Notethestrangepositionin which
thenext_tasklink is followed: it makessurethatinit_taskitself is not visited.

Marny systemcallsrecevesa pid andneeddo find thetaskstructurewith thatpid. Thiscanbe
doneby traversingall processedyy somethindike

for_ead_tasKp) if (p->pid == XXX) break;

But thisrequiregimelinearto thecurrentnumberof processesNewer kernelscontainsa hash
tableof taskstructuresallowing thetaskstructurego be foundin nearlyconstantime by the
find_task_by_pidunctiondefinedin <linux/schedh>:

extern __inline__struct task_struckfind_task _by_pigint pid) {
struct task_struckp, »xhtable= & pidhaslipid_hashfpid)];
for (p=~+htable p && p->pid != pid; p = p->pidhash_ngt);
returnp;

Finally, thetaskstructureof the currentlyrunningtaskcanbeobtainedvia thevariablecurrent

3. Accessing the process address space

Systenrallsusuallyneedto reador write to memorybuffersprovidedby thecaller,i.e.,theuser
process.Though,this posea securityproblem. If the kernelnawvely usesits full right to read
andwrite thememorybuffers,theusercantrick thekernelinto readingandwriting memorythat
doesnotbelongto theprocessthusviolatingthesecuritybarrier Thussystencallsmustcheck
whethememoryprovidedby userprocesseis really ownedby the process.Linux hasa setof

macrogdefinedin asm/uacces$ thatperformthisautomatically

copy_fiom_usefvoidx to, void+ from int sizeOfBlokg
Copiesa block of arbitrary size from user space. Return0 on successand non-zero
onfailure.

copy_to_usdwoidx to, void+ from int sizeOfBlokg
Copiesa block of arbitrary size to userspace. Return0 on successand nonzeroon
failure.



4. Modules

Linux is a monolithic kernel;thatis, it is one single large programwhereall the functional
componentsf thekernelhaveaccessoall of itsinternaldatastructuresindroutines. Thismade
it ratherdifficult to addnen component#nto thekernal,sinceit involvesa kernelcompilation.
To easethis, Linux hasa systemof kernelmodules,which allows you to dynamicallyload
andunloadcomponentsnto the kernel. Linux modulesarelumpsof codeto be dynamically
linkedinto kernel. They canbe unlinkedfrom thekernelandremoredwhenthey arenolonger
needed Mostly kernelmodulesaredevicedrives pseudo-deicedriverssuchasnetwork drivers,
or file-systems.

Youcaneitherexplicitly calli nsmod andr mod commandso loadandunloadkernelmodules,
or usethekerneldaemonker nel d) toautomaticallyrecognizeéheneedfor devicedriversand
loadmodulesaccordingly

A kernelmodulehasat leasttwo functions:init_modulewhich is called whenthe moduleis
insertednto thekernelandcleanup_module/hichis calledjustbeforeit isremoved. Typically,
init_moduleeitherregistersa device or filesystemhandler or replacesne of the systemcall
with its own code.Thecleanup_modul&nctionshouldundowhaterer init_moduledid, sothe
modulecanbeunloadedsafely Thefollowingis asampleprogam- helloworld. Youcantry it
in Linux.

* File:hellomod.c*/
/* Shouldbe compiledwith
gcc-c -Wall -I/path/to/lkernel/linuxhellomod.c
replacing/path/to/lernelto you actualpathto kernelroot */

[* Theseellstheheadefilesthatyouwantto compilea kernelmodule andsoexpose
theneedednacros?/

#ifndef KERNEL___

#define KERNEL__

#endif

#ifndef MODULE

#defineMODULE

#endif

#include<linux/kernelh>

/* Mustincludethis,althoughtherealreasons out of scopeof thiscourset/

#include<linux’moduleh>

[* Initialize themodule*/
int init_modulé) {
printk("Hello, world - thisis thekernelspeaking\n);
/* Thefollowing tellsthekernelthatinitializationis successful.
To indicatefailure,returnanon-zeranumberinstead?*/
return O;

}

[* Cleanup- undowhateverinit_moduledid */
void cleanup_modul@{
printk("Shortis thelife of a kernelmodule\n};

}



