
CSIS0230A Principle of Operating Systems (Class A)
Notes for Tutorial 6

Page Table

In thistutorial,youwill learnhow to getpagetableinformationof aprocess.

1. Page table levels and linear address

In ordertosupportasmany architecturesaspossible,thepagedirectoryof Linux is3-level. Each
processhasaPageGlobalDirectory(PGD),whichentriesarephysicaladdressesof PageMiddle
Directory(PMD),eachof whichin turnstoresphysicaladdressesof PageTables.A PGD,PMD
andpagetableentryis of typepgd_t, pmd_tandpte_trespectively.

typedef unsigned long pte_t;
typedef unsigned long pmd_t;
typedef unsigned long pgd_t;

Thenumberof bitsof alogicaladdressusedfor indexingthesetablesarehard-codedintotheker-
nelwith “#define” in theheaderfilesasconstants.In particular, PGDIR_SHIFT, PMD_SHIFT
andPAGE_SHIFTaresetto thestartingbit that is usedfor indexing thePGD,PMD andpage
tablerespectively. By theseboundaries,thelogicaladdressis brokeninto 4 parts(thelastpartis
theoffsetwithin thepage).

Normally(i.e.,whenPAE1 isnotin use),80x86(i386)usesa2-levelspagetable.A linearaddress
contains32bits,whilewehavePGDIR_SHIFT=PMD_SHIFT=22andPAGE_SHIFT=12. Thus
thetop10bits(31–22)arefor indexing thePGD,thenext 10bits(21–12)arefor thepagetable,
andthelast12bitsarefor thepagetable.NotethatPGDIR_SHIFT=PMD_SHIFT,meaningthat
thePMDhasnobit. ThePMDcompletelyembedsin thePGDentry. Thusapmd_t entryactually
usesthesamememoryasthepgd_t entry. Thefollowing diagramshowstheir relations.
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2. Finding a PGD

Every processhasa PGD,which is alwaysin memory. As we have learntin last tutorial, if we
haveaprocessID pid,wecanfind its task_structstructureby find_task_by_pid(). Thestructure

1Startingfrom Pentium-Pro,80x86 supporta modeof operationcalled PhysicalAddressExtension(PAE), where
physicaladdressis36-bits. Thisallowsphysicalmemoryaslargeas64GB. However, thelogicaladdressisstill 32-bits,
soeachprocessseesno morethan4GBmemory. Thenet resultis that eachpagetableentrymustbeat least36-bits
(actually, 64-bitsareallocated).Thusapagecanholdonly 512pageentries,anda3-level pagedirectoryis used.
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containsapointermmto the“memorydescriptor”of theprocess,of typestruct mm_struct*:

struct task_struct{
pid_t pid;
struct mm_struct*mm;
....

};

A memorydescriptorstoresall informationof theprocessrelatedto memoryallocation. The
structureis definedin <linux/sched.h>, andcontainsafield pgd, which is thestartingaddressof
thePGD:

struct mm_struct{
...
pgd_t* pgd;
...

};

3. Using a page directory

Onceyougetapageglobaldirectory,youcanusefunctionsandmacrosdefinedin <asm/page.h>
and<asm/pgtable.h> to accessthem. This involvesthreetasks:(1) given an upper-level page
tableentryanda logicaladdress,find thepagetableentrythatis usedfor thelogicaladdress;(2)
givenapagetableentry,checkwhethertheentrypointstoavalidpagein memory;and(3)givena
pagetableentry,find theaddressof thelower-levelpagetable.ThesearedonebytheXXX_offset,
XXX_presentandXXX_pagemacrosrespectively, whereXXX is oneof pgd, pmdandpte.

1. The XXX_offset() macro. For example, if you have a memory descriptormm and a
logical addressladdr, you cangeta pointerto thePGDentryfor finding laddr by simply
pgd_offset(mm, laddr). It is definedlikethis:

#definepgd_offset(mm, address) \
((mm)->pgd+ ((address) >> PGDIR_SHIFT))

Soit doesexactlywhatis suggestedby thenameof themacro:to go to thePGDoffsetfor
someaddress,giventhememorydescriptor. For all purpose,youcantreatit asa function
with theprototypepgd_t* pgd_offset(struct mm_struct* mm, unsigned long address).

Similarly, if you have a pointerpgd to a PGDentryandwant to get thePMD entryof an
addressaddr, you canusepmd_offset(pgd, laddr). Recallthat thePMD is embeddedinto
the PGD,so this doesnothingexcept to turn the pgd_t pointer to a pmd_tpointer. It is
definedlikethis:

extern inline pmd_t* pmd_offset(pgd_t* dir, unsigned long address) {
return (pmd_t*) dir;

}

2. Eachpagetableentryis a 32-bit long-typevalue(of typeunsigned long). They areused
for storingthestartingphysicaladdressof pages.However,sincepagesalwayshavebottom
12 bits 0, the pagetableentrycanusethesebits for otherpurpose.Oneparticularbit is
thepresentbit, which is setto 1if thepagetableentryis actuallyvalid. TheXXX_present
macrocanbe usedto checkthis bit. For example,if you have a PMD entry Pmd, then
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pmd_present(Pmd) returnsnon-zeroif thepagetableis present.It is definedlikethis:

#definepmd_present(x) (pmd_val(x) & _PAGE_PRESENT)

Wecanregardit asa function:int pmd_present(pmd_tpmd).

3. Sometimeswe want to simply dereferencea pagetableentryratherthanto offset it using
a logicaladdress.Thiscanbedoneby XXX_page. For example,if youhavea PMD entry
Pmd, you canget the startingaddressof the pageit pointsto, by pmd_page(Pmd). You
cantreat it asa function of prototypeunsigned long pmd_page(pmd_tpmd). Note that
the result is anunsignedlong integer, andyou have to castit to a pointerif you want to
dereferenceit. It is implementedlikethis:

#definepmd_page(pmd) \
((unsigned long) __va(pmd_val(pmd) & PAGE_MASK))

4. Reading a page table for a given linear address

If wearegivenaprocessandoneof its linearaddress,it requiresfour stepstofind thepagetable
thatcontainstheaddress.

a. Find theentryin PGDtablethatis correspondingto thelinearaddress.

b. Convert thePGDentryto aPMD entry.

c. Testtheexistenceof thepagetablepointedby PMD entry.

d. If thepagetableis in memory, getits baseaddressandreadits content.

5. Modules

Pleasereadthemodulepart in thereadingmaterialof thelast tutorial,andthesamplemodule
providedin coursehomepage.


