CSI S0230A Principleof Operating Systems (ClassA)
Tutorial 8
Signals

Imaginethatyou arewriting a large project,which is to be shippedto theuser You areafraid
that the programcontainsproblems. However, the regular core dumpis not useful, asthe
corewould be very large. Soinsteadyou just wantyour programto trap segmentatiorfaults
and exits, telling what type of wrong accesss done,andtelling the memorylocationthat is
beingaccessed.

Write a handlerto print out whathashappenedsomeotherprocessnight sendit a SIGSEGV

signaltheprogrammightaccessomenon-«istentmemoryor theprogrammightwrite tosome

read-onlyregion. In your program,differentiateand print a messageo indicatethesecases.
In the latter two casesprint out the memoryaddresseingaccessedExit after the message
IS printed.

Write alsotherequiredcodeto setupthesignalhandler Notethatyouneedio setupanextended
sigactionhandlerfor thatpurpose.Testyour codeby immediatelygenerata segmentatiorfault
in your programby variousmethodge.g. callingraisg)), accessingnvalid memoryandwriting

read-onlymemory

Hints

* Remembethat si_codestoresinformationaboutwhy a signalis sent. Find the relevant
informationfrom themanpagef sigaction

* Make sureto setthe appropriatesa_flaysin the signalactionto selectusingan extended
sigactionhandler

» Tocreateaninvalid pointer just castthecorrespondingntegerto a pointer E.g.,apointer
to memorylocationOx10canbegeneratedby (char *)Ox10. Recallthatyou canfind alist
of valid linearaddresseBom thememorymapof theprocesgi.e.,/ pr oc/ NNN maps) .

Note: it is possibleto find moreinformationaboutthe processostatesvhenthe fault occurs,
e.g.,the addresof the faulting instruction. This is done by using the last agumentof the
signalhandlersaycnt If you feel adventurouswrite the following in the beginning of your
signalhandler:

sigcontet context = (sigcontet +)((unsigned long)cnt + 20)

Now run your program in gdb, set a breakpoint at the signal handler (by, e.g.,
break ny_segv_handl er), andasksgdbnotto trapthe segmentatiorfault signal(by saying
togdbhandl e SI GSEGV nost op nopri nt). Steptheprogramsothatthenew lineis execut
ed,andsayprint/x *cont ext. Notehow cr2is setto thefaultingaddressandeipis exactly
theaddres®f theinstructioncausinghe segmentatiorfault.

Thisis by definitionOSandprocessospecific though.



