
CSIS0230A Principle of Operating Systems (Class A)
Tutorial 8

Signals

Imaginethatyou arewriting a largeproject,which is to beshippedto theuser. You areafraid
that the programcontainsproblems. However, the regular core dump is not useful,as the
corewould bevery large. So instead,you just want your programto trapsegmentationfaults
andexits, telling what type of wrong accessis done,andtelling the memorylocationthat is
beingaccessed.

Write a handlerto print out whathashappened:someotherprocessmight sendit a SIGSEGV
signal,theprogrammightaccesssomenon-existentmemory,or theprogrammightwrite tosome
read-onlyregion. In your program,differentiateandprint a messageto indicatethesecases.
In the latter two cases,print out the memoryaddressbeingaccessed.Exit after the message
is printed.

Writealsotherequiredcodetosetupthesignalhandler. Notethatyouneedtosetupanextended
sigactionhandlerfor thatpurpose.Testyourcodeby immediatelygenerateasegmentationfault
in yourprogrambyvariousmethods(e.g.,callingraise()),accessinginvalidmemory,andwriting
read-onlymemory.

Hints

• Rememberthat si_codestoresinformationaboutwhy a signalis sent. Find the relevant
informationfrom themanpageof sigaction.

• Make sureto settheappropriatesa_flags in thesignalactionto selectusinganextended
sigactionhandler.

• To createaninvalid pointer, just castthecorrespondingintegerto apointer. E.g.,a pointer
to memorylocation0x10canbegeneratedby (char *)0x10. Recallthatyoucanfind a list
of valid linearaddressesfrom thememorymapof theprocess(i.e.,/proc/NNN/maps).

Note: it is possibleto find moreinformationabouttheprocessorstateswhenthe fault occurs,
e.g.,the addressof the faulting instruction. This is doneby using the last argumentof the
signalhandler, saycnt. If you feel adventurous,write the following in the beginningof your
signalhandler:

sigcontext *context = (sigcontext *)((unsigned long)cnt + 20)

Now run your program in gdb, set a break-point at the signal handler (by, e.g.,
break my_segv_handler), andasksgdbnot to trapthesegmentationfault signal(by saying
togdbhandle SIGSEGV nostop noprint). Steptheprogramsothatthenew line isexecut-
ed,andsayprint/x *context. Notehow cr2 is setto thefaultingaddress,andeip is exactly
theaddressof theinstructioncausingthesegmentationfault.

Thisis by definitionOSandprocessorspecific,though.


