
CSIS0230A Principle of Operating Systems (Class A)
Notes for Tutorial 8

Signals

In thistutorial,youwill dosomeexperimentsonsignals.Wewill usethePOSIXsignalinterface
to obtaininnerinformationaboutthesignal.

1. Sending signals

A processcan senda signal to anotherprocessby kill ()). It is definedin <signal.h> as int
kill (pid_t pid, int sig). Thefirst argumentspecifiestheprocess(or processgroupin casepid<0)
receiving this signal. Thesecondargumentspecifiesthesignaltypeto besent. It returns0 on
success,and-1onerror. To sendasignalto itself,onecanuseint raise(int sig) aswell.

Eachsystemhasapredefinedfixedsetof signaltypes,andyoucanfind symbolicnamesof each
signaltypein <asm/signal.h>. Someexamplesare:

#defineSIGUSR1 10
#defineSIGSEGV 11
#defineSIGCHLD 17
#defineSIGSTOP 19

Most signalscanbe generatedby the OS(aswell asgeneratedby kill (). For example,when
the OSterminatesa process,SIGCHLD is sentto its parent;andwhenthe pagefault handler
determinesthataprocessincorrectlyaccessesamemorylocation,it generatesSIGSEGV. Other
signals,likeSIGSTOPandSIGUSR1, areonly sentby userfunctions.

2. What to do on signal reception?

Whena processreceivesa signal,someaction is taken. Thedefaultactiondependson thetype
of signalreceived. For example,uponreceivingSIGUSR1,SIGSEGV,SIGCHLDandSIGSTOP,
thedefaultactionsareto terminatetheprocess,terminatetheprocess,ignorethesignalandstop
theprocess(until someprocesssendsit SIGCONT) respectively. Thesearedocumentedin the
manpagesignal(7).

For mosttypesof signals(that is, exceptSIGSTOP andSIGKILL), theprocesscanmodify the
defaultbehaviour by callingsigaction(), definedin <signal.h>:

int sigaction(int signum, const struct sigaction*act,
const struct sigaction*oact);

This retrievestheprevioussignalactionto oact, andsetsthenew signalactionto act. If either
argumentis NULL, thecorrespondingretrieval or settingis notperformed.

Thesignalactionstructurehasthreemembersof interest.Themembersa_flagsspecifiessome
flagsof theaction,e.g.,whetherto resetthesignalhandlerto default after thesignalis caught,
etc. Thesa_handlermemberdefinesafunctiontobecalleduponreceivingthesignal,unlessthe
sa_flagsmembercontainsSA_SIGINFO, whenthesa_sigactionmemberis usedinstead.The
differenceis thatasa_handleriscalledonlywith thesignalnumber,whilesa_sigactioniscalled
with otherinformationrelatedto thesignal.
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3. The signal handler

A signalhandleris a functionof thefollowing prototype:

void handler(int signum);

Heresignumis thetypeof signal(like SIGINT) which triggeredthesignalhandler. Thereare
two specialhandlersdefined:SIG_DFL specifiesthat thedefault (asdescribedin signal(7))
is used,while SIG_IGN specifiesthatthesignalshouldbeignored.

Whenwriting signalhandlers,oneshouldbe awarethat many functionsshouldnot be used,
becausethey useshareddatastructures.For example,theC library functiongetlogin(), which
getsthelogin nameof thecurrentuser, usesa staticareaof theprocessto write theresult,and
thememorymightbeusedjustbeforethesignalhandleris called. In thatcasethememorywill
getcorrupted.TheC libraryprovidesalternativefunctionslikegetlogin_r() toperformthesame
functionalitywithoutusingstaticmemory. Suchfunctionsshouldalwaysbeusedinstead.

4. Extended information: sigaction handlers

A signalcanhaveassociatedinformation. Suchinformationcanberetrievedusinga sigaction.
A sigactionhandlerhasthefollowing prototype:

void handler(int signum, struct siginfo_t *info, void *context);

Comparedwith a regularhandler, it containstwo morefields:info andcontext. Herecontext is
a pointerto a structurethatcontainsinformationaboutthecontext (i.e.,registervalues)of the
processwhenthesignalis sent.Themoreinterestingparameterinfo containsinformationabout
why thesignalgetsent.Thesiginfo_t structureis definedlikethis:

siginfo_t {
int si_signo; /* Signalnumber*/
int si_errno; /* An errnovalue*/
int si_code; /* Signalcode*/
pid_t si_pid; /* SendingprocessID */
uid_t si_uid; /* RealuserID of sendingprocess*/
int si_status; /* Exit valueor signal*/
clock_t si_utime; /* Usertimeconsumed*/
clock_t si_stime; /* Systemtimeconsumed*/
void * si_addr; /* Memorylocationwhichcausedfault */
...

}

The most importantof theseis the thingsafter si_code. The field si_code storesinformation
aboutwhy asignalis sent:whetherit is dueto ausercallingkill (SI_USER), or dueto thekernel
itself. If thesignalis sentby theuser, si_pid andsi_uid storesthePID andUID of thesender.
If thesignalis SIGCHLD, thensi_status is setto theexit status,andsi_utime andsi_stime are
setto theuserandsystemtimeconsumedby theprocess.If thesignalis SIGILL or SIGSEGV,
si_addr will hold thefaultingaddressthatcausedtheerror. Thecompletelist of si_code values
andsiginfo_t fieldscanbefoundin themanpageof sigaction(2).


