CSI S0230A Principleof Operating Systems (ClassA)
Notesfor Tutorial 8
Signals

In thistutorial,youwill dosomeexperiment®onsignals.Wewill usethePOSIXsignalinterface
to obtaininnerinformationaboutthesignal.

1. Sending signals

A processcan senda signalto anotherprocessby kill()). It is definedin <signalh> asint
kill (pid_t pid, int sig). Thefirstargumentspecifiegheprocesgor procesgroupin casepid<0)
receving this signal. The secondargumentspecifieghe signaltypeto be sent. It returns0 on
successand-1onerror To sendasignalto itself, onecanuseint raisgint sig) aswell.

Eachsystemhasa predefinedixedsetof signaltypes.andyou canfind symbolicnamesf each
signaltypein <asm/signalh>. Someexamplesare:

#defineSIGUSR1 10
#defineSIGSEGV 11
#defineSIGCHLD 17
#defineSIGSTP 19

Most signalscanbe generatedy the OS (aswell asgeneratedy kill (). For example,when
the OSterminatesa processSIGCHLDis sentto its parent;andwhenthe pagefault handler
determineshataprocessncorrectlyaccesseamemorylocation,it generateSIGSEGV Other
signalsjike SIGSDP andSIGUSR lareonly sentby userfunctions.

2. What to do on signal reception?

Whena processecevesa signal,someaction is taken. Thedefaultactiondepend®nthetype
of signalreceved. For exampleuponreceving SIGUSRISIGSEGYSIGCHLDandSIGSDP,
thedefaultactionsareto terminatethe processterminatethe processignorethe signalandstop
the procesguntil someprocessendst SIGCONT) respectrely. Thesearedocumentedhn the
manpagesi gnal (7).

For mosttypesof signals(thatis, exceptSIGSTP and SIGKILL), the processcanmodify the
defaultbehaiour by callingsigactior(), definedin <signalh>:

int sigactior{int signumconst struct sigaction«act,
congt struct sigaction-oac;

This retrievesthe previoussignalactionto oact andsetsthe new signalactionto act. If either
argumentis NULL, thecorrespondingetrieval or settingis not performed.

Thesignalactionstructurehasthreemember®f interest. Themembersa_flagsspecifiesome
flagsof theaction,e.g.,whetherto resetthe signalhandlerto default afterthe signalis caught,
etc. Thesa_handlemembemefinesafunctionto becalleduponreceving thesignal,unlesghe
sa_flaygsmembercontainsSA_SIGINFQwhenthe sa_sigactiormemberis usedinstead. The
differencdasthatasa_handleis calledonly with thesignalnumberwhile sa_sigactions called
with otherinformationrelatedto thesignal.



3. Thesignal handler
A signalhandleris a functionof thefollowing prototype:
void handler(int signum);

Heresignumis thetype of signal(like SGINT) which triggeredthe signalhandler Thereare
two specialhandlerdefined: S G_DFL specifieghatthe default (asdescribedn si gnal (7))
isusedwhile SG_IGN specifieghatthe signalshouldbeignored.

Whenwriting signalhandlerspone shouldbe aware that mary functionsshouldnot be used,
becauséhey useshareddatastructures.For example,the C library functiongetlogin(), which
getsthelogin nameof the currentuser usesa staticareaof the procesgo write theresult,and
thememorymight beusedjust beforethesignalhandleris called. In thatcasethememorywill
getcorrupted.TheCllibrary providesalternatve functionsik e getlogin_r() to performthesame
functionalitywithout usingstaticmemory Suchfunctionsshouldalwaysbeusedinstead.

4. Extended information: sigaction handlers

A signalcanhave associateéhformation. Suchinformationcanberetrievedusinga sigaction.
A sigactionhandlerhasthefollowing prototype:

void handler(int signum, struct siginfo_t info, void xcontext);

Comparedvith aregularhandlerit containgwo morefields:info andcontext. Herecontext is
a pointerto a structurethat containsanformationaboutthe context (i.e., registervalues)of the
processvhenthesignalis sent. Themoreinterestingparameteinfo containganformationabout
why thesignalgetsent. Thesiginfo_t structureis definedik e this:

siginfo_t{

int si_signo; /* Signalnumber*/

int si_errno; /* An errnovalue*/

int si_code /* Signalcode*/

pid_t si_pid; /* SendingprocessD */

uid_t si_uid; /* RealuserlD of sendingprocesg/

int si_status; /* Exit valueor signal*/

clock t si_utime /* Usertime consumed/

clock t si_stime /* Systemtime consumed/

void * si_addr; /* Memorylocationwhich causedault*/
}

The mostimportantof theseis the thingsaftersi_code. Thefield si_code storesinformation
aboutwhy a signalis sentwhetherit is dueto ausercallingkill (3_USER), or dueto thekernel
itself. If thesignalis sentby theusersi_pid andsi_uid storeghe PID andUID of the sender
If thesignalis SGCHLD, thensi_statusis setto the exit statusandsi_utime andsi_stime are
setto theuserandsystemtime consumedy theprocess.If thesignalis SGILL or SGSEGV,
si_addr will holdthefaultingaddresshatcausedheerror Thecompletdist of si_codevalues
andsiginfo_t fieldscanbefoundin themanpagef si gacti on(2).



