CSIS0230APrinciple of Operating Systems(Clas#\)
Tutorial 10
Examining an ext2 filesystem

In this tutorial,we will usea utility calledl de (Linux Disk Editor) to examinethe contentsof
adisk partition,andtriesto recover a deletedfile in it. To beonthesafeside,wewill notusea
realpartition,but insteadusea regularfile for thatpurpose.

1. Preparation

To begin with thetutorial,login asroot,andremainin the homedirectoryof root. Now dothe
following to createandpopulatea filesystemonthefile t est . i ng:

1. Createafile t est.i ng of size40M, containingall zeros. This canbe doneby usingthe
dd commandg¢opying from thedevice/ dev/ zer o with ablock sizeof 1M anda countof
40. Seethemanpageof dd for details.

2. Usenke2f s tocreateafilesystemntest. i ng.

3. Createadirectoryt est mt , andmountthe newly createdfilesysteminto this directory
(You'll needsomemountoptionto do this. Justfollow theinstructions.) Typerount to
male surethatthefilesystems actuallymounted.

4. Changeinto the t est mt directory and untar the file t 10t est. tgz in the /r oot
directoryintothet est mt directory

5. Deletethefile | de/ changel og in thet est mt directory

cd outof thet est mt directoryandunmountit.

2. Starting and usinglde

Ldeis designedsatool usedto recover deletediles. It is notthemostbug-freeprogramin the
world, but it is still betterthanhaving to dumpout all the bits of thefilesystemby writing your
own program. You candownloadit from theaddress

http://ww. ibiblio.org/pub/Linux/systenffil esystens/!|NDEX. htni

To speedhingsup, it hasalreadybeeninstalledin ourlab. To startlde, make surethedevice or
file is not currentlymountedandtypel de followed by the nameof the device or file holding
thefilesystem.In caseyou startthe X windows, notethatlde expectsawindow of 25rows.

After a beginning messagethe programgreetyou with the superblock view, which display
informationcontainedwithin the superblock.Now try to usethe filesystemsizeto derive all
the information that you see Notethata“zone” meansadatablock.

Otherthanthe superblockview, | de hasthreeotherprimaryviews: theinodeview, the block
view andtherecovery view. You canswitchbetweerthesefour views by typings, i , b andr

respectrely, and canexit the programfrom a primary view by typing q. The four primary

viewsare completelyindependentin the locationthatis displayed. The programmaintainsa
currentinodenumberanda currentblock number They areshowvn in thetitle bar.

The block view: in the block view, you canseea hex-dump of a portion of the disk. This
way you canseearbitraryinformationwithin the filesystem. Within this view, you canmove
thecursoraroundby usingthe cursorkeys andpage-upmndpage-davn, andwhenthe cursoris
move acrossa block boundarythe currentblock numberis updated.If youwantto jumpto a
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particularblock,you cantype#, which allow youto typein anarbitraryblock number Finally,
you caninterpretthe currentblock asa directoryandshaw its contentby typingd. A directory
popupis thenshowvn (seebelow).

The inode view: in the inodeview, you canseeall the information storedwithin the current
inode. Remembethataninodestoresall informationaboutafile, directory device,pipe,soclet
or symboliclink, exceptthefilenamewhich is storedasdataof the directory Arrow keys will
bring you aroundthe fieldsof the view. If youwantto changethe currentinode,you canuse
page-upandpage-dan, or you cantype# which allow you to directly enteraninodenumber
togoto. Finally, if thecursoris currentlyin oneof thedirectblocksor indirectblocks,you can
typethe capitalB to switchto theblock,or typed to shav thedirectorypopupfor thatblock.

The recovery view: thisis usedfor recoveringfiles. It storesa “f ake inode”, to containdirect
blocksandindirectblocksnumbers.In therecoveryview, youcandumpall theseblocksto afile
by typingr . In theinodeor block view, if youfind ablock thatyouwantto save,you cantype
akey correspondingo thecharacterslisplayedn theright sideof thetitle bar Thiscopiesthe
block numberto thefakeinode. If youarein theinodeview, youcancopy awholeinodeto the
fake inodeby typingthe capitalR.

Thedirectory popup: in thedirectorypopup,you canfind informationthatarestoredwithin a
directoryblockin aneasy-to-reatbrmat. Youcannavigatethedirectoriedy usingupanddowvn
arronsto selecta directoryandtyping enterto switchto it, or you cantypeq to getbackto the
previousprimaryview.

3. Your tasks

After familiarizingyourseheswith | de, dothefollowings:

1. Show the groupdescriptorof groupO (i.e.,first group)in the block view. By usingthe
tutorial notesyeadout thegroupdescriptoinformation.

2. Shaw theblockbitmapof group0in theblockview. Determinavhichdatablocksareused.
(Note:thereis anerrorin thereadingmaterial. Usedblocksarerepresentethy bit 1, and
freeblocksarerepresentedy bit 0.)

Shav theinodebitmapof groupO in theblock view. Determinewhichinodesareused.
Findtheinodetableof groupO in theblock view. Whereis theendof thatinodetable?

Now go to the inode view, and visit inode 2 (the root directory). (In-
ode 1-10 are resened, mary for things that are not yet implemented. Look at
/usr/include/linux/ext2_fs.h if youwantto know whatthey areresered for.)
Compareheblock view of thedatablock andthedirectorypopup.

6. Find the inodefor the the file | de- 2. 5/ UNERASE. What blocks are usedfor its con
tent? Usingthe block view, shav the block contentof the first few blocksandthe indi-
rectblock.

7. Findtheinodefor thesymboliclink | de. Whereis thelink targetstored?

8. Thereis a hardlink in the lde-2.5directory Canyou find it? How it differsfrom the
symboliclink?

9. Findtheinodefor thedeletedile. Try torecoverit into anew file of the/ r oot directory



