
CSIS0230APrinciple of Operating Systems(ClassA)
Tutorial 10

Examining an ext2filesystem

In this tutorial,we will usea utility calledlde (Linux Disk Editor) to examinethecontentsof
a disk partition,andtriesto recovera deletedfile in it. To beon thesafeside,wewill not usea
realpartition,but insteadusea regularfile for thatpurpose.

1. Preparation

To begin with thetutorial,login asroot,andremainin thehomedirectoryof root. Now do the
following to createandpopulateafilesystemonthefile test.img:

1. Createa file test.img of size40M, containingall zeros.Thiscanbedoneby usingthe
ddcommand,copying from thedevice/dev/zero with ablocksizeof 1M andacountof
40. Seethemanpageof dd for details.

2. Usemke2fs to createafilesystemin test.img.

3. Createa directorytestmnt, andmount the newly createdfilesysteminto this directory.
(You’ll needsomemountoptionto do this. Justfollow theinstructions.)Typemount to
makesurethatthefilesystemis actuallymounted.

4. Changeinto the testmnt directory, and untar the file t10test.tgz in the /root

directoryinto thetestmnt directory.

5. Deletethefile lde/changelog in thetestmnt directory.

6. cd outof thetestmnt directoryandunmountit.

2. Starting and using lde

Ldeis designedasa tool usedto recoverdeletedfiles. It is not themostbug-freeprogramin the
world,but it is still betterthanhaving to dumpout all thebitsof thefilesystemby writing your
own program.Youcandownloadit from theaddress

http://www.ibiblio.org/pub/Linux/system/filesystems/!INDEX.html

To speedthingsup,it hasalreadybeeninstalledin our lab. To startlde,makesurethedeviceor
file is not currentlymounted,andtypelde followedby thenameof thedevice or file holding
thefilesystem.In caseyoustarttheX windows,notethatldeexpectsawindow of 25rows.

After a beginning message,the programgreetyou with the superblock view, which display
informationcontainedwithin thesuperblock.Now try to usethe filesystemsizeto derive all
the information that you see. Notethata “zone” meansadatablock.

Otherthanthesuperblockview, lde hasthreeotherprimaryviews: the inodeview, theblock
view andtherecoveryview. You canswitchbetweenthesefour viewsby typings, i, b andr
respectively, andcanexit the programfrom a primaryview by typing q. The four primary
viewsare completelyindependentin thelocationthat is displayed.Theprogrammaintainsa
currentinodenumberandacurrentblocknumber. They areshown in thetitle bar.

The block view: in the block view, you canseea hex-dump of a portion of the disk. This
way you canseearbitraryinformationwithin thefilesystem.Within this view, you canmove
thecursoraroundby usingthecursorkeysandpage-upandpage-down,andwhenthecursoris
move acrossa block boundary, thecurrentblock numberis updated.If you want to jump to a
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particularblock,youcantype#, whichallow youto typein anarbitraryblock number. Finally,
youcaninterpretthecurrentblock asa directoryandshow its contentby typingd. A directory
popupis thenshown (seebelow).

The inode view: in the inodeview, you canseeall the informationstoredwithin the current
inode. Rememberthataninodestoresall informationaboutafile,directory,device,pipe,socket
or symboliclink, exceptthefilenamewhich is storedasdataof thedirectory. Arrow keyswill
bring you aroundthefieldsof theview. If you want to changethecurrentinode,you canuse
page-upandpage-down, or you cantype# which allow you to directlyenteraninodenumber
to goto. Finally, if thecursoris currentlyin oneof thedirectblocksor indirectblocks,youcan
typethecapitalB to switchto theblock,or typed to show thedirectorypopupfor thatblock.

The recovery view: this is usedfor recoveringfiles. It storesa “f ake inode”, to containdirect
blocksandindirectblocksnumbers.In therecoveryview,youcandumpall theseblockstoafile
by typingr. In theinodeor block view, if youfind a block thatyouwantto save,youcantype
a key correspondingto thecharactersdisplayedin theright sideof thetitle bar. Thiscopiesthe
blocknumberto thefakeinode. If youarein theinodeview, youcancopy awholeinodeto the
fake inodeby typingthecapitalR.

The directory popup: in thedirectorypopup,youcanfind informationthatarestoredwithin a
directoryblockin aneasy-to-readformat. Youcannavigatethedirectoriesbyusingupanddown
arrowsto selecta directoryandtypingenterto switchto it, or youcantypeq to getbackto the
previousprimaryview.

3. Your tasks

After familiarizingyourselveswith lde, dothefollowings:

1. Show thegroupdescriptorsof group0 (i.e.,first group)in theblock view. By usingthe
tutorialnotes,readout thegroupdescriptorinformation.

2. Show theblockbitmapof group0 in theblockview. Determinewhichdatablocksareused.
(Note:thereis anerror in thereadingmaterial. Usedblocksarerepresentedby bit 1, and
freeblocksarerepresentedby bit 0.)

3. Show theinodebitmapof group0 in theblockview. Determinewhich inodesareused.

4. Find theinodetableof group0 in theblockview. Whereis theendof thatinodetable?

5. Now go to the inode view, and visit inode 2 (the root directory). (In-
ode 1–10 are reserved, many for things that are not yet implemented. Look at
/usr/include/linux/ext2_fs.h if you want to know what they arereserved for.)
Comparetheblockview of thedatablockandthedirectorypopup.

6. Find the inode for the the file lde-2.5/UNERASE. What blocksare usedfor its con-
tent? Using the block view, show the block contentof the first few blocksandthe indi-
rectblock.

7. Find theinodefor thesymboliclink lde. Whereis thelink targetstored?

8. Thereis a hard link in the lde-2.5directory. Can you find it? How it differs from the
symboliclink?

9. Find theinodefor thedeletedfile. Try to recover it into anew file of the/root directory.


