CSIS0230A Principle of Operating Systems(ClassA)
Notesfor Tutorial 11
Unix Security

1. Linux authentication: UID and GID

When userslog in, their usernamesire mappedto integersmarking their “UID” (for “user
id”) andthe “GID”s (for “group id”) thatthey area memberof. The mappingsarefoundin

/ et c/ passwd and/ et c/ gr oup files respectrely. UID 0 is a specialprivileged user(role)
traditionallycalled“root”, who canoverrulemostsecuritychecksandis usedto administerthe
system.Processearetheonly “subjects”in termsof security(thatis, only processeareactive
objects). Processesan accessvariousdataobjects,in particularfilesystemobjects(FSOs),
SystemV Interproces€ommunicatior(IPC)objectsandnetwork ports.

2. Related Process Attributes

Everyprocesdasasetof security-relgantattributes,ncluding:

* RUID, RGID - realUID andGID of theuseron whosebehalfthe processs running.(i.e.
theUID andGID of theuserwholaunchthisprocess)

 EUID, EGID - effective UID andGID usedfor privilegecheckdqexceptfor thefilesystem)
*  FSUID,FSGID- effective UID andGID usedfor privilegecheckdor thefilesystem

e SUID,SGID- SaredUID andGID; to saveaUID or GID sothatyour programcanswitch
toit later

Theseattributesarestoredin the PCBof eachprocessi.e.,theirtask_struct. A programcanget
thecurrentlyusedEUID andRUID usingthe geteuid() andgetuid() functions. For example:

#include <unistd.h>
#include <sys/typesh>
#include <stdlib.h>

int main() {
printf ("RUID is %d. EUID is %d.\n", getuid(), geteuid());
return O;

}

Using the setresuid, setfsuid, setregid and setfsgid functions,the userid’s can be arbitrarily
swapped.But for mostprogramsRUID andRGID storethe actualidentificationof the user
runningthe programwhile EUID, EGID, FSUID andFSGID storethe identificationcurrently
in effect. The “real”, “effective” and “file system”identificationare usually the same,but
sometimeshey canbedifferent. In latersectionsve explain how thiscanhappen.

3. Filesystem Object Attributes

Unix filesystemsstorethe following attributesin inodesof files. They are checled whena
proces®penafile for readingor writing, or creatingyenamingor unlinking a directoryentry.

OwnerUID andGID - identifiesthe “owner” of thefilesystemobject. Only the owneror
root canchangeheaccesgontrolattributes.

»  read, write execute bitsfor eachof user(owner),group,andother For ordinaryfiles,read,
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write, and executehave their typical meanings.For directoriesthe “read” permissionis
neededo list adirectory The“execute”’permissions sometimegalled“search’permis
sion,andis neededo actuallychangeo thedirectoryor to useits entries. The“write” per
missionpermitsadding,unlinking (i.e.,removing) andrenamindilesin thedirectory The
permissionvaluesof symboliclinks arenever used;t’ sonly the valuesof their containing
directoriesandthelinked{o file thatmatter

e setuid, setgid bits. They canbe usedfor executabl€files to switch privileges(seebelaw).
Thesetgid bit is alsobeusedfor directorieswhenit is set,new filescreatedn thedirectory
inherit the groupid the parentdirectoryinsteadof the creators groupid. Linux (indeed,
SystemV) also usethis bit for non-eecutablefiles, which requestdor mandatoryfile
locking (seeDocumentation/mandatory.txt of thekerneldirectoryfor information).

e Sicky bit. This bit is historically usedto hint the filesystemto keepexecutablefiles in
thememory but is nowadaysnot usedfor thatpurpose.Insteadsticky bit is usedonly in
directory Whenit is set,non-avnersof thedirectorycannotrenameor unlink filesthatare
not ownedby himself. Thisis generallyusedin publicdirectoriedike/ t np.

To changethe permissionof the file object, you can usethe chmod command.For more
information,pleasereferto manpage.

4. Switching Privileges

It ispossibleorunaprogramwith theprivileges(EUID andFSUID)differentfrom its RealUID
(theuserwholaunchedt). Todothis,thesetuidbit of theexecutabldile isturnedon. Thesetuid
bit is representedith answhendisplayingtherightswith thels command

>> |s -1 /bin/su
-rwsr-xr-x 1 root root 14124 Aug 18 1999 /bin/su
>>

Whenthekernelrunsa programwith the setuidbit on, it useshe programowner’sidentity as
theEUID andFSUID for the process.Ontheotherhand,the RUID doesnt changeandis still
the userwho launcheahe program. For instancegvery usercanhave accesgo the/ bi n/ su
command,but it runs underits owner’s identity (root) with every privilege on the system.
Needlesso sayonemustbevery carefulwhenwriting a programwith this attribute.

Similar to setuid the setgidbit asksthe kernelto usethefile owner's GID, insteadof theusers
GID, asthe EGID andFSGID of the process.Thisis usuallydoneto grantaccesgo a file or
device only via specificprogramspy grantingacces®f afile or device to a groupaccessible
only througha setgidprogram.

5. An Example

In this sectionwe run an exampleto demostratehe setuid.First, login asroot. Compilethe
programlist in Section2 by thefollowing command:

gcc -0 testuid testuid.c
Then,usethel s -1 commando seetheattributesof thecompileprogram:

-rwxXr-xr-x 1 root root 13980 Nov 19 16: 33 testuid*
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Then,copy thefile adirectorywhichcanbeacces$y all otheruserse.g./ usr/ | ocal / bi n,by
thefollowing command:
cp testuid /usr/local/bin
After that,runthis programby root,you will foundthefollowing output:
RUDiIs 0. EUDIis O.
Try to runthesameprogramusng nomaluser youwill getsomehing similar to thefollowing:
RUDis 501. EUD is 501.
Then,user oot to settheprogramssetgidbit by thefollowing command:
chnod u+s /usr/local/bin/testuid
Then,runthesameprogramusingnormaluseryouwill getthefollowing output:
RUDis 501. EUDIis O.
YouHAVE ROOT ACCESS!!
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