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Unix Security

1. Linux authentication: UID and GID

When userslog in, their usernamesare mappedto integersmarking their “UID” (for “user
id”) and the “GID”s (for “group id”) that they area memberof. The mappingsarefound in
/etc/passwd and/etc/group files respectively. UID 0 is a specialprivilegeduser(role)
traditionallycalled“root”, whocanoverrulemostsecuritychecksandis usedto administerthe
system.Processesaretheonly “subjects”in termsof security(thatis,only processesareactive
objects). Processescan accessvariousdataobjects,in particularfilesystemobjects(FSOs),
SystemV InterprocessCommunication(IPC)objects,andnetwork ports.

2. Related Process Attributes

Everyprocesshasasetof security-relevantattributes,including:

• RUID, RGID - realUID andGID of theuseron whosebehalf theprocessis running.(i.e.
theUID andGID of theuserwholaunchthisprocess)

• EUID, EGID - effectiveUID andGID usedfor privilegechecks(exceptfor thefilesystem)

• FSUID,FSGID- effectiveUID andGID usedfor privilegechecksfor thefilesystem

• SUID,SGID- SavedUID andGID; to saveaUID or GID sothatyourprogramcanswitch
to it later.

Theseattributesarestoredin thePCBof eachprocess,i.e.,their task_struct. A programcanget
thecurrentlyusedEUID andRUID usingthegeteuid() andgetuid() functions.For example:

#include <unistd.h>
#include <sys/types.h>
#include <stdlib.h>

int main() {
printf ("RUID is %d. EUID is %d.\n", getuid(), geteuid());
return 0;

}

Using the setresuid, setfsuid, setregid and setfsgid functions,the user id’s can be arbitrarily
swapped.But for mostprograms,RUID andRGID storethe actualidentificationof the user
runningtheprogram,while EUID, EGID, FSUIDandFSGIDstoretheidentificationcurrently
in effect. The “real”, “effective” and “file system”identificationare usually the same,but
sometimesthey canbedifferent. In latersectionsweexplainhow thiscanhappen.

3. Filesystem Object Attributes

Unix filesystemsstorethe following attributesin inodesof files. They are checked when a
processopenafile for readingor writing, or creating,renamingor unlinkingadirectoryentry.

• OwnerUID andGID - identifiesthe“owner” of thefilesystemobject. Only theowneror
root canchangetheaccesscontrolattributes.

• read, write, execute bitsfor eachof user(owner),group,andother. For ordinaryfiles,read,
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write, andexecutehave their typical meanings.For directories,the “read” permissionis
neededto list a directory. The“execute”permissionis sometimescalled“search”permis-
sion,andisneededto actuallychangeto thedirectoryor to useitsentries.The“write” per-
missionpermitsadding,unlinking(i.e.,removing)andrenamingfilesin thedirectory. The
permissionvaluesof symboliclinks arenever used;it’sonly thevaluesof their containing
directoriesandthelinked-to file thatmatter.

• setuid, setgid bits. They canbeusedfor executablefiles to switchprivileges(seebelow).
Thesetgid bit isalsobeusedfor directories:whenit isset,new filescreatedin thedirectory
inherit thegroupid theparentdirectoryinsteadof thecreator’sgroupid. Linux (indeed,
SystemV) alsousethis bit for non-executablefiles, which requestsfor mandatoryfile
locking(seeDocumentation/mandatory.txt of thekerneldirectoryfor information).

• Sticky bit. This bit is historically usedto hint the filesystemto keepexecutablefiles in
thememory, but is nowadaysnot usedfor thatpurpose.Instead,sticky bit is usedonly in
directory. Whenit isset,non-ownersof thedirectorycannotrenameor unlink filesthatare
notownedby himself. Thisis generallyusedin publicdirectorieslike/tmp.

To changethe permissionof the file object, you can use the chmod command.For more
information,pleasereferto manpage.

4. Switching Privileges

It ispossibleto runaprogramwith theprivileges(EUID andFSUID)differentfrom itsRealUID
(theuserwholaunchedit). Todothis,thesetuidbit of theexecutablefile isturnedon. Thesetuid
bit is representedwith answhendisplayingtherightswith thels command:

>> ls -l /bin/su
-rwsr-xr-x 1 root root 14124 Aug 18 1999 /bin/su
>>

Whenthekernelrunsa programwith thesetuidbit on, it usestheprogramowner’s identity as
theEUID andFSUIDfor theprocess.On theotherhand,theRUID doesn’t change,andis still
theuserwho launchedtheprogram.For instance,every usercanhave accessto the/bin/su
command,but it runs under its owner’s identity (root) with every privilege on the system.
Needlessto sayonemustbeverycarefulwhenwriting aprogramwith thisattribute.

Similar to setuid,thesetgidbit asksthekernelto usethefile owner’sGID, insteadof theuser’s
GID, astheEGID andFSGIDof theprocess.This is usuallydoneto grantaccessto a file or
device only via specificprograms,by grantingaccessof a file or device to a groupaccessible
only throughasetgidprogram.

5. An Example

In this sectionwe run an exampleto demostratethe setuid.First, login asroot. Compile the
programlist in Section2 by thefollowing command:

gcc -o testuid testuid.c

Then,usethels -l commandto seetheattributesof thecompileprogram:

-rwxr-xr-x 1 root root 13980 Nov 19 16:33 testuid*
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Then,copy thefile adirectorywhichcanbeaccessbyall otherusers,e.g./usr/local/bin, by
thefollowing command:

cp testuid /usr/local/bin

After that,run thisprogramby root,youwill foundthefollowing output:

RUID is 0. EUID is 0.

Try to run thesameprogramusing normaluser, youwill getsomethingsimilar to thefollowing:

RUID is 501. EUID is 501.

Then,useroot to settheprogram’ssetgidbit by thefollowing command:

chmod u+s /usr/local/bin/testuid

Then,run thesameprogramusingnormaluser, youwill getthefollowing output:

RUID is 501. EUID is 0.

YouHAVE ROOT ACCESS!!!!
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