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Candidatesmay useany calculator which fulfils the following criteria: (a) it should be self-contained,silent,

battery-operatedand pocket-sized;(b) it shouldhavenumeral-displayfacilitiesonly and shouldbeusedonly for

thepurposeof calculation;(c) it shouldnot haveanyprinting device,alphanumerickeyboard,or graphicdisplay;

and (d) it shouldnot containanyrecordeddataor program. It is thecandidate’s responsibilityto ensure that the

calculatoroperatessatisfactorilyand thecandidatemustrecord thenameand typeof thecalculatoron thefront

pageof theexaminationscripts.Listsof permitted/prohibitedcalculatorswill notbemadeavailableto candidates

for reference,andtheonuswill beonthecandidateto ensurethat thecalculatorusedwill not bein violationof the

criteria listedabove.

This is an “open-book” examination. Be remindedthat, in your answer, you may refer to
materialsof thecourseincluding(1) thetextbookandreferencebookof thecourse, (2) sample
solutionsof any assignmentand quiz,and (3) readingmaterials,worksheetand solutionsof
tutorials. If youdoso,pleaseclearly list thesourceof your referencetogetherwith thesection,
pageandline number. Youdon’t needto copymaterialsverbatimto theanswerbook.

Answer all questions in the answer book provided. Eachof the7questionsisworth10%,and
themarksof the3questionsyouscorethemostwill bedoubled.

1. (Programexecution)

a. (5%)Writeafunctionrun_command_with_iofor Unix whichtakes3arguments:char
* name, int * in, andint * out. Thefunctionshouldcreatetwonew file descriptorsand
put theminto thespaceprovidedby in andout. Thenit shouldruntheprogramname
with noadditionalcommandlineargument,in suchawaythatthecallercanwritedata
to thenew programthroughthein file descriptorandreaddatafrom it throughtheout
file descriptor. Rememberto cleanupunneededfile descriptors.

b. (5%) It is clear that sometimeswe want to createthreadsratherthanprocessesso
thatmemoryis sharedandthusefficiency is improved. Explain3 majorreasonswhy
sometimeswewantthereverse,to createprocessesratherthanthreads.

2. (Processsynchronization) Noticing that the reader-writer problemwith writer priority
requiresa “no_writer” semaphorewhich can be modelledeasily using a “condition”
instead,a programmerdecidesto solve the problemusingmutexesand conditions. He
writesthefollowing asthereadfunction,which is justa translationof theoriginalsolution
to usemutexesandconditions:

int readcount= 0,writecount= 0;
pthread_mutex_tmutex = PTHREAD_MUTEX_INITIALIZER;
pthread_mutex_twrt = PTHREAD_MUTEX_INITIALIZER;
pthread_cond_tno_writer= PTHREAD_COND_INITIALIZER;
void read() {

pthread_mutex_lock(&mutex);
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if (writecount == 0) {
++readcount;
if (readcount == 1)

pthread_mutex_lock(&wrt);
pthread_mutex_unlock(&mutex);

} else {
pthread_wait_cond(&no_writer, &mutex);
pthread_mutex_unlock(&mutex);

}
/* perform the read here */
pthread_mutex_lock(&mutex);
if (−−readcount == 0)

pthread_mutex_unlock(&wrt);
pthread_mutex_unlock(&mutex);

}

The write function is written similarly.

a. (4%) By focusing on the differences between PThread mutex and a semaphore with an
initial value of 1, explain why this doesn’t work.

b. (6%) Write a correct implementation of reader-writer problem with writer priority
using only the PThread mutex and condition constructs, without semaphores. You
may write pseudo-code rather than actual programs. (Hint: the solution probably
won’t resemble the program that uses semaphores.)

3. (Scheduling) In an interactive system, we have the following CPU bursts to schedule:

Name Start time Amount of CPU time required

P 0 10

Q 1 10

R 2 5

S 3 4

T 6 5

U 8 10

a. (6%) Show the schedule produced by a FIFO scheduler, an RR scheduler with time
quantum of 2, and an SRPT scheduler.

b. (4%) In Linux implementation of the RR scheduler for non-realtime tasks (i.e., the
conventional scheduler), the concept of epoch is used to keep track of the amount of
CPU time usable by each task. What property of the scheduler makes this necessary?
Explain.

4. (Deadlocks)

a. (4%) To deal with occasional deadlock conditions, a program implements the banker’s
algorithm to keep track of resources usage. The program uses three types of resources,
A, B and C. Each of them have multiple copies, in particular we have 5 A’s, 4 B’s and
4 C’s. 5 processes P, Q, R, S and T are using the resources. At some time, a process
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requests for some resources, which would result in the following:

Process Resources allocated Maximum amount needed

P 2B 4A, 2B, 1C

Q 1A, 1C 3A, 1B, 2C

R 2A, 1B, 1C 2A, 3B, 3C

S None 2A, 4B

T 1A, 1C 1A, 2C

Explain why this is not a safe situation. What should happen after the system
determines that the situation is not safe?

b. (6%) The new Linux multiprocessor scheduler has a number of run-queues, one for
each CPU. Spin-locks are used to ensure mutual exclusive access to the queues. At a
number of different situations, multiple queues need to be locked. One such situation
occurs as follows: one of the CPU finds that it has no process to execute, while there is
a process in the queue of another CPU that is currently busy running another process.
So it tries to “steal” the process for execution. To do this, it requires locking both the
queue of the idling CPU, and the queue of the CPU with the process to steal. The
pseudo-code for the locking is something like this:

/* we already have the lock for queue of process i */
/* and want to lock the queue of process j */
if (i < j)

spin_lock(queue[j]);
else {

spin_unlock(queue[i]);
spin_lock(queue[j]);
spin_lock(queue[i]);

}
/* now we have both locks */
if (queue[i] is not empty) {

spin_unlock(queue[i]);
spin_unlock(queue[j]);
return; /* without stealing a process */

}

Explain why the procedure to acquire the additional lock depends on whether i
is smaller than j. Also, explain why queue[i] might not be empty after both locks
are acquired.

5. (Memory management)

a. (5%) Consider a memory system with 5 frames, initially empty. Pages are numbered
between 1 to 10. Suppose the second-chance algorithm is used to control frame allo-
cation. Show the events that occur when pages are requested in the following order:

1 2 1 3 4 5 6 2 3 7 8 7 2 9 10

b. (5%) Consider the init program running in the i386 system, with the following map.
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How muchphysicalmemoryis usedfor pagetables?Explain.

08048000-0804f000 r-xp 00000000 03:05 454802     /sbin/init
0804f000-08050000 rw-p 00006000 03:05 454802     /sbin/init
08050000-08054000 rwxp 00000000 00:00 0
40000000-40012000 r-xp 00000000 03:05 162043     /lib/ld-2.2.5.so
40012000-40013000 rw-p 00011000 03:05 162043     /lib/ld-2.2.5.so
40013000-40014000 rw-p 00000000 00:00 0
4001a000-4012b000 r-xp 00000000 03:05 162451     /lib/libc-2.2.5.so
4012b000-40131000 rw-p 00111000 03:05 162451     /lib/libc-2.2.5.so
40131000-40135000 rw-p 00000000 00:00 0
bffff000-c0000000 rwxp 00000000 00:00 0

6. (Filesystems)

a. (5%)For afilesystemof 10GiBwith blocksizeof 1KiB andaveragefile sizeof 4KiB
using a simple filesystemlike FAT32, roughly estimatethe amountof filesystem
storagespacethat is wasteddueto fragmentationwhenthefilesystembecomesfull.
Show your reasonings.Is thefragmentationinternalor external?How theothertype
of fragmentationaffectssystemperformance?

b. (5%) Given the block size of an ext2 filesystem,what other parametersof the
filesystemdetermineeachof thefollowing characteristicsof thefilesystem?Explain
youranswers.

• Numberof blockswithin eachblockgroup(exceptthelast).

• Sizeof blockgroupin bytes.

• Sizeof inodetable.

• Totalnumberof blockgroups.

7. (Protection and security) Suppose,whenimplementinga systemcall similar to sigaction
which allowsa kerneldatastructureto beretrievedandmodified,thekernelfails to check
auser-suppliedstructureusingcopy_from_user beforereadingthecontent.

a. (4%)Thisresultsin informationleakage.Givedetailedinstructionsonhow toperform
anexploit whenwewantto obtaincertainmemorycontentof aparticularprocess.

b. (3%)Canthisdefect(withoutany otherflaw in thesystem)resultin denialof service?
How aboutunauthorizedmodificationor deletionof information,androotaccess?

c. (3%)Canthesebeexploitedby a remote,unauthenticatedintruder?Why?

END OF PAPER


