
CSIS0230A Principle of Operating Systems (Class A)
Tutorial 2

A multi-process program

In this tutorial, you are requiredto do password cracking. Imaginethat you saved a private
mail,andit is soprivatethatyouencryptedit. But somehow you forgot somecharactersof the
password that would decryptthe file. But you rememberthat the mail startswith the string
“Dearest ”. Soyou want to try all thepossiblepasswordsto seewhetheronewould decrypt
right. Thefollowing programis written.

#include<stdio.h>
#include<fcntl.h>
#include<unistd.h>
#include<errno.h>
#include<crypt.h>
#include<string.h>

#defineENCRYPTED_FILE"enMail.txt"

/* Turnablockof bitsreturnedby encryptto 8 characters*/
void block2chars(char block[64], char out[8]) {

int i, j;
for (i=0; i<8;++i) {

char x = 0;
for (j=0; j<8;++j)

x = (x << 1) |block[i*8+j];
out[i] = x;

}
}

/* Turn8 charactersto ablockacceptableby encrypt*/
void chars2block(char in[8], char block[64]) {

int i, j;
for (i=0; i<8;++i) {

unsigned char x = in[i];
for (j=0; j<8;++j) {

block[i*8+j] = (x >> 7);
x <<= 1;

}
}

}

/* Turn8 7-bitscharactersto ablockacceptableby setkey */
void chars2key(const char in[8], char block[64]) {

int i;
char passwd[8];
for (i=0; i<8;++i)

passwd[i] = in[i] << 1;
chars2block(passwd, block);

}

/* Checkswhetherpasswddecryptencryptedto astring
startingwith expectedStr*/

int rightPassword(char *expectedStr, char *passwd, char *encrypted) {
char block[64], key[64], str2[8];
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chars2key(passwd, key);
setkey(key);
chars2block(encrypted, block);
encrypt(block, 1);
block2chars(block, str2);
return strncmp(str2, expectedStr, 8)==0;

}

int main() {
int infile;
char *str="Dearest", encrypted[8];
char passwd[8] = "abcxy";

/* Openthefile, readfirst 8 characters*/
infile = open(ENCRYPTED_FILE, O_RDONLY);
if (infile == −1) {

fprintf (stderr, "%s: %s\n", strerror(errno), ENCRYPTED_FILE);
return −1;

}
read(infile, encrypted, 8);
close(infile);

/* Try to decryptfor all characters*/
for (passwd[5] = ’ ’; passwd[5]<=’~’; ++passwd[5])

for (passwd[6]=’ ’; passwd[6]<=’~’; ++passwd[6])
for (passwd[7]=’ ’; passwd[7]<=’~’; ++passwd[7])

if (rightPassword(str, passwd, encrypted)) {
printf ("Thepassword is %.8s\n",
passwd);

return 0;
}

return 1;
}

Conceptuallytheprogramisverysimple,althoughabit long. Thefirst 3functions(block2chars,
chars2block, chars2key) are routinesused for decryption,while rightPassword decryptsa
messageandcheckswhetherit startswith a particularstringexpectedStr. The main program
repeatedlycall rightPassword hopingthatonewill decryptthemail correctly.

Thefor loopswithin mainis themosttimeconsumingpartof theprogram.To speedthingsup,
you decideto usea machinewith multiple processors.But theprogramdoesnot benefitfrom
multipleprocessors(why?).You mustmodify the program so that multiple processes share
the workload.

Step1 Modify the programto createone more process,such that the two processestry
differentrangeof passwords.

Step2 Maketheparentprocesswait for thechild processbeforeexiting.

Step3 Modify yourprogramsothatwhenoneprocessfindsthepassword,it informstheother
process,sothattheotherprocesscanstopearly.

Hints:

• Youmayneedthesesystemcalls: fork, mmap, waitpid, shmget, shmat, shmdtandshmctl.

• Link the“crypt” library whencompiling,i.e.,“gcc crack.c -lcrypt”.


