
CSIS0230APrinciple of Operating Systems(ClassA)
Notesfor Tutorial 2

A morecareful look to someLinux Systemcalls

In thelecture,youhave learnedthatuserlevel programsinteractwith theOSkernelthroughan
applicationprograminterface(API),whichconsistsof systemcallsfor accessingOSfunctional-
ities. Someof themareillustratedin thelectures,andwewill usethesesystemcallsduringour
upcomingtutorial. It is essentialto haveadeeperunderstandingof thosesystemcallsbeforeat-
tendingthetutorial. Thecanonicalsourceof informationaboutsystemcallsis themanualpages,
accessibleusingtheman command.However, themanualpagesmaybetootechnicalfor youat
thismoment,andthisnoteprovidesamoregentledescriptionto thosesystemcallsdiscussedin
thelecture.Pleasereferto thelecturenotesto seeworkingexamples.

1. Processmanagement: fork, _exit and wait

Interface Include files
pid_t fork(void) <unistd.h>

void _exit(int status) <unistd.h>
pid_t wait(int *status) <sys/types.h>, <sys/wait.h>

pid_t waitpid(pid_t pid, int *status, int options) <sys/types.h>, <sys/wait.h>

fork() createsa new process.Theprocesscalling fork() is saidto betheparentprocess,andthe
processcreatedby fork() is saidto bethechild. On success,0 is returnedfor thechild process.
It will geta new PID (processid), which will bereturnedto theparentprocess.(Thechild can
call getpid() to find its own PID.)

_exit() terminatesa process.This is usuallythe last systemcall madeby a process,sincethe
processwill becollectedby theOSimmediatelyafterwards.Thereis a C library functionexit()
without the underscore,which performsits own cleanupbeforecalling _exit(). Most of the
time you shoulduseexit() insteadof _exit(). Thestatusargumentis a valueto passbackto the
parentprocess.

A processwhichexecutesfork() shouldarrangetocallwaitorwaitpidsometimelater. Thiswaits
for theterminationof a process(for wait any child,andfor waitpid, thechild with thespecified
PID),andretrievesthestatusvaluereturnedby thechild. TheOScanreusethechild PID only
afterwait or waitpid hasbeencalled.

2. Sharedmemory manipulation: shmget, shmat, shmctl

Processescancommunicateby sharingacommonpieceof memorywith the“SystemV” shared
memoryconstruct.(Thenameis dueto thefirst Unix systemimplementingthisfunctionality.)

Interface Include files
int shmget(key_t key, int size, int shmflg) <sys/ipc.h>, <sys/shm.h>

void *shmat(int shmid, constvoid *shmaddr, int shmflg) <sys/types.h>, <sys/shm.h>
int shmdt(constvoid *shmaddr) <sys/types.h>, <sys/shm.h>

int shmctl(int shmid, int cmd, struct shmid_ds*buf) <sys/ipc.h>, <sys/shm.h>

Within the OS,eachpieceof sharedmemoryallocatedthis way hasan identifier, which is a
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numbergeneratedby theOS“randomly”.Optionally, a uniquekey maybeassociatedwith it as
well, which is anintegerchosenby individualprograms.

To usesharedmemory, someprocessmustcreateit, andall thecommunicatingprocessesmust
getits identifier. Bothcanbedoneby shmget, whichreturnsanidentifierto thesharedmemory.
A key is usedto specifywhich sharedmemoryis needed,andthe identifier is returned.With
shmflg setto IPC_CREAT, a pieceof sharedmemorywill becreatedif it did not exist. In this
case,theflag IPC_EXCL canbeaddedto shmflg if you want to make surethesharedmemory
with thatkey doesnotexist before,andthekey canbespecifiedasIPC_PRIVATE if new shared
memorywith no key is desired.If no key is used,someothermechanism(e.g.,thefilesystem)
mustbeusedto communicatetheidentifierof thesharedmemory.

After theidentifierof asharedmemoryis obtained,aprogramcanmapthesharedmemoryinto
itsown addressspaceusingshmat(). It returnsthestartingaddressof thememoryusedto access
thesharedmemory. Fromthenon,onecanusethesharedmemoryjust like thosedynamically
allocatedby malloc(). To unmapthesharedmemory, oneusesshmdt().

Just like any OS objectsallocatedto users,sharedmemoryallows usersto specifywhether
anotheruseris allowedto usethesharedmemory. This is doneby “permissionbits”, whichare
addedtotheshmflg whenthesharedmemoryiscreated.Fornow,alwaysusethepermission0700
asin thelecturenotes,whichallowsnootherusersto attachto thesharedmemory.

Finally, shmctl() canbeusedto remove a sharedmemory, by settingcmd to IPC_RMID. This
shouldbedoneoncethesharedmemoryis known to beunneeded,to freeupthememoryof the
OS.Theactualremoval will bedelayeduntil all its mappingsaredetached.

After playing with sharedmemoryfor a while, the systemmight have somesharedmemory
regionsleft uncollected.Youcanusetheipcs commandto seethesharedmemoryregionsyou
havecreated,anduseipcrm to removethemmanually. Seetheirmanpagesfor details.

3. File related system calls: open, read, write and close

In Unix, filesandI/O areperformedin asimilar fashion,usingthefollowing systemcalls.

Interface Include files
int open(const char *pathname, int flags ) <fcntl.h>, <sys/types.h>, <sys/stat.h>
ssize_t read(int fd, void *buf , size_t count) <unistd.h>
ssize_t write(int fd, void *buf , size_t count) <unistd.h>

int close(int fd) <unistd.h>

Theopen() systemcall is usedto “opena file”, whichconvertsa pathnameinto afile descriptor.
File descriptorscanthenbeusedasthefd argumentof theothersystemcallsto identify thefile.
In theopen() systemcall,flag is oneof O_RDONLY, O_WRONLY or O_RDWR, whichrequests
openingthefile for readonly, write only andbothreadandwrite respectively. In addition,flag
maybebitwise-or’d (usingthe| operator)with oneor moreflagsto modify its behaviour. For
example,theO_CREAT flagspecifiesthattheOSshouldattemptto createthefile if it is not in
thefile system.(WithoutO_CREAT, it is anerrorto openanon-existentfile.)

In general,if a systemcall fails, -1 is returned,andthe int-typeglobalvariableerrno is setto
identify theerror. To usethis variable,includetheheaderfile <errno.h>. For example,if you
attemptto opena file which is actuallya directory, errno is setto EISDIR (21). If you want a
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string rather than just an integer, you can use the strerror(int) function defined in <string.h>,
which takes the error number like EISDIRas an argument and returns to you a C-style string like
"Is a directory". The string is owned by the C library and should never be deallocated.

The read() system call attempts to read up to countbytes from the file specified by fd into the
buffer starting at buf . If the call succeeds, the number of bytes read is returned. The file position
is advanced by this number, so the next read will not read at the same file position. It is possible
for the returned number to be smaller than the requested number of bytes to read, e.g., when end
of file is encountered, or reading further bytes from an I/O device would require waiting.

The write() system call writes up to countbytes of the buffer starting at buf to the file specified
by fd. All precautions of read() also holds for write().

After a program finishes using a file, it should use close() to free up resources allocated by the OS.
This also happens automatically if the program terminates. If no error is detected, it returns 0.

The following program shows an example, which performs a file copy.

#include<unistd.h>
#include<sys/fcntl.h>
#include<stdio.h>
#include<errno.h>
#include<string.h>
#defineBUF_SIZE4096

int main(int argc, char **argv) {
char buffer[BUF_SIZE];
int sfile, dfile, byteRead;

if (argc< 3) { /* check whether enough argument */
fprintf (stderr, "Not enougharguments!\n");
fprintf (stderr, "Usage: %ssource_filedestination_file\n", argv[0]);
return 0;

}
sfile= open(argv[1], O_RDONLY);
if (sfile== −1) {

fprintf (stderr, "Cannotopenfile %s: %s\n", argv[1], strerror(errno));
return 1;

}
dfile= open(argv[2], O_WRONLY|O_CREAT);
if (dfile== −1) {

fprintf (stderr, "Cannotopenfile %s: %s\n", argv[2], strerror(errno));
return 1;

}
while ((byteRead= read(sfile, buffer, BUF_SIZE)) > 0)

write(dfile, buffer, byteRead);
return 0;

}

If you run the program in Unix and debug it, you will notice that sfile and dfile are allocated
numbers 3 and 4 respectively. This is because 0, 1and 2 are used for the standard input, standard
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output and standard error respectively.

4. Memory mapping: mmap, munmap

Files can be mapped to memory, so that reading files are done by reading the memory. This is
done efficiently: the file is actually read only when needed.

Interface Include files
void *mmap(void *start, size_t length, int prot, int flags , int
fd, off_t offset)

<unistd.h>, <sys/mman.h>

int munmap(void *start, size_t length) <unistd.h>, <sys/mman.h>

The mmap() system call maps length bytes from the file specified by fd, starting at file position
offset. If start is not NULL, the OS will map it into the memory starting at start if possible;
otherwise the address is chosen by the OS. The munmap() system call remove such a mapping.

The desired memory protection is described by prot. PROT_EXEC specifies that the memory can
contain code to be executed, PROT_READ allows the memory to be read, PROT_WRITE allows
the memory to be written to. As usual, these flags can be combined using bitwise-or. If none is
intended, one can use PROT_NONE.

Other information are described by the flag argument. All mappings must have either
MAP_PRIVATE or MAP_SHARED in the flag , specifying a private or shared mapping. A private
mapping is, well, private: if you write on the mapped memory, only your own process see the
change. In contrast, for a shared mapping, any write to the region is a file write, and is seen by
all other processes.

One can also use mmap to create memory regions that is not associated with any file, by adding
the flag MAP_ANON. In this case, the fd and offset arguments are not used. This allows memory
to be allocated outside the normal heap, and provides an alternative to the shared memory
mechanism described above.

We say that system calls generally use -1to signify errors. The mmap system call is no exception.
However, since it normally returns a pointer, the returned value is (void *)−1.


