CSI S0230A Principleof Operating Systems (ClassA)
Notesfor Tutorial 3
M odifying the kernel

Thisweekwewill startourjourney tothekernel. To getstartedyewill dosomethingextremely
simple: to add a trivial system call. We will soonget somereal work donein the kernel.
Beforewe really startthe modification,let’'s seesomebasicinformationusefulfor gettingthe
work done.

1. Thekernel source

Thekernelis by no meanssmall: the 2.4.18kernelthatwe will useis 24M bytesin sizeeven
whencompressedndwhendecompresseitlis of sizel43M.Asmuchas72M of it isaredevice
drivers,while filesystem&andnetwork codeconstituteanothe23M. Theremainingd8M bytes
of codeincludes40M of architecturalependentode(around2M for eachof the 15 supported
architecturesintel x86, Intel IA-64, SunSFARC, 64-bit SFARC, IBM S390andS390Xmain-
frame MotorolaPowverPC Motorola680x0,DECAlpha,theMIPSusedn earlyDECmachines,
64-bit MIPS,the RISCprocessoof HP (HPFR), the Hitachi SuperHusuallyusedasgamecon
sole thelow-power RISCcalledARM, andanembeddedPU of Axis Communicationsalled
ETRAX). Documentationandbuild systemconstitutesanother6M. Theremaining2M is con
sideredthe “core” kernelcode. This coreis smallenoughthat Linus, the creatorand primary
maintainerf Linux, canlook afterits everyline.

Thecodeis separatethto thefollowing top-level directories.

* init/: kernelinitialization code. This includesall functionsto boot up the kernel, in
particularstart_kernel() whichis thefirst functionexecutedoy thekernel.

* include/: function prototypesof kernelrelatedfunctionslike memorymanagemengnd
generidunctionslik e stringhandling. Thedirectoryincludessomearchitecturealependent
files in include/asm-xxx/ subdirectorieswhich hide the codediffering amongarchitee
tures. The build systemlink the asm-xxx directoryof the currentlyusedarchitectureas
include/asm, soyouwill usuallyseeincludefilesof theform <asm/...>.

» arch/: functionsthatdiffersamongarchitecturedik e how registersareused how memory
mappingworks,etc.

» kernel/:thecentralkernelcode. Mostsystencallsaredefinednere aswell assomekernel
mechanismgk e timer managemengcheduleand!/O handling.

* mm/: the Linux memorymanagersupportingthe memoryallocationstratey andvirtual
memorysystemof Linux.

» driver/:variousdevicedrivers. Thisiswherespecifiowaysto communicatevith individual
hardware devices like the disk, network card, display card, soundcard, serial devices,
mousesUSBbus,videodevices,etc. areimplemented.

* net/: various networking protocols,including Ethernet,Novell IPX, TCP/IR etc. The
network devicesareimplementedn thedriver/ directory

» fg:variousfilesystems.They all sharehesamenterface calledVFS (virtual filesystem).
* lib/: theimplementatiorof thegenericfunctionsmentionedn “include/” above.



2. Kernel entry points: entry. S

When the kernel isinvoked via system call, interrupt and traps, some code is needed to save the
previous state of the processor. The state needsto be restored before leaving the kernel. They
are done by functions in the architecture dependent file ar ch/ xxx/ ker nel / entry. S. Note
thefilenameendsnot in.c but in .S meaning that the fileiswritten in assembly language, not C.
We are primarily interested in the list of system callsthere:

.data
ENTRY(sys_cal | _tabl e)
.long SYMBOL_NAME(sSys_ni _syscall) /* 0 */
.1 ong SYMBOL_NAME(sys_exit)
.1 ong SYMBOL_NAME(sys_fork)
.1 ong SYMBOL_NAME(sys_read)
.1 ong SYMBOL_NAME(sSys_write)

.l ong SYMBOL_NAME(sys_ni _syscall) /* 237 reserved for frenovexattr */
.rept NR syscalls-(.-sys call _table)/4
.1 ong SYMBOL_NAME(sys_ni _syscall)

Toadd asystem call, one addsan entry at theend of thelist, just beforethe.reptline. The. r ept
lineaddssomeentriestothetableall containningtheaddressof sys_ni _syscal | .NR_syscalls
Is a constant, with value 256. Thus this fills the table to 256 entries, some of them containing
sys_ni _syscal | , signifying the functionisNot Implemented. Later we will use these entries
to add new system callsdynamically.

3. System calls. kernel code

Most system calls are implemented in the ker nel , rm and net directories. One simpler
exampleistheget-UID call inkernel / ti ner. c:

asmlinkageint sys getuid(void)
{

}

The asmlinkage macro is defined in | i nkage. h of thei ncl ude/ i nux directory. It adds
“extern "C"” if being compiled by a C++ compiler, and adds “__attribute__((regparm(0)))”
if it iscompiled for a computer like 80386, Pentium, etc (so that the first argument is passed
in a register rather than on the stack). For our purpose, we always add it when defining a
system call.

return current->uid;

The above code never returns an error. In case a system call function needs to communicate
an error, it returns a negative number, which absolute value is the error code. The file
asm errno. h definesalist of error codes.

In order to add a new system call, one can modify an existing file to contain another sys_ XXX
function. But it is probably better not to touch existing files. Instead, add a new one in an
existing directory, say ker nel / . To allow the kernel build system to find your new file, edit the
Makef i | e of the directory, locating the line beginning with obj -y, and add your own object
filenameintoit.



4. Functionsin thekernd

Aswe have mentioned in thefirst tutorial, C library functionsare not availablein the kernel. For
instance, printf cannot be used for printing a message. However, many of them have substitute
as utility functionsin | i bs/ or ker nel / . E.g., you can use printk to print a message from the
kernel to the console (but not to standard output, SO you won't see it in the X-window terminal).
Many of these functions are declared in the include fileat i ncl ude/ I i nux/ kernel . h, soit
iIsagood ideato have aquick look at it.

5. System calls. libc glue code

Once you have implemented a system call, user code can call them through the system call
interface. But instead of writing assembly codelikei nt  $0x80 by yourselves, you can usethe
macros _syscallN(N isthe number of arguments) defined by <syscallh> to build a C function
that makesthe system call. Thisishow the C library implements getpid():

#define_ NR_@tpid20 /* getpid isthe 20th system call in syscall table */
_syscall@int, getpid) /* Now getpid isafunction that makesthe syscall */

If the system call returnsan error code (i.e., asmall negative number), the C function returns-1,
assigning the absolute value of the error code to the global variable errno. Otherwise, the value
returned by the system call is propagated to the caller of C function.

So much for now.

Happy kernel hacking!



