
CSIS0230APrinciple of Operating Systems(ClassA)
Notesfor Tutorial 4
ProcessStructur e

In thelasttutorial,you learnthow to adda trivial systemcall. In this tutorial,youwill learnthe
structureof aLinux taskdescriptor.

1. Linux Task(“Pr ocess”)Management

In thelecture,youlearnthataprocessis representedbyaprocessdescriptor. In Linux,processes
arecalledtasks,andtaskdescriptorsis a structureof type task_struct. Therearemany (more
than80)membersin tast_struct. It is definedin thekernelheaderlinux/sched.h. Herewe
introducesomeof thesemembers.

struct task_struct{
...
struct task_struct*next_task, *prev_task;
...
pid_t pid;
...
struct task_struct*p_opptr, *p_pptr, *p_cptr, *p_ysptr, *p_osptr;
...
char comm[16];
...

};

• ProcessID: Every processhasits uniqueprocessID calledpid, of typepid_t (which is
typedef’ed to int ). Thisis thenumberreturnedby fork() to theparentprocesswhenapro-
cessis created.Outsidethekernelwe identify theprocessby thisnumber, althoughwithin
thekernelwe usethe task_struct. Thereis a hash-tableof task_structwithin the kernel,
allowing thekernelto quickly lookupa task_structwith thepid usingthefind_task_by_pid
kernelfunction.

• Processlist: All processesformsadoublylinkedlist with next_taskandprev_task.

• Processrelationships: There are ’f amily relationships’among the processes,which
arerepresentedby the p_Xptr pointers. The simplestoneis p_pptr, which pointsto the
parentprocess’staskstructure.To enablea processto accessall its child processes,p_cptr
pointsto the taskstructureof the “youngestchild”, i.e., the last createdchild. Thechild
processesarelinkedtogetherasa doublylinkedlist by p_ysptr(next youngersibling)and
p_osptr(next oldersibling).Thefollowing figureshouldclarify the‘f amily relationships’
amongprocesses.

P1

P5

P4P3P2

p_pptr p_cptr

p_ysptr,
p_osptr

oldest youngest



- 2 -

• Miscellaneous: Thenameof theprogramexecutedby theprocessis storedin comm.

2. Accessing process memory from kernel

Systemcallsusuallyneedto reador write to memorybuffersprovidedby thecaller, i.e.,theuser
process.Sincethekernelhasfull right to accessany memory, thisposea securityproblem. If
thekernelnaively usesreadandwrite thememorybuffersdirectly, theusercantrick thekernel
into readingandwriting memorythatdoesnot belongto theprocess,thusviolatingthesecurity
barrier. (Laterwewill know thatthiscanbedoneby readingandwriting the“kernelportion”of
theaddressspace.)

Thussystemcallsmustcheckwhethermemoryprovidedbyuserprocessesisreallyownedbythe
process.Linux hasasetof macrosdefinedin <asm/uaccess.h> thatperformthisautomatically.

copy_from_user(void* to, void* from, int sizeOfBlocks)
Copiesa block of arbitrary size from user space.Return0 on success,and non-zero
on failure.

copy_to_user(void* to, void* from, int sizeOfBlocks)
Copiesa block of arbitrary size to userspace.Return0 on success,and non-zero on
failure.

3. Modules

Linux is a monolithickernel;thatis,everysystem-relatedtasksarepackedinto a largeprogram
calledthe kernel. This madeit ratherdifficult to addnew componentsinto the kernal,since
it involves recompilingthe kernel and rebootingthe new kernel. To easethis, Linux hasa
kernel-modulesystem,which allows you to dynamicallyloadandunloadcomponentsinto the
kernel. Linux modulesarelumpsof codeto be dynamicallylinked into kernel. They canbe
unlinked from the kernelandremoved from memorywhenthey areno longerneeded.Most
kernelfunctionalitiescanbeimplementedasmodules.

Youcaneitherexplicitly useinsmod andrmmod commandsto loadandunloadkernelmodules,
or toconfiguremodule.conf sothatthekerneleventdaemon(keventd)will loadthemodules
accordingly. Wewill write modulesthatareloadedandunloadedexplicitly.

A kernelmodulehasat leasttwo functions:init_module which is calledwhenthe moduleis
insertedinto thekernel,andcleanup_module whichiscalledjustbeforeit is removed. Typically,
init_module registersadeviceor filesystem“handler”sothatthekernelsupportonemoredevice
orfilesystem.It isalsopossibletoreplaceoneof thesystemcallwith itsowncodein init_module
so that a new systemcall is addedto the kernel. The cleanup_module function shouldundo
whatever init_module did,sothatthemodulecanbesafelyunloaded.Thefollowing isasample
progam—helloworld. Youcantry it in Linux.

/* File:hellomod.c*/
/* Shouldbecompiledwith

gcc-c -O2-Wall -I/path/to/kernel/linuxhellomod.c
replacing/path/to/kernelto youactualpathto kernelroot */

/* Thesetellstheheaderfilesthatyouwantto compileakernelmodule,andsoexpose
theneededmacros.*/
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#ifndef __KERNEL__
#define__KERNEL__
#endif
#ifndef MODULE
#defineMODULE
#endif
#include<linux/kernel.h>
/* Must include this, although the real reason is out of scope of this course */
#include<linux/module.h>

/* Initialize the module */
int init_module() {

printk("Hello,world - this is thekernelspeaking\n");
/* The following tells the kernel that initialization is successful.

To indicate failure, return a non-zero number instead. */
return 0;

}

/* Cleanup - undo whatever init_module did */
void cleanup_module() {

printk("Short is thelife of a kernelmodule\n");
}


