CSIS0230APrinciple of Operating SystemgqClassA)
Notesfor Tutorial 4
ProcessStructur e

In thelasttutorial,you learnthow to adda trivial systemcall. In thistutorial,youwill learnthe
structureof aLinux taskdescriptor

1. Linux Task (“Pr ocess”)Management

In thelecture youlearnthata processs representetly aprocesslescriptor In Linux, processes
arecalledtasks,andtaskdescriptorgs a structureof typetask_struct Therearemary (more
than80) membersn tast_struct It is definedin thekernelheadet i nux/ sched. h. Herewe
introducesomeof thesemembers.

struct task_struc{

struct task_structnext_taskxprev_task
pid_tpid;
struct task_structp_opptr, xp_pptr, xp_cptr, *xp_ysptt p_osptr

char comnfl6];

ProcesdD: Every procesdasits uniqueprocesdD calledpid, of type pid_t (whichis
typedefedtoint). Thisisthenumbereturnedoy fork() to theparentprocessvhena pro-
cesgs created.Outsidethekernelwe identify the processy thisnumberalthoughwithin
the kernelwe usethetask_struct Thereis a hashtable of task_structwithin the kernel,
allowing thekernelto quickly lookupatask_strucwith thepid usingthefind_task by pid
kernelfunction.

Procesdist: All processeformsadoublylinkedlist with next_taskandprev_task

Processrelationships: There are 'family relationships’among the processeswhich
arerepresentedby the p_Xptr pointers. The simplestoneis p_pptr, which pointsto the
parentprocessstaskstructureTo enablea procesdo accessll its child processeg_cptr
pointsto the task structureof the “youngestchild”, i.e., thelast createdchild. The child
processearelinkedtogetherasa doublylinkedlist by p_ysptr(next youngersibling) and
p_osptr(next oldersibling). Thefollowing figure shouldclarify the ‘family relationships’
amongprocesses.
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» Miscellaneous: Thenameof the programexecutedoy theprocesss storedin comm.

2. Accessing process memory from kernel

Systencallsusuallyneedto reador write to memorybuffersprovidedby thecaller i.e.,theuser
process.Sincethe kernelhasfull right to accessrny memory this posea securityproblem. If
thekernelnawvely useseadandwrite the memorybuffersdirectly, the usercantrick the kernel
into readingandwriting memorythatdoesnot belongto the processthusviolating the security
barrier (Laterwewill know thatthiscanbedoneby readingandwriting the“k ernelportion” of
theaddresspace.)

Thussystenctallsmustcheckwhethememoryprovidedby usemprocessesreallyownedby the
process.Linux hasasetof macrodefinedin <asm/uaccessh> thatperformthis automatically

copy_from_user(voidx to, voidx from, int sizeOfBlocks)
Copiesa block of arbitrary size from user space. Return0 on successand non-zero
onfailure.

copy_to_user(voidx to, void* from, int sizeOfBlocks)
Copiesa block of arbitrary size to userspace. Return0 on successand nonzeroon
failure.

3. Modules

Linux isamonolithickernel;thatis, every system-relatethsksarepacledinto a large program
calledthe kernel. This madeit ratherdifficult to add new componentsnto the kernal,since
it involvesrecompilingthe kerneland rebootingthe new kernel. To easethis, Linux hasa
kernel-modulesystemywhich allows you to dynamicallyload andunloadcomponentsnto the
kernel. Linux modulesarelumpsof codeto be dynamicallylinked into kernel. They canbe
unlinked from the kernelandremaoved from memorywhenthey areno longerneeded.Most
kernelfunctionalitiescanbeimplementedasmodules.

You caneitherexplicitly usei nsnmod andr mod commandso loadandunloadkernelmodules,
ortoconfiguremodul e. conf sothatthekerneleventdaemor(kevent d) will loadthemodules
accordingly Wewill write moduleghatareloadedandunloadedexplicitly.

A kernelmodulehasat leasttwo functions:init_module which is calledwhenthe moduleis

insertednto thekernel,andcleanup_modulewhichis calledjustbeforeit isremoved. Typically,

init_moduleregistersadeviceor filesystenthandler’sothatthekernelsupportonemoredevice

or filesystem.It isalsopossibldo replaceoneof thesystentallwith itsown codein init_module

sothata new systemcall is addedto the kernel. The cleanup_module function shouldundo
whateverinit_module did, sothatthemodulecanbesafelyunloaded.Thefollowing isasample
progam—-helloworld. Youcantry it in Linux.

* File:hellomod.c*/
/* Shouldbe compiledwith
gcc-c-02-Wall -I/path/to/lernel/linuxhellomod.c
replacing/path/to/lernelto you actualpathto kernelroot */

I* Theseellstheheadefilesthatyouwantto compilea kernelmodule andsoexpose
theneededmacros?/



#ifndef KERNEL___

#define KERNEL__

#endif

#ifndef MODULE

#defineMODULE

#endif

#include<linux/kernelh>

/* Must include this, although the real reason isout of scope of thiscourse*/
#include<linuxmoduleh>

[* Initialize the module */
int init_modulé) {
printk("Hello, world - thisis thekernelspeaking\n};
/* Thefollowing tellsthe kernel that initialization is successful.
To indicate failure, return a non-zero number instead. */
returnO;

}

/* Cleanup - undo whatever init_module did */
void cleanup_modul@{

printk("Shortis thelife of a kernelmodule\n};
}



