
CSIS0230APrinciples of Operating Systems(ClassA)
Notesfor Tutorial 5

Semaphore

Whenmultiplethreadssharesmemory, raceconditionscanoccur, i.e.,wrongresultsmayoccur
if themultiplethreadsaccessthesharedmemoryin certainorder. Raceconditionscanbesolved
usingsemaphores.In thetutorial,youwill dosomeexperimentonsemaphore:usingsemaphore
to implement“ReaderandWriter problem”. In this note,we will explain what is SystemV
semaphoresupportedby OS,andhow to useit.

1. Semaphore

The lectureintroducessemaphoreasa valuethat canbe decremented(sometimescalledwait
or p) andincremented(sometimescalledsignalor v), while maintainingthat thesemaphoreis
non-negativeall thetimeby forcingsomeprocessto wait.

SystemV (oneof thetwo maincommercialUnix flavours,theotherbeingBSD)providessys-
tem calls to supportuser-level semaphores.To useit, programsshouldinclude<sys/types.h>,
<sys/ipc.h> and<sys/sem.h>. SystemV semaphoresextendsnormalsemaphoresin two impor-
tant aspects.Firstly, semaphoresare createdand destroyed in sets. Valuesin the sameset
canbemodifiedatomically. Secondly, semaphoresoperationscanadd and subtract arbitrary
numbers, insteadof always1.

int semget(key_t key, int nsems, int semflg);
A set of semaphoresis createdby invoking the function semget(). Like SystemV IPC
sharedmemory, a semaphoresethastwo integer names:a programmer-suppliedkey and
a system-providedidentifier. This functionmapskey to anidentifier, possiblycreatingthe
semaphoreset. If nokey is needed,useIPC_PRIVATEasthekey.

Thesizeof thesemaphoreset is specifiedby nsems, andsemflgspecifiesthe permission
information(weuse0700specifyingall permissionfor theusercreatingthesemaphoreand
no permissionfor everyoneelse). Otherflagsmaybebitwise-or’ed with thepermission:
IPC_CREAT specifiesthattheIPCresourceshouldbecreatedif it doesnotalreadyexists,in
thiscaseIPC_EXCLspecifiesthatthefunctionshouldfail if thesemaphorealreadyexists.

If everythinggoeswell, thefunctionreturnsapositiveidentifier for thesemaphore.Other-
wise,it returns-l. All latersemaphoreoperationsrequirethisidentifier. The initial values
of the createdsemaphoresareundefined,and must be initialized usingsemctl().

int semop(int semid, struct sembuf *sops, size_tnsops);
Thisfunctionperformsasetof semaphoreoperationsonthesemaphoressetassociatedwith
semid. Thesopsargumentshouldbeanarrayof nsopssemaphore-operationstructuresof
typestruct sembuf. Thisstructureis definedin like this:

struct sembuf {
unsignedshort int sem_num; /* semaphorenumber, 0 = first semaphore*/
short int sem_op; /* semaphoreoperation*/
short int sem_flg; /* operationflag,setto 0 for ourpurpose*/

};

Here,sem_opis an integer that definesthe operation:if sem_opis 0, the operationwill
wait until the semaphorevaluebecomeszero. If it is positive, that valueis addedto the
semaphore.If it isnegative,theoperationwill wait until thesemaphorevalueisat leastthe
absolutevalueof sem_op. Thenthatvalueis subtractedfrom thesemaphorevalue.
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int semctl(int semid, int semnum, int cmd, ...);
Thefunctionprovidesa varietyof semaphorecontroloperationsasspecifiedby cmd. The
fourth argumentis optional,dependingupontheoperationrequested.If required,it is of
typeunion semun, whichmustbeexplicitly declaredby theapplicationprogram:

union semun {
int val; /* for SETVAL */
struct semid_ds *buf ; /* for IPC_STAT andIPC_SET*/
ushort_t *array; /* for GETALL andSETALL */

} arg;

For our purpose,the mostimportantvaluesfor cmd areSETVAL, which setthevalueof
thesemaphoresemnum within thesemaphoresetto val within theunion;andIPC_RMID,
whichremovesthesemaphoreset.

2. Reader and Writer Problem

ReaderandWriter problemoccursin mostapplicationsusingsharedmemory. In the general
form,adataobject(suchasafile or record)is to besharedamongseveralconcurrentprocesses.
Someof theseprocessesneedonly to readthesharedobject,whereasothersmayalsoupdate
(that is, to readandwrite) it. We call theseprocessesreadersandwritersrespectively. Two or
morereaderscanaccessthesharedobjectsimultaneously, while a writer musthave exclusive
accessto thesharedobject.

Thetextbookdescribesa solutionusing2 semaphoreswrt andmutex. It is reproducedherefor
easyreference.Try to understandit completely.

Writer

wait(wrt);
    …
    writing is performed
    …
signal(wrt);

Reader

wait(mutex);
++readcount;
if (readcount==1)
    wait(wrt);
signal(mutex);
    …
    readingis performed
    …
wait(mutex);
–readcount;
if (readcount==0)
    signal(wrt);
signal(mutex);


