CSI S0230A Principlesof Operating Systems(ClassA)
Notesfor Tutorial 6
Signals

In thistutorial,youwill dosomeexperiment®onsignals.Wewill usethePOSIXsignalinterface
to obtaininnerinformationaboutthesignal.

1. Sending signals

A procesgansendasignalto anotheproces®ykill (). It isdefinedn <signalh> asint kill (pid_t
pid, int sig). Thefirstagumentspecifiegheprocesgor procesgroupin casepid<0) receving
thissignal. Thesecondargumentspecifieghetype of signalto besent. If succeededt returns
0. To sendasignalto oneselfjnt raisgint sig) mayalsobeused.

Signaltypesaresmallintegerswith predefinedneaning.You canfind their symbolicnamesn

<asm/signalh>. E.g.,SIGUSRISIGSEGVYSIGCHLDandSIGSDOP aredefinedto be 10,11,
17 and19respectiely. Many typesof signalscanbe generatedy the OSkernel,apartfrom

beinggeneratedby kill (). E.g.,whenaprocesserminatesthekernelsendst parentSIGCHLD

andwhena processaccessvalid memorylocation thekernelsendst SIGSEGV Sometypes
of signalslike SIGSDP andSIGUSR lareonly sentby userprocesseasingkill ().

2. What to do on signal reception?

Whenaprocessecevesasignalsomeaction istaken. Thedefaultactiondependsnthetypeof
signalreceved,andis documentedh themanpagesi gnal (7). E.g.,by default SIGUSRAaNnd
SIGSEGM erminatesheprocessSIGCHLDis silentlyignored andSIGSOP stopstheprocess
until SIGCONTis receved.

The processanmodify the behaiour uponreceving a type of action( exceptSIGSDP and
SIGKILL), by usinganew action for it. An actionis specifiedusinga sigactionstructure:

struct sigactiorf /* definedin <signal.h>*/
void (*sa_handle)(int);
void (xsa_sigactiol(int, siginfo_tx, void *);
sigset_tsa_mask
int sa_flays
void (xsa_lestoer)(void);

h

We will use3 membersf the struct. sa_flaysis the bitwise-or of someflags modifying the
behaiour of the action,e.g.,whetherto resetthe actionto default after the signalis caught.
Dependingpnwhetheror notsa_flagscontainsSA_SIGINFQeithersa_sigactioror sa_handler
pointsto thefunctionto becalleduponrecevingthesignal. Theformeris moreinformativethan
thelatter, ascanbe seerby thenumberof argumentsn their functionsignatures.

To useanaction,call sigactiorf), with thefollowing prototype:
int sigactior{int signumconst struct sigaction+act, const struct sigaction~oacy;

This retrievesthe previoussignalactionto oact andsetsthe new signalactionto act. If either
argumentis NULL, thecorrespondingetrieval or settingis not performed.



3. Thesignal handler
A signalhandleris a functionof thefollowing prototype:
void handler(int signum);

Heresignumis thetype of signal(like SGINT) which triggeredthe signalhandler Thereare
two specialhandlerdefined: S G_DFL specifieghatthe default (asdescribedn si gnal (7))
shouldbe used,while SG_IGN specifiesthat the signalshouldbe ignored. A simplesignal
handlerookslik e this:

void my_sigchld_handler(int signum) { /* Call wait to avoid zombie*/
int old_errno = errno, status,
wait(&status); /* ignoreerrors*/
errno=old_errno;

It canbetricky to write correctsignalhandlers.The problemis similar to interrupthandlers:
they occur at any time (ary time whenthe processs in usermode). E.g.,supposeyour signal

handlercallsmalloc. Whatwill happerif, whenthesignaloccurstheprocesss callingmalloc

itself? Theresultis chaoticmalloc probablyis in the middleof modifyingalinkedlist, andthe

malloc within the signalhandlerwill seeaninconsistentinkedlist. Theresultin generalis a

segmentatiorfault whichis very difficult to locatet

Soasignalhandlershouldbemostlyreentrant, i.e.,it shouldhave minimaleffectto theremain
derof thecode. Functiondik e malloc shouldnot be usedin signalhandlerat all. Many func-
tionsmodify globalvariablesandif thoseglobalvariablesareusedoutsidethesignalhandlerthe
handlemusteitherrefrainfrom callingthem,or becarefulto save andrestorehevariables.The
above exampleshowvs how thisis doneto systemcalls,which modify the globalvariableerrno.

4. Getting moreinformation: sigaction handlers

As discussedn Section2, onecanchooseo usea sigaction insteadof a handler Thisreveals
moreinformationof thesignal. E.g.,a sigactionis informedaboutthereasonwhy thesignalis
sentandif thesignalis sentby aprocessisingkill or raiseit is alsoinformedabouttheprocess
which sendghesignal. A sigactionhandlerhasthefollowing prototype:

void sigaction(int signum, siginfo_t info, void xcontext);

Comparedwith a regular handler a sigactionrecevestwo morearguments:info and context.
Herecontext is a pointerto a structurethatcontainsgnformationaboutthe context (i.e., register
values)f theprocessvhenthesignalis sent. Thisis seldomusedasit is highlyimplementation
dependent. On the other hand,info is systemindependentgontainingextendedinformation
aboutthesignal. Thesiginfo_t structures definedlik e this:

Thisis aspeciakychronizatiorproblemjnvolving two independenitthreadsof execution”—themainprogramandthe
signalhandler However, we cannotsolve the problemusinga semaphoregsthe main programwill not continueatall
until thesignalhandlercompletegwhatwill happerf weusesemaphore?)rhemalloc examplecanbesolvedif wecan
temporarilypreventsignalhandlerdrom beingcalled,duringthetime whenthe mainprogramcallsmalloc, reenabling
signalhandlingafterwards. This canbeachieved usingsigprocmask().

2For Linux, it is actuallya struct ucontext«. If you decideto manipulatet, seethemanpageget cont ext (2) andthe
headeffile <asm/sigcontext>.



typedef struct siginfo {

int si_signo; [* Signal number */

int si_errno; [* An errno value */

int si_code; [* Signal code */

pid_t s_pid; [* Sending processID */

uid_t si_uid; /* Real user 1D of sending process*/

int si_status, [* Exit value or signal */

clock t s_utime /* User time consumed */

clock t s_stime [* System time consumed */

void x S_addr; [* Memory location which caused fault */
} siginfo_t;

The field si_code stores information about why a signal is sent: whether it is due to a user
calling kill() (3_USER), or due to the kernel itself. If the signal is sent by the user, s_pid and
si_uid storesthe PID and UID of the sender. If the signal is SGCHLD, then si_statusis set to
the exit status, and si_utime and si_stime are set to the user and system time consumed by the
process. If thesignal isSGILL or SGSEGV, si_addr will hold the faulting addressthat caused
the error. The completelist of si_code values and siginfo_t fields can be found in the manpage
of si gaction(2).



