
CSIS0230A Principles of Operating Systems (Class A)
Notes for Tutorial 6

Signals

In thistutorial,youwill dosomeexperimentsonsignals.Wewill usethePOSIXsignalinterface
to obtaininnerinformationaboutthesignal.

1. Sending signals

A processcansendasignaltoanotherprocessbykill (). It isdefinedin <signal.h> asint kill (pid_t
pid, int sig). Thefirst argumentspecifiestheprocess(or processgroupin casepid<0) receiving
thissignal. Thesecondargumentspecifiesthetypeof signalto besent. If succeeded,it returns
0. To sendasignalto oneself,int raise(int sig) mayalsobeused.

Signaltypesaresmallintegerswith predefinedmeaning.Youcanfind their symbolicnamesin
<asm/signal.h>. E.g.,SIGUSR1, SIGSEGV, SIGCHLDandSIGSTOP aredefinedto be10,11,
17 and19 respectively. Many typesof signalscanbegeneratedby theOSkernel,apartfrom
beinggeneratedby kill (). E.g.,whenaprocessterminates,thekernelsendsit parentSIGCHLD;
andwhena processaccessinvalid memorylocation,thekernelsendsit SIGSEGV. Sometypes
of signals,likeSIGSTOPandSIGUSR1, areonly sentby userprocessesusingkill ().

2. What to do on signal reception?

Whenaprocessreceivesasignal,someaction istaken. Thedefaultactiondependsonthetypeof
signalreceived,andisdocumentedin themanpagesignal(7). E.g.,by defaultSIGUSR1and
SIGSEGVterminatestheprocess,SIGCHLDis silentlyignored,andSIGSTOPstopstheprocess
until SIGCONTis received.

Theprocesscanmodify thebehaviour uponreceiving a typeof action( exceptSIGSTOP and
SIGKILL), by usinganew action for it. An actionis specifiedusingasigactionstructure:

struct sigaction{ /* definedin <signal.h>*/
void (*sa_handler)(int);
void (*sa_sigaction)(int, siginfo_t*, void *);
sigset_tsa_mask;
int sa_flags;
void (*sa_restorer)(void);

};

We will use3 membersof the struct. sa_flags is the bitwise-orof someflagsmodifying the
behaviour of the action,e.g.,whetherto resetthe actionto default after the signal is caught.
Dependingonwhetheror notsa_flagscontainsSA_SIGINFO, eithersa_sigactionor sa_handler
pointsto thefunctiontobecalleduponreceivingthesignal.Theformerismoreinformativethan
thelatter, ascanbeseenby thenumberof argumentsin their functionsignatures.

To useanaction,call sigaction(), with thefollowing prototype:

int sigaction(int signum, const struct sigaction*act, const struct sigaction*oact);

This retrievestheprevioussignalactionto oact, andsetsthenew signalactionto act. If either
argumentis NULL, thecorrespondingretrieval or settingis notperformed.
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3. The signal handler

A signalhandleris a functionof thefollowing prototype:

void handler(int signum);

Heresignumis thetypeof signal(like SIGINT) which triggeredthesignalhandler. Thereare
two specialhandlersdefined:SIG_DFL specifiesthat thedefault (asdescribedin signal(7))
shouldbe used,while SIG_IGN specifiesthat the signalshouldbe ignored. A simplesignal
handlerlookslikethis:

void my_sigchld_handler(int signum) { /* Call wait to avoid zombie*/
int old_errno = errno, status;
wait(&status); /* ignoreerrors*/
errno = old_errno;

}

It canbe tricky to write correctsignalhandlers.The problemis similar to interrupthandlers:
they occur at any time (any timewhentheprocessis in usermode).E.g.,supposeyour signal
handlercallsmalloc. Whatwill happenif, whenthesignaloccurs,theprocessis callingmalloc
itself? Theresultis chaotic:malloc probablyis in themiddleof modifyinga linkedlist, andthe
malloc within thesignalhandlerwill seean inconsistentlinked list. Theresultin generalis a
segmentationfaultwhich is verydifficult to locate.1

Soasignalhandlershouldbemostlyreentrant, i.e.,it shouldhaveminimaleffectto theremain-
derof thecode. Functionslike malloc shouldnot beusedin signalhandlerat all. Many func-
tionsmodifyglobalvariables,andif thoseglobalvariablesareusedoutsidethesignalhandler, the
handlermusteitherrefrainfrom callingthem,or becarefultosaveandrestorethevariables.The
aboveexampleshowshow thisis doneto systemcalls,whichmodify theglobalvariableerrno.

4. Getting more information: sigaction handlers

As discussedin Section2,onecanchooseto usea sigaction insteadof a handler. This reveals
moreinformationof thesignal. E.g.,a sigactionis informedaboutthereasonwhy thesignalis
sent,andif thesignalis sentby aprocessusingkill or raise it is alsoinformedabouttheprocess
whichsendsthesignal. A sigactionhandlerhasthefollowing prototype:

void sigaction(int signum, siginfo_t *info, void *context);

Comparedwith a regular handler, a sigactionreceivestwo morearguments:info andcontext.
Herecontext is a pointerto a structurethatcontainsinformationaboutthecontext (i.e.,register
values)of theprocesswhenthesignalissent.Thisisseldomused,asit ishighly implementation
dependent.2 On the otherhand,info is systemindependent,containingextendedinformation
aboutthesignal. Thesiginfo_t structureis definedlikethis:

1Thisisaspecialsychronizationproblem,involving two independent“threadsof execution”—themainprogramandthe
signalhandler. However, wecannotsolve theproblemusinga semaphore,asthemainprogramwill not continueat all
until thesignalhandlercompletes(whatwill happenif weusesemaphore?).Themalloc examplecanbesolvedif wecan
temporarilypreventsignalhandlersfrom beingcalled,duringthetimewhenthemainprogramcallsmalloc, reenabling
signalhandlingafterwards.Thiscanbeachievedusingsigprocmask().
2For Linux, it is actuallya struct ucontext*. If youdecideto manipulateit, seethemanpagegetcontext(2) andthe
headerfile <asm/sigcontext>.
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typedef struct siginfo {
int si_signo; /* Signal number */
int si_errno; /* An errno value */
int si_code; /* Signal code */
pid_t si_pid; /* Sending process ID */
uid_t si_uid; /* Real user ID of sending process */
int si_status; /* Exit value or signal */
clock_t si_utime; /* User time consumed */
clock_t si_stime; /* System time consumed */
void * si_addr; /* Memory location which caused fault */
...

} siginfo_t;

The field si_code stores information about why a signal is sent: whether it is due to a user
calling kill() (SI_USER), or due to the kernel itself. If the signal is sent by the user, si_pid and
si_uid stores the PID and UID of the sender. If the signal is SIGCHLD, then si_status is set to
the exit status, and si_utime and si_stime are set to the user and system time consumed by the
process. If the signal is SIGILL or SIGSEGV, si_addr will hold the faulting address that caused
the error. The complete list of si_code values and siginfo_t fields can be found in the manpage
of sigaction(2).


