CSI S0230A Principlesof Operating Systems(ClassA)
Notesfor Tutorial 7
M ore about semaphores

Duringtutorial 5, we have ourfirst encountewith semaphoreswWe undertoochow semaphores
work,andhow it canbeappliedto solvethereadeswriter problemusinganalgorithmthatothers
hadwritten. Thisweekwewill designour own algorithm,andseetheintricacy involved.

1. Reader and writer, revisited

Thereareactually3variantsof thereadeswriter problem. Thealgorithmthatwe usedn tutorial
5istheeasiesof the3. It givespriority toreader s onceaprocesstartgeadingptherprocesses
canjoin readingwithout restrictionsevenif a writer is waiting to write. The writer may be
delayedarbitrarily.

Thetotal ordered variantis alittle bit moredifficult. In thisvariant,readandwrite mustfollow
exactlythesameorderasthey arrives,with theonly concurreng beingadjacentequestso read
maybedoneconcurrently Thiscanbeimplementedy usingonemoresemaphoré make sure
onerequeswill notbeconsideredintil therequesbeforeit startto beserviced.

Thewriter priority schemeequireghatprocessemustnot startreadingf awrite is pending.
Thisis themostdifficult schemeo implement. We needto keepcountingnot just the number
of readergurrentlyaccessinghesharedbject but alsothenumberof writersthatarecurrently
active (i.e., waiting for write or writing), aswell asthe numberof readerghat are currently
waitingfor all thosewritersto complete.

We will implementthe writer priority schemeduring the tutorial. Before the tutorial, let’s
examinea coupleof tricksinvolved.

2. Two common types of semaphores

Semaphords a very generic synchronizationconstruct,allowing virtually every type of
synchronizationHowever, they arealsooneof themostdifficult to emplgy. Justlike any other
constructghataredifficult to use we make themeasielby identifying patter nsof theirusage.

Therearetwo commonusagef semaphoresOneis to useit asa lock (mutex). Thisis
typically usedto protect shared data from simultaneousccesdy multiple processesAt the
beginning,asemaphoresinitializedto 1. A processnustdecrementhesemaphorbeforeusing
theshareddata,andmustincremenit afterwards. In mostcasesthe processvhich decrements
a semaphorevill eventuallyincrementit, althoughthereis sometimesxceptions(the process
“transferghelock” to anotheiprocess) All thesemaphoregsedoy thesolutionof tutorial5are
locks,andnolock is transferred.

It is alsocommonto usesemaphoreto implementwaiting. In this usagethe semaphorés
initially setto 0. A processvhichwantstowait will decrementhesemaphoreAnotherprocess
canthenincrementhesemaphoré resumehewaitingprocess.Thisis sometimesbit clumsy
to use:onemight needto make surethatthereis really somebodywaiting beforeincrementing
thesemaphoréotherwiseif aprocessncrementshesemaphorezhennoprocessswaiting,the
next processhatwantsto wait will notsuccessfullyvait). Thischeckcanbedoneby keepinga
sharedvariableto countthe numberof waiting processesThis sharedsariablemust,of course,
beprotectedy alock-typedsemaphore.



3. Dealingwith deadlocks

The possibility of deadlockis the primaryreasonwhy synchronizatiorproblemsaredifficult.
Justlike race-conditionsgdeadlocksare not reproducible(i.e., most of the time you cannot
reproducea deadlockby re-runningyour program). Furthermoregvenif you canidentify the
exactsequencéhatcauseshedeadlockit is usuallydifficult to modify the programto avoid it.
Usually, whenyou patchthe problem,you introduceanotherdeadlockandyou endup having
to redesigrtheschemdrom groundup.

The mostimportanttool to dealwith themis simplicity of the synchronizatiorschemethe
simplertheschemethelesslik ely thatit haspotentialdeadlocksieeplyhidden.

It worthsto review the necessargonditionsfor deadlocksmutual exclusion, hold-and-vait,
no preemptionand circular wait. A lock-typedsemaphordnasboth “mutual exclusion” and
“no preemption’already If we needto dealwith multiple of them,mostof thetime we need
hold-and-vait aswell. Addingin “circularwait”, all 4 conditionsbecomesatisfied.Recallthat
lock-type semaphoredon’t have multiple copies. So the 4 conditionsare also sufficient for
deadlocks.In otherwords,if your program hascircular wait, it will deadlock.

Let'sseeanexample. Supposs/our programhastwo critical sectionsasbelow:

WAIT (lockl); /* A */
WAIT (lock2);

...I* Critical Sectionl*/
S GNAL(lockd);

S GNAL(lock2);

WAIT (lock2); /* B */
WAIT (lockl);

...[* Critical Section2 */
S GNAL(lockd);

S GNAL(lock2);

It is possiblethat one processexecutegheinstructionmarkedasA whenanotherexecuteshe
instructionmarkedasB. If bothsucceedsyothwill beunableto getthenext lock, soadeadlock
occurs. The problemis circularwait: aroundA, lockl is held whenwaiting for lock2. Around
B, lock2 is heldwhenwaiting for lockl If oneof thetwo sequencess reversedthe deadlock
is resoled. Unluckily, sometimesomethingheedgo be donebetweerthelocks,andit is dif -

ficult to reversethelock statementsThis might reveala needfor redesigninghe synchroniza
tion scheme.



