
CSIS0230A Principles of Operating Systems(Class A)
Notes for Tutorial 7

More about semaphores

Duringtutorial5,wehaveourfirst encounterwith semaphores.Weundertoodhow semaphores
work,andhow it canbeappliedtosolvethereader-writerproblemusinganalgorithmthatothers
hadwritten. Thisweekwewill designourown algorithm,andseetheintricacy involved.

1. Reader and writer, revisited

Thereareactually3variantsof thereader-writerproblem.Thealgorithmthatweusedin tutorial
5istheeasiestof the3. It givespriority to readers:onceaprocessstartsreading,otherprocesses
canjoin readingwithout restrictions,even if a writer is waiting to write. The writer may be
delayedarbitrarily.

Thetotal ordered variantisa little bit moredifficult. In thisvariant,readandwrite mustfollow
exactlythesameorderasthey arrives,with theonly concurrency beingadjacentrequeststo read
maybedoneconcurrently. Thiscanbeimplementedbyusingonemoresemaphoretomakesure
onerequestwill notbeconsidereduntil therequestbeforeit startto beserviced.

Thewriter priority schemerequiresthatprocessesmustnot startreadingif a write is pending.
This is themostdifficult schemeto implement.We needto keepcountingnot just thenumber
of readerscurrentlyaccessingthesharedobject,but alsothenumberof writersthatarecurrently
active (i.e., waiting for write or writing), aswell asthe numberof readersthat arecurrently
waitingfor all thosewritersto complete.

We will implementthe writer priority schemeduring the tutorial. Before the tutorial, let’s
examineacoupleof tricksinvolved.

2. Two common types of semaphores

Semaphoreis a very generic synchronizationconstruct,allowing virtually every type of
synchronization.However, they arealsooneof themostdifficult to employ. Justlikeany other
constructsthataredifficult to use,wemakethemeasierby identifyingpatterns of theirusage.

Thereare two commonusagesof semaphores.One is to useit asa lock (mutex). This is
typically usedto protect shared data from simultaneousaccessby multipleprocesses.At the
beginning,asemaphoreisinitializedto1. A processmustdecrementthesemaphorebeforeusing
theshareddata,andmustincrementit afterwards. In mostcases,theprocesswhichdecrements
a semaphorewill eventuallyincrementit, althoughthereis sometimesexceptions(theprocess
“transfersthelock” toanotherprocess).All thesemaphoresusedby thesolutionof tutorial5are
locks,andnolock is transferred.

It is alsocommonto usesemaphoresto implementwaiting. In this usage,the semaphoreis
initially setto0. A processwhichwantstowait will decrementthesemaphore.Anotherprocess
canthenincrementthesemaphoretoresumethewaitingprocess.Thisissometimesabit clumsy
to use:onemight needto make surethat thereis reallysomebodywaitingbeforeincrementing
thesemaphore(otherwise,if aprocessincrementsthesemaphorewhennoprocessiswaiting,the
next processthatwantsto wait will notsuccessfullywait). Thischeckcanbedoneby keepinga
sharedvariableto countthenumberof waitingprocesses.Thissharedvariablemust,of course,
beprotectedby a lock-typedsemaphore.
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3. Dealing with deadlocks

Thepossibilityof deadlockis theprimaryreasonwhy synchronizationproblemsaredifficult.
Just like race-conditions,deadlocksare not reproducible(i.e., most of the time you cannot
reproducea deadlockby re-runningyour program).Furthermore,evenif you canidentify the
exactsequencethatcausesthedeadlock,it is usuallydifficult to modify theprogramto avoid it.
Usually, whenyou patchtheproblem,you introduceanotherdeadlock,andyou endup having
to redesigntheschemefrom groundup.

The most importanttool to dealwith them is simplicity of the synchronizationscheme:the
simplerthescheme,thelesslikely thatit haspotentialdeadlocksdeeplyhidden.

It worthsto review the necessaryconditionsfor deadlocks:mutualexclusion,hold-and-wait,
no preemptionand circular wait. A lock-typedsemaphorehasboth “mutual exclusion” and
“no preemption”already. If we needto dealwith multiple of them,mostof thetime we need
hold-and-wait aswell. Addingin “circular wait”, all 4 conditionsbecomessatisfied.Recallthat
lock-typesemaphoresdon’t have multiple copies. So the 4 conditionsarealsosufficient for
deadlocks.In otherwords,if your program has circular wait, it will deadlock.

Let’sseeanexample.Supposeyourprogramhastwo critical sections,asbelow:

WAIT(lock1); /* A */
WAIT(lock2);
... /* Critical Section1*/
SIGNAL(lock1);
SIGNAL(lock2);
...
WAIT(lock2); /* B */
WAIT(lock1);
... /* Critical Section2 */
SIGNAL(lock1);
SIGNAL(lock2);

It is possiblethatoneprocessexecutestheinstructionmarkedasA whenanotherexecutesthe
instructionmarkedasB. If bothsucceeds,bothwill beunabletogetthenext lock,soadeadlock
occurs.Theproblemis circularwait: aroundA, lock1 is heldwhenwaiting for lock2. Around
B, lock2 is heldwhenwaiting for lock1. If oneof thetwo sequencesis reversed,thedeadlock
is resolved. Unluckily, sometimessomethingneedsto bedonebetweenthelocks,andit is dif -
ficult to reversethelock statements.Thismight reveala needfor redesigningthesynchroniza-
tion scheme.


