
CSIS0230A Principles of Operating Systems (Class A)
Notes for Tutorial 9

Page Table

In thetutorialthisweekwewill try topeekinto thepagetableof arunningLinux process.Since
thereisnopre-definedinterfacetogetpagetableinformationof aprocess,wewill writeourown.
Thisnotesaimstoexplainthedetailsof theLinux pagetable,toadepththatwecanwritesystem
callsto extractentriesfrom it.

1. Page table levels and linear address

Conceptually, Linux uses3-level pagetablesto convert virtual addresses1 to physicalframead-
dresses.EachprocesshasaPageGlobalDirectory(PGD),whichentriesarephysicaladdresses
of PageMiddle Directory(PMD),eachentryof which in turnstoresphysicaladdressesof Page
Tables.A PGD,PMDandpagetableentryisof typepgd_t,pmd_tandpte_trespectively,defined
in include/asm/page.h.

typedef struct { unsigned long pte_low; } pte_t;
typedef struct { unsigned long pmd; } pmd_t;
typedef struct { unsigned long pgd; } pgd_t;

Thenumberof bitsof avirtualaddressusedfor indexingpagetablesarehard-codedinto theker-
nel with “#define” (seeinclude/asm/pgtable-2level.h). In particular, PGDIR_SHIFT,
PMD_SHIFTandPAGE_SHIFTareset to the startingbit that is usedfor indexing the PGD,
PMDandpagetablerespectively. Usingtheseasbit boundaries,thevirtualaddressisbrokeninto
4 parts(thelastpartis theoffsetwithin theframe).

Normally (i.e.,whenPAE2 is not in use),80x86usesa 2-levelspagetable,sothepagemiddle
directoryisnotused.WehavePGDIR_SHIFT=PMD_SHIFT=22andPAGE_SHIFT=12,where
thevirtualaddresshas32bits. Thusthetop10bits(31–22)arefor indexingthePGD,thenext 10
bits(21–12)arefor thepagetable,andthelast12bitsarefor offsetwithin theframe. ThePMD
completelyembedsin thePGDentry, i.e.,a pmd_t entryactuallyusesthesamememoryasthe
pgd_t entry. Thefollowing diagramshowstheir relations.
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1As Linux doesnotusesegmentation,virtual addressis thesameaslogicaladdress.
2Startingfrom Pentium-Pro,80x86supporta pagingmodecalledPhysicalAddressExtension(PAE), wherephysical
addressis36-bits(i.e.,atmost64GiBphysicalmemory).Eachpagetableentryis thusenlargedto64bits. A pageframe
canholdonly 512pageentries,soa3-level pagedirectoryis needed.
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The contentof the pagetableandPGD is supposedto be the physical addressof the frame
holdingthepageor thenext level pagetable. Notethat frameaddressesalwayshasthelast12
bits to be0. It is wastefulto storethose12 bitsof known 0s,sothehardwaredesignersdecide
to usethose12 bits to keepinformationaboutthepage:whetherthepageexists(“present”),is
writable,canbeusedonly by thekernel,is modified,is accessed,etc.

2. Finding a PGD

EveryprocesshasaPGD,whichisalwaysin memory. Recallthatgiventhepid of aprocess,we
canfind its task_structstructureby find_task_by_pid(). Thestructurecontainsa pointermmto
the“memorydescriptor”of theprocess,of typestruct mm_struct*:

struct task_struct{
...
struct mm_struct*mm;
...

};

A memorydescriptorstoresall informationof theprocessrelatedto memoryallocation. The
structureis definedin <linux/sched.h>. Thestartingaddressof thePGDis storedin it:

struct mm_struct{
...
pgd_t* pgd; // virtual addressof pageglobaldirectory
...

};

During a context switch,mm->pgd − 0xc0000000is loadedinto cr3, the hardware register
usedfor paging. It might not beimmediatelyclearwhy we needto subtractthemagicnumber
0xc0000000from pgd. Recall that the first 1GiB of the physical memoryinstalled(in most
cases,this meansall memoryof the computer)is mappedto the virtual addressstartingfrom
0xc0000000toallow thekerneltoeasilyaccessthem.Thepagetableismarkedtobekernel-only,
i.e.,they cannotbeusedin user-mode.Sincethepgdfieldstoresthevirtualaddress,0xc0000000
needstobesubtractedfromthelinearaddresstogetthephysicaladdress.Thisisdonebyamacro
called_ _pa(), like _ _pa(mm->pgd). Thereis a macrocalled_ _va() which doesthe reverse,
adding0xc0000000to aphysicaladdressto geta (kernel-only)virtual address.

3. Reading a page table for a given linear address

Supposewe aregivena processanda linearaddress,andwant to know what is theaddressof
thecorrespondingphysicalmemory. It requiresfiv esteps:

1. Find themm_structpointerof theprocess.

2. Find thecorrespondingpgd_t(PGDentry). CheckthatthePMD is in memory.

3. Find thecorrespondingpmd_t(PMD entry). CheckthatthePTEis in memory.

4. Find thecorrespondingpte_t(PTEentry). Checkthatthepageis in memory.

5. Gettheaddressof thepage.

To dothese,weneedto know whethera level of thepagetableis notusedby theplatform(e.g.,
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the PMD is not used in 2-level mode). We also need to know which bit reveals whether a page is
present. Even if we know all these information, we need to do rather complicated bit-manipula-
tions to do those tasks. Luckily, kernel developers don’t like such platform dependence and such
complicated bit-manipulations either, so they write macros and functions to do all those tasks.

4. Using a page directory

The functions and macros are called XXX_offset(), XXX_presentand XXX_page, where XXX is
one of pgd, pmdand pte. We will describe them one by one. These kernel function is designed
in a way that you need only to have variables holding the virtual address of page table entries,
never the page table themselves.

1. The simplest of these functions are those checking whether the next level page table is
present. You can imagine them to be functions of prototype int pmd_present(pmd_tpmd)
(given the content of a PMD entry, check whether the page table is present), etc. The
implementation is also simple:

static inline int pgd_present(pgd_tpgd) {return 1; }
#definepmd_present(x) (pmd_val(x) & _PAGE_PRESENT)
#definepte_present(x) ((x).pte_low& (_PAGE_PRESENT| _PAGE_PROTNONE))

2. The XXX_page functions are also easy to understand. They return the virtual address of
the next level page table (i.e., extract the bits corresponding to the content of an entry,
and turn them to virtual address). You can imagine them to be functions of prototype int
pmd_page(pmd_t) (given the content of a PMD entry, find the virtual address of the next
level page table), etc. The implementation is like:

#definepgd_page(pgd) ((unsigned long) _ _va(pgd_val(pgd) & PAGE_MASK))
#definepmd_page(pmd) ((unsigned long) _ _va(pmd_val(pmd) & PAGE_MASK))
#definepte_page(x) (mem_map+ ((unsigned long)(((x).pte_low>> PAGE_SHIFT))))

The pte_page() function is special. It doesn’t return you the address of the frame. Instead, it
returns a pointer to the struct pagestructure that holds information about the page, e.g., us-
age count. The virtual address of the page can be found using page_address(pte_page(x)).

3. Given a page table entry of the level just above XXX and a linear address, XXX_offset()
find the corresponding page table entry of the level XXX. E.g., if you have a memory
descriptor mmand a virtual address laddr, you get a pointer to the PGD entry for laddr by
pgd_offset(mm, laddr). For all purpose, you can treat it as a function with the prototype
pgd_t* pgd_offset(struct mm_struct* mm, unsigned long address).

The implementation is different for all the three levels. They are similar to the following:

#definepgd_offset(mm, address) \
((mm)->pgd+ ((address) >> PGDIR_SHIFT))
extern inline pmd_t* pmd_offset(pgd_t* dir, unsigned long address) {

return (pmd_t*) dir;
}
#definepte_offset(dir, address) ((pte_t*) pmd_page(*(dir)) + \

((address>> PAGE_SHIFT) & (PTRS_PER_PTE− 1))


