CSI S0230A Principlesof Operating Systems(ClassA)
Notesfor Tutorial 9
Page Table

In thetutorialthisweekwewill try to peekinto thepagetableof arunningLinux process.Since
thereis nopre-definednterfaceto getpagetableinformationof aprocesswewill write ourown.

Thisnotesaimsto explainthedetailsof theLinux pagetable to adepththatwe canwrite system
callsto extractentriesfrom it.

1. Pagetablelevelsand linear address

ConceptuallyLinux uses3-level pagetablesto corvert virtual addrességo physicalframead
dressesEachprocessiasa PageGlobalDirectory(PGD),which entriesarephysicaladdresses
of PageMiddle Directory(PMD), eachentryof whichin turn storesphysicaladdressesf Page
Tables.A PGD,PMD andpagetableentryis of typepgd_tpmd_tandpte_trespectiely, defined
ini ncl ude/ asm page. h.

typedef struct { unsigned long pte_low } pte_t
typedef struct { unsigned long pmd } pmd_t
typedef struct { unsigned long pgd; } pgd_t

Thenumberof bitsof avirtual addressisedfor indexing pagetablesarehardeodednto theker-
nel with “#definé (seei ncl ude/ asn pgt abl e- 2| evel . h). In particular PGDIR_SHIFT
PMD_SHIFT and PAGE_SHIFTaresetto the startingbit thatis usedfor indexing the PGD,
PMD andpagetablerespectrely. Usingtheseasbit boundarieghevirtualaddresss brokeninto
4 parts(thelastpartis the offsetwithin theframe).

Normally (i.e.,whenPAE? is notin use),80x86usesa 2-levelspagetable,sothe pagemiddle
directoryisnotused.Wehare PGDIR_SHIFEPMD_SHIFT=22andPAGE_SHIFTE12,where
thevirtualaddres$as32bits. Thusthetop 10bits(31-22)arefor indexingthePGD,thenext 10
bits (21-12)arefor thepagetable,andthelast12 bitsarefor offsetwithin theframe. ThePMD
completelyembedsn thePGDentry i.e.,a pmd_t entryactuallyuseshe samememoryasthe
pgd_t entry. Thefollowing diagramshawvstheir relations.
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PGD and PMD are stored in
the same physical memory,
the only difference
is their type (pgd_t vs pmd_t)

IAs Linux doesnot usesegmentationyirtual addresss the sameaslogical address.

2Startingfrom Pentium-Pro80x86 supporta pagingmodecalled PhysicalAddressExtension(PAE), wherephysical
addresss 36-bits(i.e.,atmost64GiBphysicalmemory). Eachpagetableentryis thusenlagedto 64 bits. A pageframe
canhold only 512pageentries soa 3-level pagedirectoryis needed.
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The contentof the pagetableand PGD is supposedo be the physical addresof the frame
holdingthe pageor the next level pagetable. Notethatframeaddressealwayshasthelast12
bitsto be0. It is wastefulto storethosel?2 bits of known 0s,sothe hardwaredesignerslecide
to usethosel?2 bits to keepinformationaboutthe page whetherthe pageexists (“present”) is
writable,canbeusedonly by thekernel,is modified,is accessedtc.

2. Findinga PGD

Everyprocestiasa PGD,whichisalwaysin memory Recallthatgiventhepid of aprocesswe
canfind its task_strucstructureby find_task_by pifJ. Thestructurecontainsa pointermmto
the“memorydescriptor’of the processof typestruct mm_struck:

struct task_struc{

struct mm_struct-mm

I3
A memorydescriptorstoresall informationof the procesgelatedto memoryallocation. The
structureis definedin <linux/schedh>. Thestartingaddres®f the PGDis storedin it:

struct mm_struc{

pgd_tx pgd, // virtual addres®f pageglobaldirectory

h

During a context switch, mm>pgd — 0xc0000000is loadedinto cr 3, the hardware register
usedfor paging. It might not beimmediatelyclearwhy we needto subtracthe magicnumber
0xc0000000from pgd. Recallthatthe first 1GiB of the physical memoryinstalled(in most
casesthis meansall memoryof the computer)is mappedto the virtual addresstartingfrom
0xc000000Q@o allow thekernelto easilyaccesshem. Thepagetableis markedto bekernel-only
I.e.,they cannotbeusedn usermode. Sincethepgdfield storeghevirtual address)xc0000000
needgo besubtractedromthelinearaddress$o getthephysicaladdressThisisdoneby amacro
called_ _pd), like __pamm>pgd). Thereis a macrocalled_ _v&) which doesthereverse,
adding0xc000000Go a physicaladdress$o geta (kernel-only)virtual address.

3. Reading a pagetablefor agiven linear address

Supposeave aregivena processanda linearaddressandwantto know whatis the addres®of
thecorrespondinghysicalmemory It requirediv esteps:

Findthemm_strucpointerof theprocess.

Findthecorrespondinggd_t(PGDentry). CheckthatthePMD isin memory
Findthecorrespondingmd_t(PMD entry). Checkthatthe PTEisin memory
Findthecorrespondingte t(PTEentry). Checkthatthe pageisin memory

a s~ DN Pe

Gettheaddres®f thepage.

To dothesewe needto know whetheralevel of the pagetableis not usedby theplatform(e.g.,
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the PMD isnot used in 2-level mode). We aso need to know which bit revealswhether apageis
present. Evenif weknow all these information, we need to do rather complicated bit-manipula-
tionsto do thosetasks. Luckily, kernel developersdon’t like such platform dependence and such
complicated bit-manipul ations either, so they write macros and functionsto do all those tasks.

4. Using a pagedirectory

The functions and macros are called XXX _ofse(), XXX_pesentand XXX_pae, where XXXis
one of pgd, pmdand pte We will describe them one by one. These kernel function isdesigned
in away that you need only to have variables holding the virtual address of page table entries,
never the page table themsel ves.

1

The simplest of these functions are those checking whether the next level page table is
present. You can imagine them to be functionsof prototypeint pmd_pesenfpmd_tpmad
(given the content of a PMD entry, check whether the page table is present), etc. The
implementationisalso simple:

staticinlineint pgd_pesenfpgd_tpgd) { return 1;}
#definepmd_pesenfx) (omd_valx) & PAGE_PRESEN)
#definepte_pesenfx) ((x).pte_low& (_PAGE_PRESENT_PAGE_PROTNONB)

The XXX_pae functions are also easy to understand. They return the virtual address of
the next level page table (i.e., extract the bits corresponding to the content of an entry,
and turn them to virtual address). You can imagine them to be functions of prototype int
pmd_pae(pmd_) (given the content of a PMD entry, find the virtual address of the next
level pagetable), etc. Theimplementationislike:

#definepgd_paye(pgd) ((unsigned long) _ _vapgd_valpgd) & PAGE_MASK)
#definepmd_pae(pmd) ((unsigned long) _ _vapmd_vafpmd & PAGE_MASK)

#definepte_paex) (mem_magp- ((unsigned long)(((x) pte_low>> PAGE_SHIFT))))

Thepte_pae() functionisspecial. It doesn’t returnyou theaddressof theframe. Instead, it
returnsa pointer to the struct page structure that holdsinformation about the page, e.g., us-
age count. Thevirtual address of the page can be found using page_addesgpte_pae(x)).

Given a page table entry of the level just above XXX and a linear address, XXX_ofse()
find the corresponding page table entry of the level XXX E.g., if you have a memory
descriptor mmand a virtual addressladdr, you get a pointer to the PGD entry for laddr by
pgd_ofse{mm laddr). For all purpose, you can treat it as a function with the prototype
pgd_tx pgd_ofse(struct mm_struck mm unsigned long addres3.

Theimplementationisdifferent for all thethreelevels. They are similar to the following:

#definepgd_ofse(mm addresg\
((mm)->pgd + ((addres$ >> PGDIR_SHIFT))
extern inlinepmd_tx pmd_ofse{pgd_tx dir, unsigned long addres$ {
return (pmd_tx) dir;
}
#definepte_ofse(dir, address3 ((pte_tx) pmd_pa@e(x(dir)) +\
((address>> PAGE_SHIFT) & (PTRS_PER_PTE1))



