
CSIS0230A Principles of Operating Systems (Class A)
Notes for Tutorial 10

Device driver: an introduction

Mostkernelcodearedevicedrivers.Ourstudyof theOSkernelwouldbeincompleteif weomit
this largepart. Most device driversarein modulesthatcanbeaddedto andremovedfrom the
kernelconveniently. In thetutorial thisweekwewill try to write asimplekernelmodulewhich
addsanextremelysimpledeviceto thekernel.

1. Kernel modules

In the note of tutorial 4, we introducedkernelmodules. Now is a good time to review the
informationthere. Essentially, from a sourcefile mod.c of a kernelmodule,you compile it
with gcc -Wall -O2 -c mod.c (you might want to add-I <kernel-path>/linux as
well to make surethat theheadersincludedarethoseof thecurrentlyinstalledkernelversion).
Onceyougetthecompiledmod.o, youcanbecomerootandinstall it to a runningkernelusing
insmod mod.o, andremoveit from thekernelusingrmmod mod.

Mostmodulesdoesnotdoa lot of thingswhenbeingloaded.They just registersomefunctions
tothekernel,sothatwhenthefunctionalitiesareneeded,thosefunctionsarecalled.Theskeleton
of thesourcecodeof a typicalkernelmodulelookslikethis:

#ifndef __KERNEL__
#define__KERNEL__
#endif
#ifndef MODULE
#defineMODULE
#endif
/* definefunctionsof themodule*/
int init_module(void) {

register_something(...);
return 0; /* shouldreturn0 if succeed,non-zeroif failure*/

}
void cleanup_module(void) {

unregister_something(...);
}
/* extra informationof themodule*/

You canalsoobtainthe informationdefinedin themoduleusingmodinfo mod.o. They are
simplystaticdatadefinedwithin themodulefile. Somemacrosaredefinedin <linux/modules.h>
for makingsuchinformationavailable,like MODULE_LICENSE, MODULE_DESCRIPTION
andMODULE_AUTHOR. E.g.,

MODULE_LICENSE("GPL");

declaresthatyourmoduleusestheGPLlicense.

Finally, every loadedmodulehasa referencecount. Whenthis countdropsto 0, the OSmay
remove it from memory. This is a safetynetagainstaccidentalremoval of a modulewhenit is
in use(which would crashthe kernel). To incrementanddecrementthe referencecount,one
mayusetheMOD_INC_USE_COUNTandMOD_DEC_USE_COUNTmacros.But in caseof
characterdevicedrivers,wewill seethatthiscanbedoneautomatically.
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2. Device major number, minor number, and registration

Now it is time to seehow the kernelknows aboutdevices. Thereare two typesof devices
(charactervs.block),andwe will focuson characterdevices. Two “small” numbersidentify a
characterdevice:themajornumberandtheminornumber. Thesetwonumbersmustbespecified
whenyoucreatea devicefile (usingmknod). Whena device is opened,thekernelwill createa
fileobject(tobedescribedlater),andcallaninitializatefunctionfor theobject.Theinitialization
function to call is selectedbasedsolelyon the device major number. The function,which is
within thedevicedriver, maythenmodify theobjectbasedon theminor number(or any other
information),thusselectinganothersetof functionsto beusedfor subsequentcalls(e.g.,when
thedevice is read,writtenor closed).Sothemajornumbersarefor useby thekernel,while the
minornumbersarefor useby thedevicedrivers.

Whena devicedriver moduleis loaded,it would registerits setof functionto becalledwhena
particularmajornumberis accessed.This canbedoneby usingthe register_chrdev(unsigned
int major, const char *name, struct file_operations*fops). Heremajor is the major device
numberof the device driver. If you specify0, you will insteadget a major device number
allocateddynamically(via the returnvalueof the function). The nameargumentspecifiesa
stringthatwouldappearwhenyoureadthe/proc/devices file, andmustbepresentedagain
whenyou unregister the device. The fopsargumentspecifiesa structurewhich containsthe
device functions,which we will examinein a moment.Thereturnvaluewould benegative if
registrationfails.

Beforeyou unloadthe module,you must unregister its major number. This canbe doneby
callingthefunctionunregister_chrdev(unsigned int major, const char *name). Again,negative
valuesindicateerror. Theonly possibleerroris −EINVAL.

3. The in-kernel file structure

Whenadeviceisopened,afile structureis allocatedandfilled by thekernelto keepinformation
like thecurrentaccesspointer, theassociateddirectoryentry, theopenmode,thefile operations
functionsto usefor thisfile, etc. Theopenmethodis thencalled,sothat thedevice driver can
performfurther initialization. The kernelwill keepthis structureuntil all references1 to it are
removed,by processbeingterminated,explicitly close() thefile, or useddup2() whichimplicitly
closedthe file. At that time the releasemethodis called,and the kernel deallocatethe file
structure.Thefile structureis definedin <linux/fs.h>. Somemoreimportantmembersinclude:

loff_t f_pos;
The currentfile position. This shouldnever be changedby the device driver directly.
Instead,whena readandwrite is called,a pointeris given,andthemodificationshouldbe
donethere.

struct file_operations*f_op;
Theoperationsassociatedwith thefile. A devicedriverwill modify thispointerduringthe
openfunctionif it usesdifferentsetof operationsondifferentminornumbers.

void *private_data;
Eachfile hasanextrapointer,andthekernelhasnousewith thispointer. If thedevicedriver
writerwantstokeepsomedataspecificfor thefilestructure,it will allocateastructure(using

1Thefork(), dupanddup2systemcallsallow thesamefile structureto beusedmultiple times.
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kmalloc) andput the pointer to the structureherewhenthe device is first opened.This
shouldbedeallocatedwhenthefile is destroyed.

4. The file operations

It remainsto examinehow to definemethodslike the open() and release(). They arenormal
functions,with predefinedprototypes.Let’sseea few of them:

static int foo_open(struct inode*inode, struct file *filp)
Called when the file is opened.The function shouldreturn0 if it decidesthat the file
openingis valid, andreturnan error code(like −EPERM) otherwise,explainingwhy the
call failed. Many device driversusethis function to allocateprivatedataandmodify the
file operationsstructureof thedevicebasedontheminornumberof thedevice. Thedevice
numbercanbefoundin the inodepassedto thisfunction,usinginode->i_rdev. Theminor
numbercanthenbeextractedusingtheMINORmacro.Thefunctioncanthusbemissing,
in whichcasenoinitializationis doneby thedevicedriver.

static int foo_release(struct inode*inode, struct file *filp)
Calledwhenthe file is finally for the last time. The function shouldreturn0 if the file
closingsucceeds,andanerrorcodeotherwise.If missing,nodeinitializationis donewhen
afile is closed.

static ssize_tfoo_read(struct file *file, char * buffer, size_tcount, loff_t *filp);
Thisiscalledwhentheuserprogramtriesto readfrom thefile. At mostcountbytesshould
bewritten to theuser-providedbuffer, probablyusingcopy_to_useror oneof its variants.
Thecodeshouldincrementthenumber*filp by thenumberof bytesread.Thereturnvalue
of this functionshouldbethenumberof bytesread,or 0 if it reachestheendof file, or a
negativeerrorcodeto indicateanerror. It is possiblethatthenumberof bytesreadis less
thanthenumberof bytesrequestedto beread,andit doesnot indicateany errorcondition
nor EOF condition. The usershouldcall read again if he desiresto readthe remaining
bytes. If thismethodis missing,readingthefile will returnanerror(EINVAL).

static ssize_tfoo_write(struct file *file, char * buffer, size_tcount, loff_t *filp);
Thisiscalledwhentheuserprogramtriesto write into thefile. At mostcountbytesshould
be copiedfrom the user-provided buffer, probablyusing copy_from_useror one of its
variants.Thecodeshouldincrementthenumber*filp by thenumberof byteswritten. The
returnvalueof thisfunctionshouldbethenumberof byteswritten,or anegativeerrorcode
to indicateerror. Thenumberof byteswrittenmaybelessthancount, andmayevenbe0;
they shouldnot beinterpretedaserrors. In thesecasestheuserprogramshouldcall write
again to write theremainingbytes. Again,thismethodcanbemissing,makingit anerror
to write to thedevice.

After writing asetof devicefunctions(probablyreplacingthe“foo” wordwith somethingmore
meaningful),weneedto tell thekernelaboutthem.A setof suchdevicefunctionsisdefinedbya
structure,whichhasonefield (functionpointer)for eachpossiblefile operation.A simpledevice
driver hasonly onesuchstructure,while a morecomplicatedonehasseveralof them,onefor
eachtypeof devicethatit handles.Duringdeviceregistration,the“main” setof file operations
is registeredto thekernelusingthe fopsargument.Thuswhenthedevice is opened,theopen
functionof themainfopsis called,whichassignsa differentsetof functionsto thefopsfield of
thefile structure.Thestructureis definedlikethis:
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struct file_operationsfoo_fops= {
open: foo_open,
release: foo_release,
read: foo_read,
write: foo_write,
owner: THIS_MODULE,

};

Theautomaticusagecountingcomesfrom theownerfield of thestructure.If it is assigned,the
usagecounterof the modulewill be incrementedanddecrementedautomaticallywhena file
with thisfile_operationsstructureis createdby thekernel.

5. References

Thisnotesaim to bea quickstartguideto writing devicedriver, andnoattemptis madeto make
surethat theresultingdevice driver is clean,SMP-awareor portable.For detailsaboutwriting
devicedrivers,youshouldreadthefollowing book:

Linux DeviceDrivers,2ndEdition.

(AvailableOnlineathttp://www.xml.com/ldd/chapter/book/ )


