CSI S0230A Principlesof Operating Systems(ClassA)
Notesfor Tutorial 10
Devicedriver: an introduction

Mostkernelcodearedevicedrivers. Our studyof theOSkernelwould beincompletaf we omit
thislarge part. Most device driversarein moduleshatcanbe addedto andremovedfrom the
kernelcorveniently In thetutorialthisweekwe will try to write a simplekernelmodulewhich
addsanextremelysimpledeviceto thekernel.

1. Kernel modules

In the note of tutorial 4, we introducedkernel modules. Now is a goodtime to review the
informationthere. Essentiallyfrom a sourcefile nod. ¢ of a kernelmodule,you compileit
with gcc -Vall -2 -c nod. ¢ (you might wantto add-1 <kernel - pat h>/1inux as
well to make surethatthe headersncludedarethoseof the currentlyinstalledkernelversion).
Onceyou getthecompilednod. o, you canbecomeootandinstallit to arunningkernelusing
i nsnod nod. o, andremoveit from thekernelusingr mod nod.

Mostmodulesdoesnotdoalot of thingswhenbeingloaded. They just registersomefunctions
tothekernel sothatwhenthefunctionalitiesareneededthosefunctionsarecalled. Theskeleton
of thesourcecodeof atypicalkernelmodulelookslikethis:

#ifndef KERNEL___

#define KERNEL__

#endif

#ifndef MODULE

#defineMODULE

#endif

[* definefunctionsof themodule*/

int init_modulévoid) {
register_something.);
return O;/* shouldreturnO if succeednon-zeraf failure*/

}

void cleanup_modulgoid) {
unregister_something.);

}

/* extrainformationof themodule*/

You canalsoobtainthe informationdefinedin the moduleusingnodi nf o nod. o. They are
simply staticdatadefinedwithin themodulefile. Somemacrosaredefinedn <linux)moduled>

for makingsuchinformationavailable,like MODULE_LICENSEMODULE_DESCRIPTION
andMODULE_AJUTHOR E.g.,

MODULE_LICENSE'GPL");
declareshatyour moduleuseghe GPL license.

Finally, every loadedmodulehasa referencecount. Whenthis countdropsto 0, the OS may
remove it from memory Thisis a safetynetagainstaccidentatemoval of a modulewhenit is
in use(which would crashthe kernel). To incrementand decrementhe referencecount,one
mayusetheMOD_INC_USE_COUNBndMOD_DEC_USE_COUNTMmacros.Butin caseof
charactedevice drivers,we will seethatthiscanbedoneautomatically



2. Device major number, minor number, and registration

Now it is time to seehow the kernelknows aboutdevices. Therearetwo typesof devices
(charactews.block),andwe will focuson charactedevices. Two “small’ numbersdentify a

charactedevice:themajornumberandtheminornumber Thesawo numbersnustbespecified
whenyou createa device file (usingmknod). Whenadeviceis openedthekernelwill createa

file object(to bedescribedater),andcall aninitializatefunctionfor theobject. Theinitialization

functionto call is selectedbasedsolely on the device major number The function,which is

within the device driver, maythenmodify the objectbasedontheminor number(or ary other
information),thusselectinganothersetof functionsto be usedfor subsequentalls(e.g.,when
thedeviceis read writtenor closed). Sothe majornumbersarefor useby thekernel,while the

minor numbersarefor useby thedevice drivers.

Whena device driver moduleis loadedjt would registerits setof functionto be calledwhena
particularmajor numberis accessedThis canbe doneby usingtheregister_dirdev(unsigned
int major, const char *name struct file_operntions+fopg. Here major is the major device
numberof the device driver. If you specify0, you will insteadget a major device number
allocateddynamically(via the returnvalue of the function). The nameargumentspecifiesa
stringthatwould appeamwhenyoureadthe/ pr oc/ devi ces file,andmustbe presentecgain
whenyou unrggisterthe device. The fopsamgumentspecifiesa structurewhich containsthe
device functions,which we will examinein a moment. The returnvaluewould be negative if
registrationfails.

Before you unloadthe module,you mustunregisterits major number This canbe doneby
callingthefunctionunregister_drdev(unsigned int major, const char xname. Again,negative
valuesindicateerror. Theonly possibleerroris —EINVAL.

3. Thein-kernel file structure

Whenadeviceis openedafile structurdas allocatedandfilled by thekernelto keepinformation
like thecurrentaccespointer theassociatedlirectoryentry, the openmode thefile operations
functionsto usefor thisfile, etc. The openmethodis thencalled,sothatthe device driver can
performfurtherinitialization. The kernelwill keepthis structureuntil all referencé'sto it are
removed,by procesdeingterminatedexplicitly clos€) thefile, or useddup2?) whichimplicitly
closedthe file. At that time the releasemethodis called,and the kernel deallocatethe file
structure.Thefile structures definedin <linux/fsh>. Somemoreimportantmembersnclude:

loff tf pos
The currentfile position. This should never be changedby the device driver directly.
Insteadwhenareadandwrite is called,a pointeris given,andthe modificationshouldbe
donethere.

struct file_opeations*f_op
Theoperation@ssociatewvith thefile. A devicedriverwill modify this pointerduringthe
openfunctionif it usedifferentsetof operation®n differentminor numbers.

void xprivate_data
Eachfile hasanextrapointer andthekernelhasnousewith thispointer If thedevicedriver
writer wantsto keepsomedataspecificfor thefile structureit will allocateastructurgusing

Thefork(), dupanddup2systencallsallow the samefile structureto beusedmultiple times.



kmallog and put the pointerto the structureherewhenthe device is first opened. This
shouldbedeallocatedvhenthefile is destryed.

4. Thefile operations

It remainsto examinehow to definemethoddik e the oper{) andreleas€). They are normal
functionswith predefinegrototypes.Let’sseeafew of them:

static int foo_opefstruct inodexinode struct file filp)

Calledwhenthe file is opened. The function shouldreturnO if it decidesthat the file
openingis valid, andreturnan error code(like -EPERM otherwise gxplainingwhy the
call failed. Many device driversusethis functionto allocateprivate dataand modify the
file operationstructureof thedevice basedntheminornumberof thedevice. Thedevice
numbercanbefoundin theinodepassedo thisfunction,usinginode>i_rdev. Theminor
numbercanthenbe extractedusingthe MINOR macro. The functioncanthusbe missing,
in which casenoinitializationis doneby thedevice driver.

static int foo_releaséstruct inodexinode struct file «filp)
Calledwhenthefile is finally for the lasttime. The function shouldreturnO if thefile
closingsucceedsaindanerrorcodeotherwise.If missingnodeinitializationis donewhen
afile isclosed.

static ssize_foo_readstruct file xfile, char = buffer, size_tcount loff_t filp);

Thisis calledwhentheuserprogramtriesto readfrom thefile. At mostcountbytesshould
be written to the userprovidedbuffer, probablyusingcopy_to_useor oneof its variants.
Thecodeshouldincrementhenumberfilp by thenumberof bytesread. Thereturnvalue
of thisfunctionshouldbe the numberof bytesread,or O if it reachesheendof file, or a
negative errorcodeto indicateanerror. It is possiblethatthe numberof bytesreadis less
thanthenumberof bytesrequestedo beread,andit doesnotindicateary errorcondition
nor EOF condition. The usershouldcall read again if he desiresto readthe remaining
bytes. If thismethodis missingreadingthefile will returnanerror (EINVAL).

static ssize_foo_writgstruct file «file, char = buffer, size_tcount loff_t filp);

Thisis calledwhentheuserprogramtriesto write into thefile. At mostcountbytesshould
be copiedfrom the userprovided buffer, probablyusing copy_fom_useror one of its
variants. Thecodeshouldincrementhenumber«filp by thenumberof byteswritten. The
returnvalueof thisfunctionshouldbethenumberof byteswritten,or anegative errorcode
to indicateerror. Thenumberof byteswritten maybelessthancount andmayevenbeO;
they shouldnot beinterpretedaserrors. In thesecaseshe userprogramshouldcall write
again to write theremainingbytes. Again, this methodcanbe missing,makingit anerror
to write to thedevice.

After writing a setof devicefunctions(probablyreplacinghe“foo” word with somethingnore
meaningful)we needotell thekernelaboutthem. A setof suchdevicefunctionsisdefinedby a
structurewhichhasonefield (functionpointer)for eachpossibldile operation.A simpledevice
driver hasonly onesuchstructurewhile a morecomplicatedone hasseveral of them,onefor
eachtypeof device thatit handles.During device registration the“main” setof file operations
is registeredto the kernelusingthe fopsamgument. Thuswhenthe device is openedthe open
functionof themainfopsis called,which assignsa differentsetof functionsto thefopsfield of
thefile structure.Thestructuras definedik e this:



struct file_opeationsfoo_fops={
openfoo_open
releasefoo_release
read foo_read
write: foo_write
owner. THIS_ MODULE

h

Theautomatiausagecountingcomedrom theownerfield of thestructure.If it is assignedthe
usagecounterof the modulewill be incrementedand decremente@utomaticallywhena file
with thisfile_opeationsstructuras createdy thekernel.

5. References

Thisnotesaimto bea quickstartguideto writing device driver, andno attemptis madeto make
surethattheresultingdevice driver is clean, SMP-avareor portable. For detailsaboutwriting
devicedrivers,you shouldreadthefollowing book:

Linux Device Drivers,2nd Edition.
(AvailableOnlineatht t p: / / www. xm . cond | dd/ chapt er / book/ )



