
CSIS0230APrinciples of Operating Systems(ClassA)
Tutorial 12

Examining an ext2filesystem

In this tutorial,we will usea utility calledlde (Linux Disk Editor) to examinethecontentsof
a disk partition,andtriesto recovera deletedfile in it. To beon thesafeside,wewill not usea
realpartition,but insteadusea regularfile for thatpurpose.

1. Preparation

Login asroot, andcreateandpopulateafilesystemonthefile test.img asfollows:

1. Createafile test.img of size40MiB, containingall zeros.Thiscanbedoneby usingthe
dd command,copying from thedevicefile /dev/zero with ablocksizeof 1M andacount
of 40. Seethemanpageof dd for details,in particulartheif, of,bs andcount options.

2. Usemke2fs test.img to createafilesystemthere.

3. Createadirectorytestmnt, andmountthenewly createdfilesystemto it usingmount -o
loop test.img testmnt. Typemount to makesurethatthefilesystemis mounted.

4. Changeinto the testmnt directory, and type tar xzvf ~/t12test.tgz to extract
t12test.tgz to yourfilesystem.Typesync to makesureall dataarewrittenout.

5. Deletethefile lde/changelog in thetestmnt directory.

6. cd outof thetestmnt directoryandumount it.

2. Starting and using lde

Ldeisdesignedto recoverdeletedfiles,but it workswell for investigatingthefilesystemaswell.
You candownloadit from its websitehttp://lde.sourceforge.net, but to speedthings
up,it hasalreadybeeninstalledin computersof our lab. To startlde,typelde followedby the
nameof thedeviceor file thatholdsthefilesystem(i.e.,test.img).

After abeginningmessage(whichyoushouldbypassby pressingakey), theprogramgreetsyou
with thesuperblockview,whichdisplayinformationcontainedwithin thesuperblock.Now use
the filesystemsizeto derivethe information you see. Notethata “zone” meansadatablock.

Other thanthe superblockview, lde hasthreeotherprimaryviews: inodeview, block view,
andrecoveryview. Youcanswitchbetweenthemby typings, i, b andr respectively, andcan
exit theprogramfrom a primaryview by typingq (becarefulnot to useit unlessyou want to
quit!). Thefour primary viewsareindependentin thelocationthatisdisplayed.Theprogram
maintainsacurrentinodenumberandacurrentblocknumber, whichareshown in thetitle bar.

The block view: in theblockview, youcanseeahex-dumpof a portion of the disk. Thisway
you canreadarbitraryinformationwithin thefilesystem.Within this view, you canmove the
cursoraroundby usingthecursorkeys,page-upandpage-down, andwhenthecursoris move
acrossablockboundary, thecurrentblocknumberisupdated.If youwantto jumptoaparticular
block,you cantype#, which allow you to typein anarbitraryblock number(add$ beforethe
numberif youwantto input in hexidecimal).

The inode view: in the inodeview, you canseeall the informationstoredwithin the current
inode. Rememberthataninodestoresall informationaboutafile,directory,device,pipe,socket
or symboliclink, exceptthefilenamewhich is storedasdataof thedirectory. Arrow keyswill
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bringyouaroundthefieldsof theview. If youwantto view anotherinode,youcanusepage-up
andpage-down,or youcantype# andenteraninodenumber.

The recovery view: this is usedfor recoveringfiles. It storesa “f ake inode”, to containdirect
block andindirectblock numbers.In therecoveryview, youcandumpall theseblocksto a file
by typingr. In theinodeor blockview, if youfind ablockthatyouwantto save,youcantypea
key correspondingto thecharactersdisplayedin thetop-rightcornerof thetitle bar. Thiscopies
theblocknumberto thefakeinode. If youarein theinodeview, youcancopy awholeinodeto
thefake inodeby typingR.

The directory popup: in theinodeandblock view, if thecurrentblock is a directory, you can
show a directorypopupby typing d. In the directorypopup,you canfind informationstored
within adirectoryblock in aneasy-to-readformat. Youcannavigatethedirectoriesby usingup
anddown arrows to selecta directoryandtyping enterto switchto it, or you cantypeq to get
backto thepreviousprimaryview.

Shortcuts: in the block view, inodeview anddirectorypopup,if the cursoris currentlyat a
number, youcanassignit to thecurrentinodenumberandjumpto theinodeview by theI key,
andyoucanassignit to thecurrentblocknumberandjumpto theblockview by theB key.

3. Your tasks

After familiarizingyourselveswith lde, dothefollowings:

1. Show thegroupdescriptorsof group0 (i.e.,first group)in theblock view. By usingthe
tutorialnotes,readout thegroupdescriptorinformation.

2. Determinewhich block is usedfor theblock bitmapof group0, andshow it in theblock
view. Determinewhichdatablocksareused.

3. Repeatstep(2) for theinodebitmapof group0.

4. Find the inodetableof group0 in theblock view. Whereis theendof that inodetable?
(Hint: you needto know thenumberof inodesin eachgroup,which canbe found in the
superblock,i.e.,block1.)

5. Go to the inode view and visit inode 2, the reserved inode for the root directory. (In-
ode 1–10 are reserved, many for things that are not yet implemented. Look at
/usr/include/linux/ext2_fs.h if you want to know what they arereserved for.)
Comparetheblockview of thedatablockandthedirectorypopup.

6. Find theinodefor thethefile lde-2.6/UNERASE. Whatblocksareusedfor its content?
Usingtheblockview, show thecontentof thefirst few blocksandtheindirectblock.

7. Findtheinodefor thesymboliclink /lde. How is thelink targetstored?(Hint: look at the
blocknumbersin theinode.)

8. Thereis a hard link in the lde-2.6directory. Can you find it? How it differs from the
symboliclink?

9. Find the inodefor the deletedchangelog file. Try to recover it into a new file of the
/root directory.


