CSI S0230A Principlesof Operating Systems(ClassA)
Tutorial 13
Unix Security

Setupa simplemessag®oardsystenfor your Linux machineTherequirements:

1. Everyusercanreadthemessagé&oardthroughthemsgboard program;
2. Everyusercanappendamessagéo themessag®oardthrough“msgboard ” program.

Themessagéoardis storedasatext file at/var/local/message/data , Whichis ownedby
root andcannotbe written by ary otheruser(i.e. its permissionshouldbe -rw-r-r— ). The
msgboard programis locatedat/usr/local/bin/ , Whicharny usercanrun. Theprogram:

#include<iostrean»

#include<fstrean»

#include<cstdlib>

#include<cstring>

#include<cerrno>

#include<unistdh>

#include<waith>

using namespace std

const char» DATA_FILE ="/var/local/messge/data’,

inlinevoid dig(char *msq { cerr << msg<< strerror(errno) << end} exit(1);}

int main) {
for (;;)){

char c=0;

cout<<"Readmessges Writea messgeor Quit (r/w/q)?";

cin>>c;

while(cin&& (c!'="r && c!l="w' && c!="q)) {
cout<< c <<"Invalid input! Try again (r/w/q): ";
cin>>c¢;

if (Icin) return O;
cinignore(1000000,\n’); // eattheremaindeof theline
if (c=="r) {/l use"less"to displaymessagéoard
if (fork() ==0){// child
execly"less", "less", DATA_FILE, 0);
dig("Cannotexec:");
}
wait(0);
} eseif (c=="w") {
cout<<"Typeyour messge. Pressenter3timeswhenfinished\n;
ofstreamof (DATA_FILE, ios::app); // in appendmode
if (lof.is_opeli))
die("File openfailed:™);
for (int entecount0;entecounk3; ++entecoun) {
if (Icinget(c)) return O;
of put(c);
if (c!="\n")
entecount-1;
}
} dseif (c=="q’)
return O;



Your tasks

1.

Setup the messagdoardsystemusingthe above programwhich sourcecanbe foundin
the/ r oot directory. Ther oot passwerdisthesameasthatof theos account.

(Hint: you arerequiredto setthesetuid-bitfor thecompilednsgboar d program.Readthe
manpageof chnod( 1) to seehow to dothis.) The following stepscheckwhetheryour
systemhasbeensetupcorrectly:

login asnormaluser(os)

b. try to overwritethe datafile by cat > /var/| ocal / message/ data. (A normal
usershouldnot beableto arbitrarily write datafile)

c. runthensgboar d programandaddanen message(Youshouldbeableto addanewv
messagevhile usinga normaluseraccount)

d. usethesameprogramto view themessage(Youshouldfind your messagéave been
addedo themessagéoard)

Thereis a securityhole in the system:the programexecutedmight not be the | ess
programof thesystemandanormalusercansubsequentlgxecuteary commanavith root
privilege. Whereis the securityhole,andhow to effect anattack?How to make surethat
thecorrectl ess is executed?

Thereis anotheproblemin thesystemt ess istoopowerful aprogramto beusedhisway.

Readthemanpageof | ess, in particularthe sectionaboutsecurity Whattypeof attacks
canbe doneto the currentsystem?How to solve the problem? (Hint: is specialprivilege
really neededor readingthemessag&oard?)

Furtherdiscussiongthink afterthetutorial):

The currentsystemhasa racecondition:if two usersriesto write a messagat the same
time,themessagéoardcangetcorrupted.Discusshow to dealwith theproblemby using
filefl ock(2).

Naively usingf | ock(2) may make userswait unnecessarilyong if they wantto write
to thefile. Explain why, and suggesthow temporaryfiles canbe usedto dealwith the
problem.

How youcanavoid two usersisingthesameaemporaryile? (Seemanpageof nkt enp( 3)
andnkstenmp(3).)



