
CSIS0230A Principles of Operating Systems (Class A)
Tutorial 13

Unix Security

Setupasimplemessageboardsystemfor yourLinux machine.Therequirements:

1. Everyusercanreadthemessageboardthroughthemsgboard program;

2. Everyusercanappendamessageto themessageboardthrough“msgboard ” program.

Themessageboardis storedasa text file at /var/local/message/data , which is ownedby
root andcannotbewritten by any otheruser(i.e. its permissionshouldbe -rw-r–r– ). The
msgboard programis locatedat /usr/local/bin/ , whichany usercanrun. Theprogram:

#include<iostream>
#include<fstream>
#include<cstdlib>
#include<cstring>
#include<cerrno>
#include<unistd.h>
#include<wait.h>
using namespace std;
const char* DATA_FILE= "/var/local/message/data";
inline void die(char *msg) { cerr << msg<< strerror(errno) << endl; exit(1); }

int main() {
for (;;) {

char c = 0;
cout<< "Readmessages,Writea messageor Quit (r/w/q)?";
cin >> c;
while (cin && (c != ’r’ && c != ’w’ && c != ’q’)) {

cout<< c << "Invalid input! Try again(r/w/q): ";
cin >> c;

}
if (!cin) return 0;
cin.ignore(1000000,’\n’); // eattheremainderof theline
if (c == ’r’) { // use"less"to displaymessageboard

if (fork() == 0) { // child
execlp("less", "less", DATA_FILE, 0);
die("Cannotexec:");

}
wait(0);

} else if (c == ’w’) {
cout<< "Typeyour message. Pressenter3 timeswhenfinished\n";
ofstreamof(DATA_FILE, ios::app); // in appendmode
if (!of.is_open())

die("File openfailed:");
for (int entercount=0;entercount<3;++entercount) {

if (!cin.get(c)) return 0;
of.put(c);
if (c!=’\n’)

entercount=−1;
}

} else if (c == ’q’)
return 0;

}
}
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Your tasks

1. Setup themessageboardsystemusingtheabove program,which sourcecanbefoundin
the/root directory. Theroot password is thesameasthatof theos account.

(Hint: youarerequiredtosetthesetuid-bitfor thecompiledmsgboard program.Readthe
manpageof chmod(1) to seehow to do this.) Thefollowing stepscheckwhetheryour
systemhasbeensetupcorrectly:

a. login asnormaluser(os)

b. try to overwrite thedatafile by cat > /var/local/message/data. (A normal
usershouldnotbeableto arbitrarilywrite datafile)

c. runthemsgboard programandaddanew message.(Youshouldbeabletoaddanew
messagewhile usinganormaluseraccount)

d. usethesameprogramto view themessage.(Youshouldfind yourmessagehavebeen
addedto themessageboard)

2. There is a securityhole in the system:the programexecutedmight not be the less

programof thesystem,andanormalusercansubsequentlyexecuteany commandwith root
privilege. Whereis thesecurityhole,andhow to effect anattack?How to make surethat
thecorrectless is executed?

3. Thereisanotherproblemin thesystem:less is toopowerfulaprogramtobeusedthisway.
Readthemanpageof less, in particularthesectionaboutsecurity. Whattypeof attacks
canbedoneto thecurrentsystem?How to solve theproblem?(Hint: is specialprivilege
reallyneededfor readingthemessageboard?)

Furtherdiscussions(think afterthetutorial):

• Thecurrentsystemhasa racecondition:if two userstriesto write a messageat thesame
time,themessageboardcangetcorrupted.Discusshow to dealwith theproblemby using
file flock(2).

• Naively usingflock(2) may make userswait unnecessarilylong if they want to write
to the file. Explain why, and suggesthow temporaryfiles canbe usedto dealwith the
problem.

• How youcanavoid twousersusingthesametemporaryfile? (Seemanpageof mktemp(3)
andmkstemp(3).)


