CSI S0230A Principlesof Operating Systems(ClassA)
Notesfor Tutorial 13
Unix Security

In this tutorial, we will experimentwith the userprotectionmechanismgrovided by Linux,
whichis very similarto thatof otherUnix flavors.

1. UIDand GID

When a user logs in, his usernameis mappedinto a numeric UID and GID using the

/ et c/ passwd file. SomemoregrouplDs, asspecifiedby / et c/ gr oup, maybe givento the

useraswell. Thesenumbergorm theuserdomain whichrestrictsheresourceghattheprocess
cangainacces$o. Theuserwith UID 0,traditionallycalledr oot , hasaspeciafole:hecanside-

stepmostsecuritychecksandis usedto administerthe system.Fromthe point of view of the

OS,processearetheonly thingsthatcanrequesfor resourcedn particularfilesystemobjects
(like files, directoriesdevices,etc), SystemV Interproces€ommunication(IPC) objects,and

network ports.

2. Processdomain

Thedomainof eachprocesss definedby a setof I1Ds, including:

« RUID, RGID—"real” UID andGID. Thesearetypically usedto storethe ID of the user
who startsheprogram. A few systemcalls(mostnotablysignal)checkfor theseds.

e EUID, EGID—"effective” UID and GID. UID/GID is usedfor most privilege checks
(exceptfor thefilesystem).Normally they areeitherRUID/RGID or SUID/SGID.

»  FSUID,FSGID—*filesystem”UID andGID. They aresimilarto EUID andEGID, except
thatthey areusedor privilegecheckdor thefilesystem.Mostof thetime EUID andFSUID
arethesameandEGID andFSGIDarethesame.

«  SUID, SGID>—“saved” UID andGID. It hasno significancen privilegeschecking,and
is only usedto hold anold ID thatthe programwould like to switch to sometimedater.
Typically it storeshe UID or GID of the owner of the setuidor setgidprogramcurrently
beingexecuted.

TheselDs arestoredin the PCBof eachprocessi.e.,theirtask struct. A programcangetthe
realandeffective IDs usinggetuid(), geteuid(), getgid() andgetegid() functions. For example:

#include <unistd.h>
#include <sys/typesh>
#include <stdlib.h>

int main() {
printf ("RUID is%d. EUID is%d.\n", getuid(), geteuid());
return O;

}

Onlyr oot canchangehesdDsarbitrarily. A processunningasanormalusercanonly change
theselDs to oneof thelDs it alreadyhas.

ILinux-specific
2Introducedby Systemv, andlateraddedinto BSD systems



3. Filesystem Object Attributes

Unix filesystems store the following attributes in inodes of files. They are checked when a
process open afilefor reading or writing, or creating, renaming or unlinking a directory entry.

e Owner UID and GID - identifiesthe “avner” of the filesystem object. Only the owner or
r oot can change the access control attributes.

»  read, write, execute bitsfor each of user (owner), group, and other. For ordinary files, read,
write, and execute have their typical meanings. For directories, the “read” permission is
needed to list adirectory. The “execute” permission is sometimes called “search” permis
sion, and isneeded to actually change to the directory or to useitsentries. The“write” per-
mission permitsadding, unlinking (i.e., removing) and renaming filesin the directory. The
permission values of symbolic links are never used; it’'sonly the values of their containing
directoriesand the linked-to file that matter.

e setuid, setgid bits. They can be used for executable filesto switch privileges (see below).
The setgid bit isalso be used for directories: when it isset, new filescreated in the directory
inherit the group id the parent directory instead of the creator’s group id. Linux (indeed,
System V) also use this bit for non-executable files, which requests for mandatory file
locking (see Documentation/mandatory.txt of the kernel directory for information).

*  Sticky bit. This bit is historically used to hint the filesystem to keep executable filesin
the memory, but is nowadays not used for that purpose. Instead, sticky bit is used only in
directory. When it isset, non-ownersof the directory cannot rename or unlink filesthat are
not owned by himself. Thisisgenerally used in public directorieslike/ t np.

To change the permission of the file object, you can use the chnod command. For more
information, please refer to man page.

4. Switching Privileges

It ispossibleto run aprogram with the privileges(EUID and FSUID) different fromitsRea UID
(theuser wholaunchedit). Todothis, the setuid bit of the executablefileisturned on. Thesetuid
bit isrepresented with an swhen displaying the rightswith the Iscommand :

>> |s -1 /bin/su
-rwsr-xr-x 1 root root 14124 Aug 18 1999 /bin/su
>>

When the kernel runs a program with the setuid bit on, it uses the program owner’sidentity as
the EUID and FSUID for the process. On the other hand, the RUID doesn’t change, and is till
the user who launched the program. For instance, every user can have accessto the/ bi n/ su
command, but it runs under its owner’s identity (root) with every privilege on the system.
Needlessto say one must be very careful when writing a program with this attribute.

Similar to setuid, the setgid bit asksthe kernel to use the file owner’s GID, instead of the user’s
GID, asthe EGID and FSGID of the process. Thisis usually done to grant accessto afile or
device only via specific programs, by granting access of a file or device to a group accessible
only through a setgid program.



5. An Example

In this section we run an example to demostrate the setuid. First, login as root. Compile the
program list in Section 2 by the following command:

gcc -0 testuid testuid.c
Then,usethel s -1 command to see the attributes of the compile program:

-rwWXr-xr-x 1 root root 13980 Nov 19 16: 33 testuid*

Now copy thefileto adirectory which can be accessby all other users, e.g./ usr/ 1 ocal / bi n,
by the following command:

cp testuid /usr/local/bin
After that, run this program by root, you will found the following output:

RUDis 0. EUD s O.

Try to run the same program using normal user, you will get something similar to the following:

RUDis 501. EUDis 501

Then, user oot to set the program’s setuid bit by the following command:
chnod u+s /usr/local/bin/testuid

Then, run the same program using normal user, you will get the following output:

RUDis 501. EUD s O.
You HAVE ROOT ACCESS!!!!

6. Manipulating IDswithin programs

There are two types of programs with special privilege: those like | ogi n are created by the
i ni t process (the process created during system startup) which hasr oot privileges, and those
setuid and setgid programs like the above which hasthe privilegesof the owner of the program
apart from the one executing the program. Typically, these programs need to drop their special
privilege after performing some specific tasks. The second type of programs sometimes need
toregain their privilegelater. Using the Linux-specific setresuid and setresgid system calls, the
user id’'s can be arbitrarily swapped. However, if you want to write it in a more portable way,
you should use some API which are well established. Unluckily, the API are quite difficult to
understand due to historical reasons.

The original API consists of the setuid and setgid system calls, which are designed to alow
programslikel ogi n to set the process domain after authentication. Originally it worksonly if
the original user isr oot . When setuid/setgid programs are introduced (at that time thereisno
SUID or SGID), this call has been extended for dropping the privilege of such programs. So
normal users can call the functions, but only the effective user-1D is set (rather than all the IDs).
Such usages are not recommended for new functions, however, because it behaves differently
depending on whether the program is setuid r oot or setuid to other users. Instead, one should
use the seteuid and setegid functions, which never changethe“real” (and “saved”) IDs.

The story doesn't end here, unluckily. Some programs which drops their privilege needs to
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regain itsaccesslater. The original answer given by BSD isthe setreuid and setregid functions,
which allowsnon-r oot usersto set both thereal and effective UID/GID at the sametime. So an
SUID program can now swap the RUID and the EUID using setreuid, so that the normal privilege
used is the one executing the program, while the RUID retains the ability to switch back to the
owner of the setuid program if need arise. If a program wants to give up even that ability, it
can call setregid setting both the RUID and EUID to the UID of the one executing the program.
Thisisnot areadlly satisfactory solution, though. It makesit difficult for system administratorsto
know whether a program isexecuted by A setuid’ ed to B, or executed by B setuid’edto A. New
programs should no longer use thisinterface.

To address the short-coming of the above scheme, the SUID and SGID are introduced. Now
programs which use seteuid and setegid can switch back and forth between the the IDs of the
owner and thereal user of the program, and the user executing the program remainsasthereal ID.
No new system call isintroduced. Then how a program can make sure that it can never regain
the power of itsowner? This can be achieved using setreuid and setregid. If one set both the
effective and real uid (or gid) to the same value, then the saved ID is also set to the same value,
thus giving up capability to switch IDsfurther. (The actual rule is somewhat more complicated,
see the man page of setreuid).

Asafinal note, in Linux one can change the FSUID and FSGID using the setfsuid and setfsgid
system calls, which are defined in <unistd.h> or <sys/fsuid.h> depending on the version of the C
library you use.
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