CSIS0230A Principles of Operating Systems (Class A)
Notes for Tutorial 7
Page Table

In the tutorial this week we will peek into the page table of a running Linux process. Since there
is no pre-defined interface to get the page table of a process, we will write our own. This notes
aims to explain the details of the Linux page table, to a depth that we can write system calls to ex-
tract them. All functions and macros mentioned here are available wittugle<linux/mmh>.

To see the actual definitions, tnasm/pageh>, <asn'pgtableh> and <asn’pgtable-2levelh>.

1. Page table levels and linear address

Conceptually, Linux uses 3-level page tables to convert virtual addresses to physical frame ad-
dresses. Each process has a Page Global Directory (PGD), which entries are physical addresses
of Page Middle Directory (PMD), each entry of which in turn stores physical addresses of Page
Tables. A PGD, PMD and page table entry is of tygel_t pmd_tandpte_trespectively.

typedef struct { unsigned longpte_low} pte_t
typedef struct { unsigned longpmd } pmd_t
typedef struct { unsigned longpgd; } pgd_t

Therefore, each virtual address is conceptually broken into 4 parts: an index to the PGD, an index
to the PMD, an index to the page table, and the page offset within the actual memory frame.
However, normally (i.e., when PAHs not in use), 80x86 uses a 2-levels page table, so there is
no “real” PMD. Instead, the PMD uses the same memory as the PGD. In the virtual address, 10
bits (bit 31-22) are index to this combined PGD/PMD; 10 bits are index to the page table; and
12 bits are page offset. Each page thusPRGSE_SIZE= 4096 bytes. The following diagram
summaries their relations.
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The primary purpose of the page table and PGD$dce the physical addresses of the frames

holding the pages or the next level page tables. Since frame addresses always have the last 12
bits to be 0, they need not be stored. Instead, the hardware designers decide to use them to keep
information about the page. Here are the more interesting bits.

* Bit0(_PAGE_PRESEN% 1): whether the page table entry refers to a page thmaesent

1Starting from Pentium-Pro, 80x86 support a paging mode called Physical Address Extension (PAE), where physical
address s 36-bits (i.e., at most 64GiB physical memory). Each page table entry is thus enlarged to 64 bits. A page frame
can hold only 512 page entries, so a 3-level page directory is needed. This mode is normally not activated.
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If cleared, accessing the page results in a page fault. At such times, the OSiis free to use the
remaining bits of the page table entry to store any other information, e.g., where in the swap
space hold the page.

 Bit 1 ( PAGE_RW= 2): whether the page wmritable. If cleared, writing results in a
page fault.

 Bit 2 ( PAGE_USER-= 4): whether the page can be accessed fromuger mode If
cleared, accessing the page from the user mode results in a page fault (and thus the page
is kernel-only).

 Bit5(_PAGE_ACCESSED32): whether the page &écesseafter the last time the bit is
cleared. Everytime the CPU access a page, this bit is set to 1. The bit is used by the OS to
implement certain swapping algorithms (like the 2nd chance algorithm).

 Bit 6 ( PAGE_DIRTY= 64): whether the page modified after the last time the bit is
cleared. Everytime the CPU writes a frame through a page, this bitis setto 1. The OSuses
this information to implement write-back memory maps, and also to avoid writing clean
pages to swap.

* Bit 7 (_PAGE_PSE= 128): whether the page idarge page All Pentium’s allow a page
to be large, i.e., of 4MiB instead of 4KiB. The bit is meaningful only in the PGD. If set,
there is no page table for the PGD entry, and the PGD directly points to physical frames. All
the 22 bits remaining in the virtual address after the 10 bit PGD index are used to offset this
large page.

2. Finding a PGD

Every process has a PGD, which is always in memory. Recall that givendtioé a process, we
can find itstask_strucstructure byfind_task by pifJ. The structure contains a pointemto
the “memory descriptor” of the process, of tygteuct mm_struck:

struct task_struc{ [*in <sched.h>*/

struct mm_struct-mm

h

A memory descriptor stores all information of the process related to memory allocation. The
address of the PGD is stored in it:

struct mm_struc{ [*in <sched.h>*/

pgd_tx pgd // virtual address of page global directory

3. Accessing physical memory via the virtual memory system

Before we go on, it is important to understand the difference between the view of the hardware
designers and that of the operating system designers on the addressbarditere uses the
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physical addressesf the frames storing the various levels of page tables (PGD, PMD and page
tables), before the hardware can do address translatifRmosessesthen, only access memory

via virtual addresses. But what about tkernel? On one hand, it must be able to control the
hardware and thus manipulate physical addresses. (E.g., the page tables and the CPU register
holding the PGD frame address must be physical addresses). On the other hand, it must also be
able to access memory of the users-provided buffers, which are specified as virtual addresses.

The answer is thathe kernel, like processesjses virtual addresses It can thus access the
memory of the user process easily. However, part of the virtual addresses are strongly related

to physical addresses, to make it easy for the kernel to access them. In particular, the virtual
addresses starting froox@€000000Care always mapped to the physical addresses starting from

0. For example, the kernel can read the memory at physical add«&23licby reading the

virtual memory addressx@00123bc The macro__pg) will take a virtual address and subtract
0xc000000Go get the corresponding physical address; and the macve)) does the reverse.

Of course, only the kernel (not the processes) can access these addresses, as marked in the page
table entries for these addresses. And if you still remembeadbess_of function we learnt

in the last tutorial checks whether an address range has any portion in this range.

The kernel stores most addresses in virtual address fornto allow the kernel to easily access

the memory. This is except the few locations, like the content of the page tables, where the
hardware actually access the memory and thus must hold physical addresses. The two macros
above are used to do the translations as needed. For examptglindhemm_structs a virtual

address (with value larger thard®00000D. When the kernel performs a context switch, this
value is fetched, pd) is used to convert it to a physical address, and the result is put to the
register that is reserved for holding the physical address of the page global directory.

4. Reading a page table for a given linear address

Sometimes the kernel must access the virtual memory of a processwBesnot storing the

PGD of that process. At such time, the kernel must simulate the effect of the CPU in address
translations. It requires several steps, each requiring a fair amount of bit manipulations, which
are rather system dependent. Thus the kernel developers have written functions and macros to
ease the process.

1. Findthe right PGD entry: The first step to access memory is always to have a pointer, say
task pointing to theask_strucof the needed process. Knowing the virtual addladdr,
finding the correct PGD entry can be done by calliggl_offsgtask>mm laddr), which
finds the bits ifaddr corresponding to the PGD and return a pointer to the nepdddt
It is implemented like this.

#define pgd_offséhm addres¥((mn)->pgd + (((addresy>> 22) & 1023))

2. Checkwhetherwe can find a PMDOnce we get to the PGD, we want to read its bits to see
whether the PMD is present. This is done by calliggl_presertépgd), wherepgd points
to the PGD entry. However, since PMD actually is the same as the PGD in a 2-level page
table, it is always present. The implementation is thus trivial.

static inline int pgd_preserfpgd_t pgd { return 1;}
3. Find the right PMD entry : Once you verified a PGD entry, you can use the PMD bits of

the virtual addresisddr to index the PMD. This is done by callipgnd_offsépgd, laddr).
Since PMD is merged into the PGD, this is trivially done by a simple castipgi_tx.
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extern inline pmd_tx pmd_offs€pgd_tx dir, unsigned longaddres}
{ return (pmd_tx) dir;}

4. Check whether we can find a page tabtéOnce we get to the PMD, we need to read its bits
to see whether the page table is present. This is done by caitidg presergtpmd, where
pmdpoints to the PMD entry. This is implemented like this:

#define pmd_presep) (xpmd& PAGE_PRESENT

5. Find the right Page table entry. Once you verified a PMD entry, you can use the page
table bits of the virtual addresaddr to index the page table. This is done by calling
pte_offsgippmd laddr), giving you a pointer to the correspondiptg This is implemented
as follow.

#define pte_offs@ir, addres}\
((pte_t+) pmd_page_kerneil(dir)) + ((address>> 12) & 1023)

Thepmd_page_kernélinction finds the frame storing the page table, and will be discussed
shortly.

6. Check whether we can find a frameOnce we get to the page table, we need to read its
bits to see whether the frame is present. This is done by cadtigoresertipte), where
ptepoints to the page table entry. This is implemented like this:

#define pte_presefx) ((x).pte_low& (_PAGE_PRESENT_PAGE_PROTNONJ

Using these functions and macros, we can traverse from the pointemtstructure down to
the actual frame step by step. Note that each step you getgatable entry not aframe that
actually store the page tables or frames. To obtain them, three more macros can be used.

#define pgd_padpgd) ((unsigned long __ vapgdpgd & ~4095))
#define pmd_page_keri@d ((unsigned long __vdpmdpmd& ~4095))
#define pte_pad®) (mem_map- ((unsigned long(((X).pte_low>> 12))))

All these macros take an actual page table entry (not a pointer to it) as argument. The first two
macrospgd_pagé andpmd_page_kern@l give you the virtual address of a PMD and a page
table. They simply remove the last 12 bits from the page table entry to get the physical address,
and use__v{) to get the corresponding virtual address.

On the other handpte_pag@ is quite different. It shifts the page table entry right by 12

bits, thus getting a number called thame number of the needed physical frame pointed to

by the page table entry. THeame table is then indexed to find the entry correspond to that
frame. The return value is actually a pointamap_ptrto this entry. The entry stores infor-
mation about the frame, e.g., usage count. The virtual address of the page can be found using
page_addregmmap_pt).



